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DROWNING IN A SEA OF FAUX SECRETS: 
POLICIES ON HANDLING OF CLASSIFIED 
AND SENSITIVE INFORMATION 


TUESDAY, MARCH 14, 2006 

House of Representatives, 

Subcommittee on National Security, Emerging 
Threats, and International Relations, 

Committee on Government Reform, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:04 p.m., in room 
2154, Rayburn House Office Building, Hon. Christopher Shays 
(chairman of the subcommittee) presiding. 

Present: Representatives Shays, Kucinich, Maloney, Van Hollen, 
and Waxman. 

Staff present: Lawrence Halloran, staff director and counsel; J. 
Vincent Chase, chief investigator; Robert A. Briggs, analyst; Marc 
LaRoche, intern; Karen Lightfoot, minority communications direc- 
tor/senior policy advisor; David Rapallo, minority chief investiga- 
tive counsel; Anna Laitin and Andrew Su, minority professional 
staff members; Earley Green, minority chief clerk; and Jean Gosa, 
minority assistant clerk. 

Mr. Shays. A quorum being present, the Subcommittee on Na- 
tional Security, Emerging Threats, and International Relations 
hearing entitled, “Drowning in a Sea of Faux Secrets: Policies on 
Handling of Classified and Sensitive Information,” is called to 
order. 

It has been said, bureaucracies always seek the path of least dis- 
closure. During the cold war, the innate tendency to excessive se- 
crecy was useful against the monolithic threat of Soviet military 
and industrial espionage. But today, against the polymorphic perils 
of stateless terrorism, the reflexive concealment of broad categories 
of official information harms more than enhances national security. 
Unreformed habits of secrecy blind us to the dispersed shards of in- 
formation that, if linked, could reveal the enemy’s shadowy plans. 

Recent reports of a secret program to reclassify previously declas- 
sified documents reflect the stubborn refusal of many cold warriors 
to move from the “need to know” to the “need to share” security 
paradigm. Operating since 1999, the program culled materials from 
public archives that had already been viewed, copied, or repub- 
lished. Claiming the bureaucratic “equities,” code for “turf,” had 
been ignored in the rush to declassify, the reclassifiers have taken 
tens of thousands of pages from the open files in what I would refer 
to as an arrogant and futile attempt to unwrite history. Many of 

( 1 ) 
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the documents deal with issues having no current security implica- 
tions. As a result, obvious non-secrets, like the stunning wrong es- 
timate in 1950 that the Chinese would not enter the Korean War, 
are once again stamped “secret.” 

This absurd effort to put the toothpaste back into the tube per- 
sists, despite the growing consensus supported by testimony before 
this subcommittee that from 50 to 90 percent of the material cur- 
rently withheld should not be classified at all. 

The inbred penchant for over-classification has also spawned a 
perverse offspring in the form of a vast and rapidly growing body 
of pseudo-secrets withheld from public view in the name of national 
and homeland security. 

As this subcommittee learned in two previous hearings on post- 
September 11th barriers to information sharing, what is not classi- 
fied can still be kept from the public through the use of “Sensitive 
But Unclassified,” designated as SBU, designations, like, for in- 
stance, “For Official Use Only,” [FOUO], or “Official Use Only,” 
[OUO], and there are countless others. The unchecked proliferation 
of documents bearing these and other access restriction labels is 
choking what the 9/11 Commission said should be, must be free- 
flowing pathways for critical information about an adaptable, de- 
centralized foe. 

After our hearing last year, Mr. Waxman and I asked key cabi- 
net departments how many documents they had shielded with SBU 
markings over the past 4 years. Claiming the task so burdensome 
and the numbers so large, they could not even venture an estimate. 

At the same time, we asked the Government Accountability Of- 
fice [GAO], to examine policies and procedures on FOUO and OUO 
documents at the Department of Defense and Energy, respectively. 
Stamping something “For Official Use Only” should only mean 
someone has determined the information may meet the limited cri- 
teria for exemption from automatic public release under the Free- 
dom of Information Act [FOIA]. But increasingly in this security- 
conscious era, SBU designations are being misused as an unregu- 
lated form of “classification light.” 

I am going to digress a second. A case in point: The report from 
the Department of Homeland Security Inspector General bears this 
ominous-looking green cover warning recipients the document is 
“For Official Use Only.” The report is an audit of screening done 
on trucks carrying municipal solid waste from Canada into the 
United States. It is 18 pages long. The IG was good enough to send 
along an unclassified summary of what is really an already unclas- 
sified FOUO report. This is the summary. It is one page. So our 
conclusion is apparently there is a great deal the public should 
never know about Canadian garbage. Can you believe it? 

[The information referred to follows:] 



DEPARTMENT OF HOMELAND SECURITY 


Office of Inspector General 


Audit of Screening Trucks Carrying 
Canadian Municipal Solid Waste 
(Unclassified Summary) 
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THE ATTACHED MATERIALS CONTAIN DEPARTMENT OF HOMELAND SECURITY 
INFORMATION THAT IS “FOR OFFICIAL USE ONLY,” OR OTHER TYPES OF 
SENSITIVE BUT UNCLASSIFIED INFORMATION REQUIRING PROTECTION 
AGAINST UNAUTHORIZED DISCLOSURE. THE ATTACHED MATERIALS WILL BE 
HANDLED AND SAFEGUARDED IN ACCORDANCE WITH DHS MANAGEMENT 
DIRECTIVES GOVERNING PROTECTION AND DISSEMINATION OF SUCH 
INFORMATION. 


AT A MINIMUM, THE ATTACHED MATERIALS WILL BE DISSEMINATED ONLY ON A 
“NEED-TO-KNOW” BASIS AND WHEN UNATTENDED, WILL BE STORED IN A 
LOCKED CONTAINER OR AREA OFFERING SUFFICIENT PROTECTION AGAINST 
THEFT, COMPROMISE, INADVERTENT ACCESS AND UNAUTHORIZED 
DISCLOSURE. 
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Mr. Shays. In a report released today, GAO finds a lack of clear 
standards governing the use of the FOtJO and OUO labels. Almost 
anyone can apply the “Official Use Only” restriction and no one can 
make it go away unless someone happens to request the document 
under the FOIA, but then they have to know the document exists. 

Against a rising tide of global terrorism, we are drowning in a 
sea of our own faux secrets, hiding public information from its real 
owners, the public, behind spurious FOUO and OUO labels. To 
right the balance between the public’s right to know and counter- 
vailing public interest in security and privacy, the habits of secrecy 
must give way to the culture of shared information. 

Our discussion today is timely. This is, and I kid you not. Sun- 
shine Week 2006, the second annual observance by organizations 
and individuals seeking greater openness in government. At the 
same time, policies and procedures on classification, reclassifica- 
tion, and designation of sensitive but unclassified material appear 
to be rushing headlong in the opposite direction. 

We are joined by two panels of highly qualified and knowledge- 
able witnesses, including the Archivist of the United States. We 
welcome him. We look forward to all their testimony and to a con- 
structive discussion of what can be done to sustain and enhance 
the public’s access to their information. 

[The prepared statement of Hon. Christopher Shays follows:] 



6 


TOMOAVIS, VIRGINIA, 
CHAIRMAN 


HENBV A WAXMAN, CALIFORNIA, 
HANKING MINOBITV MEMKR 


CMBiSTOPHEH SHAVS, CONNECT ICUT 
DAN BURTON. INDIANA 
ILEANA ROS-LEHTINEN. FLORIDA 
JOHN M. MCHUGH, NEW YORK 
JOHN L MICA, FLORIDA 
GIL GUTKNEOHT. HINItfSOTA 
E. SOUOES, INDIANA 
VENC UTOUHETTE. OHIO 
A5 BUSSEU PLATTS. PEWJSYLVANIA 
i,rtniS CANNWI. UTAH 
JOHN J. DLINCAN. JR., TENNESSEE 
CANDICE MILLER. MICHIGAN 
MICHAEL R. TURNER, OHIO 
DARRELL ISSA, CALIFORNIA 
VIRGINIA BROWN-WAITE, FLORIDA 
JON C, PORTER, NEVADA 
KENNY MABCH/Wr, TEXAS 
LYNN A. WESTMORELAND, GEORGIA 
PATRICK T. MCHENRY, NORTH CAROLINA 
CHARLES W. DENT. PENNSYLVANIA 
VIRGINIA FOXX. NORTH CAROLINA 


ONE HUNDRED NINTH CONGRESS 

CongresiS of tfje ®niteb States 

^ouse oC i^epresentatibes 

COMMITTEE ON GOVERNMENT REFORM 
2157 Rayburn Hcxj^ Of=FiCE Building 
Waswnqtoi, DC 20515-6143 

UMOntY S(B)2ZS-S07A 
FacssiM {2(S)Z»-G97« 

UnonTY (203225^1 

TTV «2Q»23!F<GBS2 


TOM LANTOS. CALIFORNIA 
MAJOR R OWENS, Few YORK 
EDOLPHUS TOWNS. NEW YORK 
PAUL E. KANJORSKl. PENNSYLVANIA 
CAROLYN e. MALONEY. NEW YORK 
ELIJAH e CUMMINGS, MJM5YLANO 
DENNIS J. KOClNlCH. OHIO 
DANNY K. DAVIS, lUlNOIS 
WM. LACY CLAY, MISSOURI 
DIANE e. WATSON, CAUFOHNIA 
STEPFCN F. LYNCH, MASSACHUSETTS 
CHRIS VAN HOLLER, MAFIYLANO 
LINDA T. SANCHEZ. CALIFORNIA 
C.A DUTCH HUPPERSBERGER, 

MARYLAND 

BRIAN HU3QINS. NEW YORK 
ELEANOR HOLMES NORTON, 

District of Columbia 


BERNARD SANDERS, VERMONT, 

INDEPENDENT 


htlp://i^Dnn.lK)use.gov 


SUBCOMMITTEE ON NATIONAL SECURITY. EMERGING THREATS, 

AND INTERNATIONAL REUTIC»IS 
Siiafs. Connecticut 
Quifman 

Rood) 6-372 R^bum 
Wasnini^. D.a 20S1S 
T8t:20222S2S48 
Fax;2022K-2382 

Statement of Rep. Christopher Shays 
March 14, 2006 

It has been said bureaucracies always seek the path of least disclosure. During the Cold 
War, that innate tendency to excessive secrecy was useful against the monolithic threat of Soviet 
military and industrial espionage. But today, against the polymorphic perils of stateless 
terrorism, reflexive concealment of broad categories of official information harms, more than 
enhances, national security. Unreformed habits of secrecy blind us to the dispersed shards of 
information that, if linked, could reveal the enemy’s shadowy plans. 

Recent reports of a secret program to reclassify previously declassified documents reflect 
the stubborn refusal of many Cold Warriors to move from the “need to know” to the “need to 
share” s«:urity paradigm. Operating since 1999, the program pulled materials from public 
archives that had already been viewed, copied or republished. Claiming that bureaucratic 
“equities” (code for “turf’) had been ignored in the rush to declassify, the reclassifiers have taken 
tens of thousands of pages from the open files in an arrogant and futile attempt to un-write 
history. Many of the documents deal with issues having no current security implications. As a 
result, obvious non-secrets - like the spectacularly wrong estimate in 1 950 the Chinese would 
not enter the Korean War - are once again stamped “Secret.” 

This absurd effort to put the toothpaste back into the tube persists despite the growing 
consensus - supported by testimony before this Subcommittee - that from fifty to ninety percent 
of the material currently withheld should not be classified at all. 

That inbred penchant for overclassification has also spawned a perverse offspring in the 
form of a vast and rapidly growing body of pseudo-secrets withheld from public view in the 
name of national and homeland security. 


Page 1 of 2 
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Statement of Rep. Christopher Shays 
March 14, 2006 
Page 2 of 2 


As this Subcommittee learned in two previous hearings on post-9/1 1 barriers to 
information sharing, what is not classified can still be kept from the public through the use of 
Sensitive But Uncl^sified (SBU) designations like “For Official Use Only” (FOUO) or “Official 
Use Only” (OUO). The unchecked proliferation of documents bearing these and other access 
restriction labels is choking what the 9/1 1 Commission said should be free-flowing pathways for 
critical information about an adaptable, decentralized foe. 

After our hearing last year, Mr. Waxman and I asked key cabinet departments how many 
documents they had shielded with SBU markings over the past four years. Claiming the task so 
burdensome and the numbers so large, they could not even venture an estimate. 

At the same time, we asked the Government Accountability Office (GAO) to examine 
policies and procedures on FOUO and OUO documents at the Department of Defense and 
Energy. Stamping something “For Official Use Only” should only mean someone has 
determined the information may meet the limited criteria for exemption from automatic public 
release imder the Freedom of Information Act (FOIA). But increasingly, in this security- 
conscious era, SBU designations are being misused as an unregulated form of “classification- 
lite.” In a report released today, GAO finds a lack of clear standards governing use of the FOUO 
and OUO labels. Almost anyone can apply the “Official Use Only” restriction and no one can 
make it go away unless someone happens to request the document under the FOIA. 

Against a rising tide of global terrorism, we are drowning in sea of our own faux secrets, 
hiding public information from its real owners behind spurious FOUO and OUO labels. To right 
the balance between the public’s right to know and countervailing public interests in security and 
privacy, the habits of secrecy must give way to the culture of shared information. 

Our discussion today is timely. This is Sunshine Week 2006, the second aimual 
observance by organizations and individuals seeking greater opermess in government. At the 
same time, policies and procedures on classification, declassification, reclassification and 
designation of Sensitive But Unclassified material appear to be rushing headlong in the opposite 
direction. 

We are joined by two panels of highly qualified and knowledgeable witnesses, including 
the Archivist of the United States. Welcome. We look forward to their testimony and to a 
constructive discussion of what can be done to sustain and enhance the public’s access to their 
information. 
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Mr. Shays. At this time, the chair would acknowledge we have 
both the ranking member of the full committee and the ranking 
member of the subcommittee and I would call on the ranking mem- 
ber of the subcommittee if he has a statement. 

Mr. Kucinich. I do have a statement, but I would more than be 
willing to defer to the ranking member of our full committee. 
Please, Mr. Waxman. 

Mr. Waxman. Well, thank you very much, Mr. Kucinich and Mr. 
Chairman, for the opportunity to make this opening statement. As 
Mr. Shays indicated, this week is openness and transparency for 
government because it is called Sunshine Week. These are the bed- 
rock principles of our democracy. 

Unfortunately, sunshine rarely penetrates the inside of the Bush 
administration. They have a penchant for secrecy. It is legendary 
and the examples are numerous. The Vice President refused to re- 
veal which campaign contributors and energy executives had spe- 
cial access to his energy task force. The President rolled back 
Reagan-era regulations on the release of Presidential records. The 
Department of Health and Human Services withheld estimates of 
the true cost of the Medicare prescription drug legislation. And the 
Defense Department redacted hundreds of Halliburton overcharges 
from audits given to the United Nations. 

This is not a new issue. In September 2004, I released a com- 
prehensive report on secrecy in the Bush administration. The re- 
port found that the Nation’s open government laws had been re- 
peatedly eroded during the first 4 years of the Bush administra- 
tion, while laws authorizing secret government action had been 
systematically expanded. These trends have continued and wors- 
ened in the months since I released that report. 

Last month, researchers discovered that the administration had 
been secretly removing thousands of previously classified docu- 
ments that had been publicly available on the shelves of the Na- 
tional Archives. Some of these documents were more than 50 years 
old and already had been published in books and journals. 

According to these researchers, one of the documents is a 1948 
memorandum regarding delays in implementing Project Ultimate, 
a CIA program to drop propaganda leaflets out of hot air balloons 
to the citizens of Eastern Europe, and this memo was published al- 
ready in a 1996 State Department volume. Yet incredibly, this 58- 
year-old document has now been removed from the shelves, accord- 
ing to the researchers. 

There are a lot of questions about the administration’s actions to 
which we don’t have the answers. Who oversees this program? 
Under what legal authority are they operating? And why is the 
order governing this program evidently still classified? I hope we 
can begin to get answers to these questions at today’s hearing. 

Another important issue we will consider today is the adminis- 
tration’s abuse of designations such as “Sensitive But Unclassified” 
to block the public release of government information. Many of 
these designations have no basis in statute, no criteria for use, no 
limitations on who can withhold documents using these designa- 
tions. 

Last year. Chairman Shays and I sought documents from three 
agencies, the Defense Department, State Department, and the De- 
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partment of Homeland Security, that had been restricted as “Sen- 
sitive But Unclassified” or “For Official Use Only.” To date, we 
have received none of these documents. 

It is particularly telling that in their responses, the agencies 
claimed they had no way to provide such information because they 
don’t keep track of it. As another agency wrote, there is no regu- 
latory or other national policy governing the use of “For Official 
Use Only,” this designation, as opposed to the controls on classified 
national security information. 

A year ago, I wrote to Chairman Shays about the abuses of these 
pseudo- or faux classifications. My letter described specific exam- 
ples where documents were restricted from public dissemination 
because they would be embarrassing, not because they would jeop- 
ardize national security. 

Today, we are going to hear from the GAO about the results of 
its investigation into the management of these types of documents 
by two agencies, the Department of Energy and the Department of 
Defense. As GAO will testify, neither of these departments have 
clear policies regarding the designations and neither has adequate 
oversight of their use. 

Mr. Chairman, I have criticized the administration for its se- 
crecy. I have even criticized the Republican Congress for failing to 
conduct meaningful oversight of the Bush administration. I think 
that has become a failure to do our constitutional responsibilities. 
It undermines accountability and it creates a climate in which se- 
crecy flourishes. I think this is a hearing that is very much worth 
holding and I commend the chairman for calling the hearing. It 
won’t undo the consequences of years of neglect, but I think it is 
an important step in the right direction and it illustrates how far 
things have gone, to the point now where it is so absurd that we 
can no longer ignore this business of classifying, reclassifying, de- 
classifying, re-reclassifying, playing games with classifications, not 
for national security but simply to keep everybody in the dark, not 
just the enemies, but our own citizens and people in government 
itself 

So I commend you for holding this hearing and I am pleased that 
we are going to hear from these witnesses scheduled today who can 
maybe bring a greater light to the dark spot in the whole issue of 
openness in government and sunshine. Thank you. 

Mr. Shays. I thank the gentleman. 

[The prepared statement of Hon. Henry A. Waxman follows:] 
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Statement of Rep. Henry A. Waxman, Ranking Minority Member 
Committee on Government Reform 
Before the Subcommittee on National Security, Emerging Threats 
and International Relations Hearing on "Drowning in a Sea of Faux 

Secrets: Policies on Handling of Classified and Sensitive 
Information" 

March 14, 2006 

Thank you, Mr. Chairman, for holding this important hearing. 

This week is “sunshine week,” so it is particularly appropriate that 
we are focusing today on openness and transparency in government as 
bedrock principles of our democracy. 

Unfortunately, sunshine rarely penetrates inside the current 
Administration. The Bush Administration’s penchant for secrecy is 
legendary, and the examples are numerous. The Vice President refused 
to reveal which campaign contributors and energy executives had special 
access to his energy task force. The President rolled back Reagan-era 
regulations for the release of Presidential records. The Department of 
Health and Human Services withheld estimates of the true cost of the 
Medicare prescription drug legislation. And the Defense Department 
redacted hundreds of Halliburton overcharges from audits given to the 
United Nations. 
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In September 2004, 1 released a comprehensive report on secrecy 
in the Bush Administration. The report found that the nation’s open 
government laws had been repeatedly eroded during the first four years 
of the Bush Administration, while the laws authorizing secret 
government action had been systematically expanded. These trends 
have continued — and worsened — in the months since I released the 
report. 

Last month, researchers discovered that the Administration has 
been secretly removing thousands of previously declassified documents 
that had been publicly available on the shelves of the National Archives. 
Some of these documents were more than 50 years old and already had 
been published in books and journals. 

According to these researchers, one of these documents is a 1948 
memorandum regarding delays in implementing “Project Ultimate,” a 
CIA program to drop propaganda leaflets out of hot air balloons to the 
citizens of Eastern Europe. This memo was published in a 1996 State 
Department volume. 

Yet incredibly, this 58-year-old document has now been removed 
from the shelves, according to the researchers. 
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There are a lot of questions about the administration’s actions to 
which we don’t yet have the answers. Who oversees this program? 
Under what legal authority are they operating? And why is the order 
governing this program evidently still classified? 

I hope we can begin to get answers to these questions at today’s 
hearing. 

Another important issue we will consider today is the 
Administration’s abuse of designations such as “sensitive but 
unclassified” to block the public release of government information. 
Many of these designations have no basis in statute, no criteria for use, 
and no limitations on who can withhold documents using these 
designations. 

Last year, the Chairman and I sought documents from three 
agencies — the Defense Department, the State Department, and the 
Department of Homeland Security — that had been restricted as 
“Sensitive but Unclassified” or “For Official Use Only.” To date, we 
have received none of these documents. 

It is particularly telling that in their responses, the agencies 
claimed they had no way to provide such information because they don’t 
keep track of it. As another agency wrote: “There is no regulatory or 
other national policy governing the use of For Official Use Only 
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designation, as opposed to the controls on classified national security 
information.” 

A year ago, I wrote to the Chairman about abuses of pseudo- 
classifications. My letter described specific examples where documents 
were restricted from public dissemination because they would be 
embarrassing, not because they would jeopardize national security. 
Today, we will hear from GAO about the results of its investigation into 
the management of these types of documents by two agencies: the 
Department of Energy and the Department of Defense. As GAO will 
testify, neither of these departments has clear policies regarding the 
designations and neither has adequate oversight of their use. 

I have been vocal in my criticism of the Republican Congress for 
failing to conduct meaningful oversight of the Bush Administration. 

The refusal of Congress to fulfill its constitutional oversight 
responsibilities undermines accountability. And it creates a climate in 
which secrecy flourishes. This hearing won’t undo the consequences of 
years of neglect, but at least it is a step in the right direction. 

Mr. Chairman, I thank you for holding this hearing on openness in 
government. I look forward to the testimony of today’s witnesses. 
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Mr. Shays. At this time, the chair would recognize Mr. Kucinich, 
the ranking member of the committee. 

Mr. Kucinich. Thank you very much, Mr. Chairman. I might 
note to my good friend, Mr. Waxman, you just mentioned that they 
reclassified that information about dropping propaganda out of hot 
air balloons. I think the reason why they reclassified it is that they 
are still doing it here in Washington. [Laughter.] 

I want to thank the chairman for holding the third subcommittee 
hearing on this important oversight issue, and I want to note that 
this hearing is being held during what American newspaper editors 
have declared as National Sunshine Week, but it may be that the 
administration’s song will be, “The Sun Will Come Out Tomorrow,” 
not today, so it is imperative that Congress exercises its oversight 
responsibility and that we hold Federal agencies accountable for 
the millions of classification and declassification decisions they ex- 
ercise every day. 

The results of our review can be measured through a variety of 
statistics, but in the end, we must ask two fundamental questions. 
First, do we still have an open government? And second, are we 
safer as a result of these classification decisions? I think the an- 
swer to both questions is no. 

By any measure, the administration has been classifying docu- 
ments at a dizzying pace. Under this administration, more agencies 
have been given authority to classify documents and over 50 new 
security designations, including “Sensitive But Unclassified” and 
“For Official Use Only” have been created. Over 4,000 Federal em- 
ployees now have original classification authority, and nearly $8 
billion a year is spent to classify documents, $8 billion. Meanwhile, 
declassification has slowed to a crawl. 

But we must also look at what kind of information this adminis- 
tration is classifying. Is it sensitive, a threat to our national secu- 
rity if released to the public? According to researcher Matthew Aid, 
thousands of documents from the cold war era have been increas- 
ingly removed from the National Archives over the past 7 years 
and subsequently reclassified. Much of this trove consists of innoc- 
uous historical information from the cold war era and is being kept 
from the public’s view. According to the Washington Post, even doc- 
uments about the Cuban missile crisis, one of the most important 
events in our Nation’s history, are still being denied to historians. 
It is well past the 25-year limit in which most Federal documents 
have to be declassified. 

Declassification is an essential tool to watchdog the actions of our 
government. For example, documents declassified just last year 
concern Luis Posada Carriles, a CIA operative involved in the 1976 
bombing of a Cubana Airlines flight that killed 73 passengers. 
They show the complicity and support our government gave to his 
violent acts. After escaping from a Venezuelan prison in 1985, Po- 
sada worked in El Salvador on the Iran-Contra program and he ad- 
mitted to a string of hotel bombings in Havana and various assas- 
sination attempts of Fidel Castro. 

Last year, Mr. Posada snuck into the United States and is at- 
tempting to seek asylum here. Despite requests from both Ven- 
ezuela and Cuba to extradite him, the Department of Homeland 
Security has refused to deport him. In effect, the Bush administra- 
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tion — the Bush administration — is harboring an international ter- 
rorist, and documents released by the National Security Archives 
show the full extent of CIA involvement in those operations. 

If this is how the administration treats so-called historical infor- 
mation, how do you think they treat materials that could inform 
public policy debates today or protect our Nation against terrorist 
threats? That is one of the reasons, Mr. Chairman, why I intro- 
duced a resolution of inquiry on the Dubai port deal. We want to 
know how it came about. Maybe the deal is dead, maybe it is not, 
but the public has a right to know how it came about in the first 
place and the only way you can do that is to get the public records. 

In April 2004, only 1 day before Secretary Rice was forced to tes- 
tify before the 9/11 Commission, the administration suddenly de- 
classified a key memo from former Counterterrorism Chief Richard 
Clarke to Secretary Rice warning her about the al Qaeda threat 
and calling for a meeting of principal security heads. Mr. Clarke’s 
memo had been written in January 2001, more than 9 months be- 
fore the tragic attacks. 

Let me give you another example. Last week, the Department of 
Justice released e-mails from David Kris, an Associate Deputy At- 
torney General with the knowledge of the administration’s jus- 
tifications for its domestic wiretapping program. Mr. Kris argues 
that the Department’s arguments were weak, had a slightly after- 
the-fact quality to them, and even surmised that they reflected the 
Vice President’s philosophy that the best defense is a good offense. 
Yet only following a Federal court order and a Freedom of Informa- 
tion lawsuit did the Justice Department search for and release un- 
classified documents that relate to justification of the eaves- 
dropping program, and after 214 months of searching, the Justice 
Department said it found only some e-mails and transcripts of pub- 
lic interviews with the Attorney General. The rest of the material 
apparently still remains classified. 

Finally, a March 3rd Wall Street Journal editorial entitled, 
“Open the Iraq Files” highlights the fact that there are millions of 
documents captured in Iraq and Afghanistan, collectively referred 
to as the Harmony Program, which have now been classified. The 
Harmony Program supposedly contains information about Saddam 
Hussein’s so-called weapons programs, about the Niger uranium 
connection, and even about Iraq’s support of a terrorism program 
and lists of potential terrorists threats. These documents would un- 
doubtedly better inform the American public and elected officials as 
we continue to debate our foreign policy in those parts of the world, 
yet you can bet they won’t see any light of day anytime soon. 

So our Nation is neither safer nor more open. We spend more 
and more each year to classify documents and declassify fewer and 
fewer Federal records. Moreover, the Government Accountability 
Office has told the Congress, and what journalists and historians 
report to us, is that implementation of classification policy is incon- 
sistent. Training in classification procedures and Freedom of Infor- 
mation policies differ across Federal agencies. Review of classifica- 
tion decisions, supervision of officials, and cross-agency communica- 
tion are sparse, at best. 

Mr. Chairman, we need to take another look at the laws and reg- 
ulations that guide classification policies. I believe the current sys- 
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tern is out of control. I hope we can work together in a bipartisan 
manner to reverse the momentum that we lost. Let us make sure 
sunshine is present throughout the Federal Government, not just 
for 1 week, but that it shines forth each and every day. 

Thank you, and I want to welcome the witnesses, and I have, 
without objection, various documents that I want to submit into the 
record. 

Mr. Shays. I thank the gentleman. 

[The prepared statement of Hon. Dennis J. Kucinich follows:] 
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Hearing on “Drowning in a Sea of Faux Secrets: Policies on Handling 
of Classified and Sensitive Information” 

March 14, 2006 


Good afternoon. I’d like to thank the Chairman for holding 
the third Subcommittee hearing on this important oversight issue, 
and note that this hearing is being held during what American 
newspaper editors have declared as national “Sunshine Week.” 

It is imperative that Congress exercises its oversight 
responsibility and holds federal agencies accountable for the 
millions of classification and declassification decisions they 
exercise every day. The results of our review can be measured 
through^a^varietj^of statisties,T3utmthe-cnd;^ernust ask twcr 
fundamental questions: 1) Do we still have an open government?; 
and 2) Are we safer as a result of these classification decisions? I 
am disturbed to say that I believe the answers to both questions are 
clearly no. 


1 


18 


By any measure, this Administration has been classifying 
documents at a dizzying pace. Under this Administration, more 
agencies have been given authority to classify documents, and over 
fifty new security designations, such as “Sensitive But 
Unclassified” and “For Official Use Only”, have been created. 

Over 4,000 federal employees now have original classification 
authority, and nearly $8 billion a year is spent to classify 
documents. Meanwhile, declassification has slowed to a crawl. 

But we must also look at what kind of information this 
Administration is classifying. Is all of it “sensitive” or a threat to 
our national security if released to the public? According to 
researcher Matthew Aid, thousands of documents from the Cold 
War era had been increasingly removed from the National 
Archives over the past seven years, and subsequently reclassified. 
Much of this trove consists of innocuous historical information 
#om4he Gold-War^erarandds-beingdtepf fkan-the pubhe-s view. ^ 
According to the Washington Post, even documents about the 
Cuban Missile crisis, one of the most important events in our 
nation’s history, are still denied to historians, well past the 25-year 
limit in which most federal documents have to be declassified. 


2 



19 


Declassification is an essential tool to watchdog the actions 
of our government. For example, documents declassified just last 
year concerning Luis Posada Carriles, a CIA operative involved in 
the 1976 bombing of a Cubana Airlines flight that killed 73 
passengers, show the complicity and support our government gave 
to his violent acts. After escaping from a Venezuelan prison in 
1985, Posada worked in El Salvador on the Iran-contra program 
under Lt. Col. Oliver North. He has admitted to a string of hotel 
bombings in Havana, and various assassination attempts of Fidel 
Castro. 

Last year, Mr. Posada snuck into the U.S. and is attempting 
to seek asylum here. Despite requests by both Venezuela and 
Cuba to extrude him, the Department of Homeland Security has 
refused to deport him. In effect, the Bush Administration is 
harboring an international terrorist, and documents released by the 

National Security Archives show the fiilf extent efCIA 

involvement in these anti-Castro operations. 

If this is how the Administration treats so-called historical 
information, how do you think they treat materials that could 
inform public policy debates today or protect our nation against 
terrorist threats? 
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In April 2004, only one day before Secretary of State Rice 
was forced to testify before the 9-1 1 Commission, the 
Administration suddenly declassified a key memo from former 
counterterrorism chief, Richard Clarke, to Secretary Rice warning 
her about the al-Qaeda threat and calling for a meeting of principal 
security heads. Mr. Clarke’s memo had been written in January of 
2001, more than nine months before the tragic terrorist attacks. 

Let me give you another example. Last week, the 
Department of Justice released email messages from David Kris, 
an associate deputy attorney general with knowledge of the 
Administration’s justifications for its domestic wiretapping 
program. Mr. Kris argues that the Department’s arguments were 
“weak," had a "slightly after-the-fact quality" to them, and even 
surmised that they reflected "the VP's philosophy that “the best 

deJensedan good-offense.-— ¥et, only following a federal-eourt 

order in a FOIA lawsuit did the Justice Department search for, and 
release unclassified documents that related to justification of the 
eavesdropping program. And after two and a half months of 
searching, the Justice Department said it found only some emails 
and transcripts of public interviews with the Attorney General. 

The rest of the material apparently still remains classified. 
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Finally a March 3 fVa/i Street Journal editorial titled “Open 
the Iraq Files” highlights the fact that there are millions of 
documents captured in Iraq and Afghanistan, collectively referred 
to as the “Harmony Program,” which have now been classified. 
The Harmony Program supposedly contains information about 
Saddam Hussein’s weapons programs, about the Niger-uranium 
connection, and even about Iraq’s support of terrorism program, 
and lists of potential terrorist targets. These documents would 
undoubtedly better inform the American public and elected 
officials as we continue to debate our foreign policy in those parts 
of the world. Yet these won’t see the light of day anytime soon 
either. 

So, our nation is neither safer nor more open. We spend 
more and more each year to classify documents and declassify 
-fewer^nd fewer federal records^ Morenver^ what GAQ^hasfold — 
the Congress, and what journalists and historians report to us, it 
that implementation of classification policy is inconsistent. 
Training in classification procedures and FOIA policies differ 
across federal agencies. Review of classification decisions, 
supervision of officials, and cross-agency communication are 
sparse at best. 
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Mr. Chairman, we need to take another look at the laws and 
regulations that guide classification policy, for I believe the current 
system is out of control. I hope that we can work together in a 
bipartisan manner to reverse the momentum that we lost. 

Let’s make sure sunshine is present throughout the federal 
government not just for one week, but that it shines each and every 
day. 


Thank you, and welcome to our witnesses testifying today. 


[Insert March 12, 2006 Washington Post article into record] 

[Place Posada documents in record] 

[Place Clarke memo and Kris emails in record] 

[Place MarcE 3, 20^6 Wall Street Journal editorial into 
record] 
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washingtonpost.com 
Still Secret After All These Years 

By Michael Dobbs 
Sunday, March 12, 2006; B02 

Government secrecy will not be an issue, I told myself optimistically as I 
began to research a history of the Cuban missile crisis. 

After all, the classic showdown of the Cold War occurred more than four 
decades ago, well outside the 25-year period established by the 
administrations of both Bill Clinton and George W. Bush for the automatic 
release of everything but the most sensitive government documents. The 
Soviet Union has been consigned to the ash heap of history, and '60s-era 
defense technologies, such as the U-2 spy plane, are no longer considered 
secret. 

How wrong I was. 

It turns out that most government documents on the missile crisis — 
including the principal Pentagon and State Department records collections — 
are still classified. Hundreds of documents released to researchers a decade 
ago have since been withdrawn as part of a controversial -- itself secret - 
reclassification program. And the backlog of Freedom of Information Act 
requests to the National Archives has grown to two, three or even five years. 

Six months traveling across the country in pursuit of missile crisis records - 
from the John F. Kennedy Library in Boston to the National Archives in 
College Park to the Air Force Historical Research Agency in Montgomery, 

Ala. - spawns conflicting impressions. On the one hand, these institutions 
are part of a national treasure trove of archival riches. On the other, the 
system of declassifying government information has become so chaotic in 
recent years that it is difficult for outsiders, and even many insiders, to 
understand the logic behind it. 

Thanks to the White House tapes declassified in 1996, 1 have eavesdropped 
on intimate conversations between President Kennedy and his aides as they struggled to respond to the 
deployment of Soviet rockets less than 100 miles from Key West. 1 have perused top-secret signals 
intelligence released by the National Security Agency, and page after page of U.S. invasion plans for 
Cuba, down to the gradient of the landing beaches and the Cuban "most wanted" list. 

On the other hand, Air Force records describing the inadve-rrent penetration of Soviet air space by a U-2 
at the very peak of the crisis are still secret. The files of former Kennedy military adviser Maxwell 
Taylor are full of withdrawal slips marked "Access restricied." An archival turf war between competing 
agencies has blocked access to the records of the State Department intelligence office. 

The extent of the re c l assifica tion pr ogram only became clear late last month after a historian noticed that 
dozens of documents that he had previously copied from the National Archives had mysteriously 
disappeared from State Department boxes. The withdrawn records included several documents that had 
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already been published in official government histories, such as a 1948 CIA memo on using balloons to 
drop propaganda leaflets over Communist countries. 

While the reclassification drive is intensely irritating to historians, an even bigger problem is the ripple 
effect such efforts have had on declassification. The routine declassification of government records has 
ground to a virtual standstill over the past few years because of the diversion of resources to 
reexamining previously released records. Documents that would have been released routinely a decade 
ago are trapped in a bureaucratic twilight zone. 

A good example of this phenomenon are the thousands of pages of Secretary of State and Secretary of 
Defense records on the missile crisis transferred to the National Archives more than five years ago, but 
currently stored in confidential stacks. Archives officials told me that they will probably be able to 
release part of that collection in the next few months, but the bulk must go through an elaborate 
interagency screening process that could take several years. 

It is instructive to compare the situation of Cuban missile crisis records with that of World War II 
records. The last great wartime secret -- the existence of the Enigma code-breaking machine — was 
officially revealed in 1974, 29 years after the end of the war. By 1990, 45 years after the victory over 
Nazi Germany, the wartime records were almost completely accessible. An equivalent amount of time 
has passed since the missile crisis, but archival access is much more limited. 

While the reclassification drive has accelerated under the Bush administration, particularly since 9/1 1 , it 
actually began under Clinton. The initial impulse came from the Kyl-Lott amendment, passed by 
Congress in 1 998 in response to a scandal involving the alleged leaking of nuclear secrets to China. The 
CIA and the Pentagon took advantage of the new climate to look for information that had supposedly 
been released without their consent, and demanded its withdrawal. 

On March 2, the Nation al A rchives announced yet another initiative to respond to the flurry of bad 
publicity about reclassification - this time to check whether documents have been improperly 
withdrawn from circulation. While the initiative has been welcomed by historians, it also carries 
dangers. A vast amount of energy, time and taxpayer money is being wasted reviewing and re-reviewing 
the same documents. 

If the missile crisis is any guide, the whole laborious process could be greatly speeded up by better 
coordination between agencies, improved data management, and what one frustrated National Archives 
records officer terms the application of "a little common sense." Some agencies - the Air Force is a 
prime example - lack an effective system for tracking documents previously declassified under the 
Freedom of Information Act. 

By contrast, the CIA, which is often accused of dragging its feet, has found a way to make declassified 
documents instantly available to all researchers. The agency has a public database that includes day-by- 
day intelligence analyses on the deployment of Soviet missiles in Cuba, based on reconnaissance flights 
by U-2s and low-level planes. 

Archival work is a little like tackling » giant jigsaw puzzle. If you are patient enough, you can eventually 
make out the picture, even if many of the pieces are missing. In the case of the missile crisis, 1 have 
assembled enough of the puzzle to be confident that few, if any, of the missing pieces contain national 
security information that could be useful to an enemy — the eriterion established by both Bush and 
Clinton for continuing to classify more than 25-year-old secrets. 
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So why, if the puzzle is largely resolved, am 1 — and other researchers — making such a fuss? Because 
history is not just about the big picture. It is also about the small stuff, thousands upon thousands of 
individual acts of bravery and skill and, yes, foolishness. In order to make sense of the anguished White 
House debates between Kermedy and his advisers in October 1962, you need to understand how the 
Cold War was actually fought, by the generals, the spies, the recoimaissance pilots. It is the details that 
make history come alive - and in far too many cases those details are still being hidden from us. 

dobbspostfS .g mail.com 

Michael Dobbs is a Washington Post reporter on leave to write a book about the Cuban missile crisis. 
© 2006 The Washington Post Company 
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page two secret 

HERKAN RIC ARD O LOIaSO IS a SEWS PHOTOGRAPHER AND FREE-LANCE RE- 
PORTER affiliated with the MASAZIHE "VISION," and he is’ also employed 
AS AN industrial INVESTIGATOR BY INVESTIGACIOUES COKERCIALES E IS- 
DUSprALES, C.A. (ICI), AN INDUSTRIAL SECURITY FIRM OPERATED BY LuIS . 
|0^ADA,^ORPiER head 0F| 


POSADA, A CUBAN EXILE WHO IS SOW A VENEZUELAH CITIZEN, IS STRONG^, 


AKTI-CASTRO AND WAS SUSPECTED OF HAVING BEEN THE MAIN SUPPORTER OF 
ORLANDO BOSCH AVILA DURING BOSCH’S PRESENCE IN VENEZUELA PRIOR lO^IS 
arrest on- NOVEf-3ER 19, 1975. ^EGAT BECAME ACQUAINTED WIIHf|||||H[|[ IN A 
THE COURSE OF OFFICIAL BUSINESS DURI SG "PERI0D||^HBH|||^HHHH|M £ 


HERNAN RICARDO LOZANO FIRST BECAME KNOWN TO LEGaT IN APPROXIMATE^ 


JUNE, 1974, WHEN HE CONTACTED LEGAT FOR. ASSISTANCE IN EXPEDITING THE 
. PROCESSING OF A VISA TO THE.U.S. THfiT HAD SEEN RESUESTED FOR THE MINOR 


SON Otj^THE THEN 

LEGaT Was led to believe RICARDO WAS AN ACTIVE MEMBER OF DISIP AND 
ASSISTANCE WAS PROVIDED THAT RESULTED IN THE rRCK'T lECU.ANCE OF A 
VISA TO 

RICARDO RECONTACTED LEGAT A FEW WEEKS LATER TO EXPRESS HIS 

appreciation for assistance previously rendered, and LEGAI then be- 
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came aware, ricardoJ^as kerely an auxiliary 


P c 

I, and that t 


K^'AS actually in THE PERSONAL SERVICE OF LUIS POSADA. RICARDO RE- 
'JEALED HE WAS ALSO A NEWSPAPER REPORTER AND PHOTOGRAPHER AFFILIATED 
WITH THE' magazine "VISION," AND INDICATED HE' DEVOTED MOST OF HIS TIME 
RESEARCHING NEWS ARTICLES INTENDED TO DISCREDIT THE CASTRO GOVERN- 
ENT. ME CLAIMED PARTIAL RESPONSIBILITY FOR A NEWSPAPER ARTICLE THAI 
APPEARED IN A CARACAS NEWSPAPER ABOUT THAT TIME, REVEALING THE 
PRESENCE OF CUBAN INTELLIGENCE OFFICERS IN CUBAN EMBASSY IN CARACAS. j 
RICARDO CONTACTED LEGAT APPROXIMATELY FOUR TIMES AFTER THE ^ 
-INITIAL- VISIT, AND ON TWO OCCASIONS' FURNISHED PHOTOGRAPHS AND 
biographical data on members OF THE C^^AN EMBASSYJ^KICH MERE'S^] 
OBVIOUSLY obtained FROmHHHHIB DURING ONE VISIT, RICARDO 


OBVIOUSLY obtained FR0M^HH|^H|P DURING ONE VISIT, RICARDO C 
SUGGESTED LEGAT MIGHT WISH TO MAKE SOME SUGGESTIONS REGARDING 
COURSES OF ACTION THAT MIGHT BE TAKEN AGAINST THE CUBAN EMBASSY 
IN CARACAS BY AN ANTI-CASTRO GROUP OF WHICH HE FORMED PART. 

LEGAT INFORMED RICARDO SUCH WAS Hot PART OF THE FUNCTION . 

OF THE legal ATTACHE’S OFFICE, AND THAT IN ANY EVENT, 

LEGAT PERSONALLY ABHORRED TERRORIST ACTIVITIES REGARDLESS OF WHOM 
THEY MIGHT BE DIRECTED AGAINST.- LEGAT POINTED OuT TO RICARDO THAT - 
THE U.S. GOVERNMENT WAS DOING EVERYTHING IT COULD TO PREVENT DISRUPr 
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Page FOUR secret . \ ' ■ ' 

TIVE A® TERRORIST ACTIONS BY ANTI-CASTRO GROUPS IN. THE US. RICARDO , ' 
DID DOT AGAIN repeat THE 'SUGGEST 10 - ' ’ ' 

LEGAT was SURPRISED BY APPEARANCE OF RICARDO AT AMERICAN EMBASSY ^ 
ON SEPTE®ER 50, 1976. THE. LAST CONTACT WITH RICARDO HAD BEEN EARLY 
IN DECEffiER, 1975, -WHEN RICARDO TELEPHONED LEGAT- AND INVITED HIM TO 
A LUNCH OF VENEZUELAN SPECIALTIES PREPARED 'DURING THE HOLIDAY SEASON. 
LEGAT DECLINED INVITATION, CITING A PREVIOUS ENGAGEMENT . 

ON SEPTEMBER 30, 1976, RICARDO' INFORMED LEGAT HE HAD A PHOTO- 
GRAPHIC ASSIGNMENT FOR "VISION". MaG.AZINE IN JAMAICA AND WAS IN NE'ED 
OF A VISA TO THE US SINCE HE PLANNED A TWO-DAY STOPOVER IN PUERTO RICO 

t . * . 

HE SAID HE HAD FIRST CONTACTED A TRAVEL AGENCY TO MAKE ARRANGEMENTS 
FOR THE 'VISA, BUT WAS TOLD THE PROCESS WOULD TAKE THREE DAYS, AND , . , 

SINCE HE EXPECTED. TO DEPART CARACAS ON OCTOBER 1 , 1976., HE REQUESTED 
LEGAT'S ASSISTANCE IN EXPEDITING A VISA FOR HIM. AS LEGaT WAS 
OCCUPIED' WITH OTHER MATTERS, HE ACCEPT ED. RICARDO’S PASSPORT AND. VISA 
APPLICATION FORM, PROMISING TO LOOK IT OVER AND TO SUBSEQUENTLY AD- 
VISE RICARDO OF any FURTHER REQUIREMENTS. IN REVIEWING THE PASSPORT 
AND application FORM, LEGAT NOTED RICARDO HAD NOT PREVIOUSLY 
TRAVELED TO THE US. THE PASSPORT DID REFLECT HOWEVER TH.AT RICARDO 
had traveled FROM CARACAS TO POR,T-OF- SPAIN , TRINIDAD, ON AUGUST 29, 

-■ ■ . ' .i.. ' SECRET , 
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, PAGE FIVE SECRET ' . 

1576, and had returned- to CARACAS ON SEPTEMBER 1, 1576. LEGAT RE- 
CALLED THAT, THE BOMBING OF THE GUYANESE' CONSULATE. IN PORT-OF-SPAIN 
had OCCURRED AT APPROXIMATELY 10:15 AM ON SEPTEMBER 1, 1576, AND ■ 
'UORDERED IN VIEW OF .RICARDO • S ASSOCIATION WITH LU IS POSADA , IF HIS 
PRESENCE THS.RE DURING THAT 'PERIOD WAS COINCIDEKc'eT^^^ 

ON THE, HUNCH IT MIGHT BE OF POSSIBLE FUTURE INTEREST, LEQaT. 

TOOK THE LIBERTY OF MAXING XEROX COPIES OF RICARDO’S PASSPORT 
AND VISA APPLICATION FORM. IN CONSULTING WITH CHIEF OF NONIMMIGRANT 
VISA SECTION, GLADYS LUJAN, LEGAT INFORMED HER KE WISHED NO SPECIAL 
■consideration for RICARDO, AND REQUESTED THE ISSUANCE OF A' VISA TO 
HIM BE CONSIDERED OK ITS OWN MERITS, MRS. LUJAN STATED RICARDO 
WOULD NEED ONLY. AN EMPLOYMENT LETTER INDICATING HE WAS GAINFULLY EM- 
, PLOYED IN VENEZUELA. 

.'WHEN RICARDO REAPPEARED AT EMBASSY ON AFTERNOON, OF SEPTEMBER 30 
1576,' HE WAS INFORMED OF REQUIREMENT OF A LETTER OF, EMPLOYMENT , AND 
HE WAS INSTRUCTED TO GO DIRECTLY TO CONSULAR SECTION WITH HIS DOCU- 
ffiHTS WHEN HE HAD THEM IN ORDER. HE INDICATED HE WOULD OBTAIN THE 
EMPLOYMENT LETTER AND WOULD RETURN TO THE 'xONSULARSECTION 
ON THE MORNING- OF OCTOBER 1, 1576. 

ON THE MORNING OF OCTOBER 1, 1976, RICARDO AGAIN APP.EARED AT TH 
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page SIX SECRET- 

. RECEPTIOBIST DESK IS THE LOBBY OF THE EfBASSY 'aND- REQUESTED TO SEE 
LEGAT. LEGAT proceeded to lobby, where RICARDO SAID HE HAD BEEN TOLD 
BY ONE OF THE VICE CONSULS 'HIS EMPLOYMENT LETTER WAS NOT EXPLICIT 
ENOUGH, and when HE INFORMED HER HE WAS ACQUAINED WITH LEGaT, 

THE VICE CONSUL SUGGESTED HE RECONTACT LEGAT AND- ASK HIM TO 
SPEAK WITHHERJS' RICARDO DISPLAYED A LETTER WRITTEN ON I'CI. 
■LETTERHEAD STATIONERY AND SIGNED BY LUIS POSADA ATTESTING MERELY. 
RICARDO '.WAS AN ICI EMPLOYEE. LEGAT THEN COMMUNICATED WITH VICE 
CONSUL who' WISHED TO KNOW IF LEGAT BELIEVED RICARDO WOULD RETURN 
TO VENEZUELA AFTER HIS VISIT IN THE, US, OR. IF HE WAS LIKELY TO 
■remain THERE ILLEGALLY. LEGAT INFOR.MED_ THE VICE CONSUL HE 
HAD NO REASON TO' BELIEVE RICARDO WOULD NOT RETURN TO CARACAS. 

THE VICE CONSUL INDICATED IN THAT CASE A VISA WOULD BE ISSUED TO ' 
.RICARDO, AND HE WAS ASKED TO RETURN TO THE CONSULAR SECTION. UPON 
Taking leave of legat, ricardo indicated he might also visit new 

YORK CITY BEFORE RETURNING TO CARACAS, AND MENTIONED IN PASSING 
THAT BESIDES JAMAICA, HE MIGHT ALSO BE VISITING BARBADOS. IN CONHEC- , 
TION WITH HIS PICTORIAL ASSIGNI«NT FOR "VISION." RICARDO WAS NOT - 
SEEN AFTER THAT. 

BT 
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PAGE SEVEN' SECRET 

IN A conversation OCTOBER l$7S, 6 

LEGAT BROACHED THE SUBJECT OF RICARDO ASB OF THE FAINT SUSPICION THAT 
10 RICARDO E.AY HAVE BEES SOMEHOW IK'VOLVED IK THE B0M3IH8 OF THE SUVaNESE 
lO CONSULATE IN POHT-OF- SPAIN. LESAT ADMITTED THERE WAS NO SUBSTANTIVE 
\ EVIDENCE OF RICARDO'S IMPLICATION, BUT THAT THE COINCIDENCE OF HIS 
\ PRESENCE THERE AT THE APPROPRIATE TIKE, COUPLED WITH HIS EMPLOYMENT 
\ RELATIONSHIP VITH ^IjlS POSADA , HAD GIVEN LEEAl CAUSE TO WONDER. 

\ RELATED ^’0 REASON TO BELIEVE RICARDO WASC^ 

■ THE caliber of INDIVIDUAL THAT WOULD 3E UTILIZED IN SUCH AN OPERATION', 


Atm THAT RICARDO WAS NOT KNOW TO BE INVOLVED IN SUCH ACTIVITIES, IN 
spJiE OF HIS association with 

ON OCTOBER 3, 197S, A CONFIDENTIAL SOURCE ABROAD ADVISED HE 
HAD DISCOVERED THAT THE INDIVIDUAL ARRESTED IN TRINIDAD, AND WHO 
IS IN POSSESSION OF THE VENEZUELAN PASSPORT ISSUED TO JOSE VaZSL'EZ 
GARCIA, IS actually HERNAN RICARDO LOZaNO. HE SAID HE DETERMINED 
that RICARDO AND FREDDY LUGO, THE OTHER VENEZUELAN ARRESTED IN 
TRINIDAD, Had BEEN PART OF THE SUPPORT GROUP IN THE SABOTAGE 
operation against the CU3ANA AIRLINEj? IN BARBADOS. HE SAID THE 

operation Had not. gone as planned because ti was intended that 

THE BOMS SHOULD EXPLODE BEFORE THE AIRCRAFT TOOK OFF FROM BARBADOS, 
■THE SOURCE STATED THAT APPAREllTLY THE TIMING MECHANISM ON THE 30MB 


Had .not been properly set. 
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eas tro ' S Allegations . 



'* ' '■■ In his speech of October 15/ .,Fide,l Castro made, the^ , 
following allegations concerning CIA involvement . in the , 
bombing .'and crash of a Cubana Airlines plane pn bctbb'er . 

6 off Barbados: ' ' ' ■ '.I'.'V'. 

"Hell-informed Venezuelan sources" had communicated' 

• - '' • - ■ ■' to the Cubans -that Herrtan Ri^rdo : Lozaho' {one Of 

^’.'the' men arrested in, Trinidad ,in ,,oo.nn,edb,ioni^.’Rj.t;h . 

.' the .bombing of the plane) was a CIA a'gent aftd^ -h^ - • ' 
bandied reports frop the CIA many times. .• "■.-■,•■ 
“Hernan -Ricardo is an associate of Felix Martinez . 



'• '.-I 

is*® 


other, couatties' tettitor^ifes to cortd,Uct suchr^ 


■ are methods characteristic^ of the CIA- At thi „ * ^ j 

. ' •■■ beginning we were uncer ■-a’ n whe'lAer the. , CIA h^^ ^ 

^ ^ directly organize^ the sabotage ot h^d careful^ t ^ 
prepared it through, ite, covert organization fbrmed- . 


7J- 







36 


RELEASEDro^-L-l®2-526(;TCACT) 


Reproduced a{ the National Aichives 



- 2 


by Cuban countetrevolutionaries . Now we 

decidedly believe the first assumption is correct. 

i 

Ihe CIA directly participated in the destruction . 
of the Cubana aircraft in Barbados . “ ^ 

-The principal leaders of Cul^n. exile terrorist;- .■ 
groups are closely linked throughthe'cORU organi- 
zation to CIA activities against Cuba. 


In his speech, Castro did not make any specific alle- 
gations concerning a OSG relationship with Orlando Bosch, 
or Luis Posada (two Cuban exile activists who were arrested 
by Venezuelan authorities-^n connection with the Cubana 
crashi- However, the lin^pith Boscly is implied since he. 
is reported to be chief of CORU, the umbrella organization 
'of Cuban exile terrorists. 

Individuals Allegedly Involved 
Hernan Ricardo Lozano 

a. Involvement in the Crash ; He was arrested in 
Trinidad on suspicion of having planted a bomb in the Cubana 
plane. Caracas radio announced on October 18 that he 
confessed to sabotaging the airliner. A |p||l'SburGe in 
Caracas reports that Ricardo may have been trained in the 


use of explosives and investigative teohnigues by-vEdls, 
Posada. " 


■ -j 
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terrorist activities by anti-Castro groups in the OS, and 
Ricardo never repeated the suggestion. ■ .■ , 

Freddy Lugo 

a. Involvenient in the cras h: Lugo was arrested in^ , ^ 

Trinidad with Ricardo on suspicion of having planted thebo^ 

J -( Si 

aboard the Cubana' plane. source alleges that Lugo . 

apparently was only peripherally involved in the bombing and 
is -not considered to be one of the leading participants.. 

Lugo, a Venezuelan citizen, is also a photographer 

Bsourcer he 


employed by Posada's corap-nny. According to ( 
also worked for DISIP unde.*?: this same arrangements noted above 
for Ricardo. ■ 

b. Relationship v;ith=^S i 

The name and’ phone number of US Legal 

' 

Yio y'y ^ 

was arrested in Trinidad. Leo says that he has had ea 
contact with Lugo and speculate.^ that his name and phone were- 
furnished to Lugo by Posada. ' . ' ■ 

Lois Posada Cafriles I ■ - • 

a. Involvement in Crash : Posadg V7as arrested on 
October 14 in Venezuela along with Orlando Bosch and three 
others accused of conspiring to sabotage the plane. Posada, 
a Cuban exile who is now a Venezuelan citizen. Is veh«»eatil” 
anti-Castro and is suspected of having been the main suppdrter 
of Bosch during the latter's stay in Venezuela prior to being ; 

. , . SECRET ~ 
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arrested in November 1974. Posada was formerly chief of the 
counterintelligence division- of the^ Venezuelan iiitelligence 
service, DisiP. 


fa. Relationship with US. 




WHmmmm 


mipIM^declined to assist Posaiue'i|mp^!^i 

The OS army attache has also used a Posada business 

partner (also a Cuban exile, whose name we do not have) as 

an informant (though not as an agent). . .. 

Our Legal Attache (Joseph Leo) became acqwlnted Oith^^l^ 

Posada during the latter's employment|Ht[||[|||||[fcf ^Kdi^f^er a\ 

■ 7.: pi 

his resignation, Posada continue’d to contaBt jteS-oa.iraro ' 

occasions, usually in order to obtain personal In 

' ■'•in * 

regard to visa requests for relatives and business asgoeiaten, 
the last being Ricardo on "^?br r if V^''7fi : ^ 

seen Posada on about three occasions since 1973, the 'ihst beint 


in June 1976 when Posada Inquired if the PBl )iad intelfekt in.'' ''j 
a Venezuelan who had hired two of his *operativeB*^ nj|t^dyjj W 
guards. ' ” 
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Orlando Bosch ' ' - , 

a. Involvement in Crash ; As noted above, Bosch %<as 
arrested in Venezuela for alleged involvement in the Cubana 
crash. In late June, a CIA source reported that an ex Is 
group headed by Bosch planned to bomb a Cubana fl ght bg^v;eari 
Panama and Havana. Rn FBI slpurce has alleged tha^ one aUtem^ 



was made but the bomb did not detonate. A- second try occurred] 
in 'Jamaica on July 9, but the bomb exploded before the sa.l 
case in which it was carried was put aboard the plane. 

According to fmj|||imi|||^^Vcnezuelan President Carlos 
Andres Perez is said to be sympathetic to Bosch and has . 
permitted him to travel fr^jLy in the country and solicit funds 
with the understanding that Vtenezuela^would not be used as a 
base of operations or place of refuge. Bosch- reportedly promised 
not to engage in terrorist activity while in Venezuela and 
reoeiv^ a token $500 contribution from Perez. 

^^^m^eported that after Bosch's arrival in Caracas in Septemberj 
he stated during a fund raising dinner that "Now that our 
organization has come out of the-Letelier job looking good, we 
are going to try something else." A few days later, Posada . _ . 

allegedly said, "We are going to hitja Cuban airliner** and 
"Orlando (Bosch) has the details.", 
b. Relationship with VS , 

"' ■'the US is. 

currently attempting to have Bosch deported from Venezuela 
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to the US, where he is subject to immediate imprisonment for 
parole violation 


/■ -/ 
J 


Prank Castro 


a. Involvement in Crash ; Venezuelan officials reportedly 
believe that Castro, <head of the FLNC t^^rist organization, 
a component group* in CORU) is deeply involved in the, crash ^ 
though we have no details of his supposed involvement. Prank 
Castro was in Venezuela in late September 1976 and in mid- 
October was back in Miami. Frank Castro has admitted to FBX 
agents that he met with Bosch in Caracas on September 26 or 
27, but denies any personal knowledge of the bombing of the 
Cubana plane. j 

Relationship with 




I who is an 

American citizen with permanent residence in Santo Domingo. 
Orlando Garcia and Ricardo Morales Mavarrete . • 

a. Involvement in Crash ; Orlando Garcia is President 
Perez' security and intelligence advisor, and Morales is Garcia’s 
deputy; both are Cuban exiles who" are now Venezuelan citizens 

it) ■ 

lolaims that Garcia was directed to protect and 
assist Bosch during his stay in Venezuela. 

reported that Garcia and Posada met Bosch upon his arrival and 

escorted him to his hotel. Both Garcia and Morales reportedly 

attended the fund-raising dinner during which Bosch allegedly 

made the remark about the "Letelier job, ” and after the Cubana 
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crash Garcia may have made an effort to get Bosch out of 
Venezuela. It is possible, therefote that Garcia and/or 
Morales may have known in advance about the operation which 
led to the bombing of the plane. • . . . : 

b. Helatlonship with PS ; i * 


Felix Martinez Suarez ' ' 

a. Involvement in Crash ; None* except by the alleged 
association with Ricardo, contained in Fidel Castro’s charges. 



Castro's allegation regarding CORO i ' With regard to 
Castro's charge on CIA links with CORIJ, an FBI report'of 
September 17 states that "a confidential source abroad* claims 
to have been told by Roberto Carballo (leader of the 
of Veterans of the Bay of Pigs, AVBC, one of the obmp;qneat 
organizations of CORO) that in July of this year Carballo, hhd 
three other Cuban exiles had been approached by 

^ SECRE*. 
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of the CIA who inforiaed them that CIA was' dissatisfied with all ' 

' thcjacts of sabotage being carried out at random and ordered 
them to disassociatB'themselves from Bosch and CORO. The source 
' alleged that during the, week cf Seprtember 12-18 Carballp .and, •' - 
three other Cuban exiles wer^ in Washington to confer with - 
.representatives of the CIA oA plans to be carried, out by the 
■' action arm of the A'VBC, for which financing was to come from . 
"'CIA. The FBI report concludes with a request that the CIA 
advise if it has "active operational interest in AVBC as . ' 

^described above.” ... ' •' . y 

. CIA says that this report is false and the Agency has no 
active operational interest in the AVBC. According to ClA, . 
a representative of a group of Cuban exiles did telephone .into, 
the Agency, in September 1976 requesting contact for an 'unspeciflet 
■ 'reason,, but the contact did not take place and . the - Oallers' were , 
discouraged from further attempts to telephone the, Agency. .. 
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~ Odtob«t 19, iW-f/' S 

Additional Quastlons (nnawerg and conmanta n— did lay f 

4atalnoCTlng t bctobar ' iiTT , '' ' — —p— — , A- 

:....• - '■■ ■'■■■■'' */- ■'■» ■ ■-■ •'■■'■' 

1. Has CIA had any relationship vith- 9osada'a iavesti^ative 
agency or any other business be My- have lumy., . 



4. Does the CIA believe that the source of COriR Iffi>31SA02Sd 
deliberately, delayed jiaasing. on Bosches and Posj^' » jceraarks 
about hitting a Cuban, plane juntll' after Uie ihcidents? 

3. Does the CIA have any additional relevant Infonsatlon 
on any of the people named In the draft memorandum, or any, 
other infocmatlon relating to the s^otago of the plane, 
yhlch it has not yet dluemlnated 16 XDFIR fora? ' 

6. Mould CIA please provide vhatever information it -has 
concerning Orlando Garcia and Ricardo Norales so that para 
b on page 8 of the draft memorandum oan be einspletady 
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-4— WARNING MOTICE'SENSITIVE I NT ELU IGENCE 


BEGffBT ciASS .iE-' fc -a- 

SOURCES A\D NET-ODS 1NVOLVED--NCT RELEASABLE TO rOREION NATIONALS— 
NOT RElEASaBlE to contractors OR CONTRACTOR/CONSULTANTS 

countrti •cusa/panaka/dohinican , republic ' 

00 1 1 El- UL^E 1916 

SUBJBCTI ^possible plans or CUBAN exile extrenists to blow bp a 
cubana airliner - ■ 

lEi JUNE 1976) 

A BUSINESSMAN WITH CLOSE TIES TO THE CUBAN EXILE COMMUNTIT, 
hI is, a usually reliable REPORTER. 


ACOI 

SOuilCEt 


w I >yr 

3 T^O-S c 


J»«j/ 


1. k CUSiN eXTREMlST GROUP* OF HHtCH ORLiNOO 

16 a'ueaoeri Plans to place a bomb on a cubana airline rLioHt 

TRAVEILINC BETKEEN PANAMA AND HAVANA, ORIOINAL PL An's fOR THIS OPERA 
TION called PCR TRO bombs BEING PLACED ON THE 21 JUNE 1976 CUBANA 

• Plight number A«7i hkicm ua^ scheduled to leave panama at mis a.m, 
local panama time, , ^ 

2. - BOSCH IS currently' RESIDEING in ThI DOMINICAN REPUBLIC. 
(SOURCE COMMENT! BOSCH HAS ARRESTEE) IN COSTA RICA IN PEBRUARY. 

IS NOT MNOHN WHEN HE HAS .RELEASED.,) 

'is, pielo disseml sent to r /A-o-./p 

R B-* 
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DATEjlillSS- 


2-469-6 , ' 

mO034 2S30S00 
■ PP MM SJ . 

DE HQ . • ' _ , • ■' ■ • • . 

P E90S50Z OCT 7S " . 

' PM DIRECTOR . ' ^ . ' ' 

TO 'MIAMI PRIORITY " ' 

SAN 'JUAN PRIORITY 

ruebvjja/assistant attorney general, criminal division 

ATTNt. INTERNAL SECURITY SECTION 
ATTN: GENERAL CRIMES SECTION 
RliEAIIA/DIRECTOR, CIA 

RUE08SA/FEDERAL AVIATION ADMI NISTRATIOK _ 

ruehc/.secretary of state 

BT 

S e' C R E.T • 

SECTION' 1 OF 2 ■ 

UNKNOWN SUBJECTS} SUSPECTED BOfBIKG OF CUBANA AIRLINES 
DC-8 NEAR BARBADOS, WEST INDIES, OCTOBER 6, 197S, 

NM - CUBA - WEST INDIES. ' . ■ ' ' 
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HERMAN RICA RDO lOlANO lS A SEWS PHOTOGRAPHER AND FREE-LANCE RE- 
PORTER affiliated with the kasazine "VISION," and he is' also EKPLOYED 
AS AH industrial INVESTIGATOR BY INVEST IS AGIO NES COKERCIALES E IN- 
DuST^ALES, C,A. (ICI5, AN INDUSTRIAL SECURITY FIRM OPERATED BY LUIS . 

3'sada,»^rmer 


POSADA, A CUBAN EXILE WHO IS NOW A VENEZUELAN CITIZEN, IS STRONG^ 


ASTL-CASTRO AND WAS SUSPECTED OF HAVING BEEN THE MAIN SUPPORTER OF 
ORLANDO BOSCH AVILA DURINS BOSCH’S PRESENCE IN VENEZUELA PRIOR TO^IS 
arrest on- SOV£f-3ER 19, ISTD.^IegaT BECAME ACQUAINTED VlTHf|m|[[^ IN A 
.n THE COURSE OF OFFICIAL BUSINESS DURIN6"PERIOD|riHHHiH^H|HHi| £ 

\C , 

HERNAN RICARDO LOZANO FIRST BECAME KNOWN TO LEGaT IN APPROXIMATE^ 


JUNE, 197A, WHEN HE CONTACTED LEGAT FOR. ASSISTANCE IN EXPEDITING THE 
PROCESSING OF A VISA TO TKE.U.S. THjT HAD BEEN REQUESTED FOR THE MINOR 


16 


SON OFifTHE THEn| 


LEGAT WAS LED TO BELIEVE RICARDO WAS AN ACTIVE MEMBER OF DISIP AND 
ASSISTANCE WAS PROVIDED iKaI HEsuliEu IK .HE PROMPT ISSUANCE OF A 




VISA TO T’HE 


HILD 


e 


RICARDO RECONTACTED LEGAT A FEW WEEKS LATER TO EXPRESS HIS 
APPRECIATION FOR ASSISTANCE PREVIOUSLY RENDERED, AND LEGAT THEN BE- 
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PAGE THREE- SECRET 

1^ CAME AWAHE RICAHDOP^AS iSRELY AN AUXILIARY |f||||[|||||||||||||^^ AND THaT { 
h^fl'AS actually in THE PERSONAL SERVICE OF LUIS POEAPA . SICARDO RE- 
CALEO HE WAS ALSO A NEWSPAPER REPORTER AND PHOTOGRAPHER AFFILIATED 
WITH THE' MAGAZINE "VISION," AND INDICATED HE' DEVOTED MOST OF HIS TIME 
researching news ARTICLES INTENDED TO DISCREDIT THE CASTRO GOVERK- 
ASNT. HE claimed PARTIAL RESPONSIBILITY FOR A NEWSPAPER ARTICLE THAT 
appeared in a CARACAS NEWSPAPER ABOUT THAT TINE, REVEALING THE 
PRESENCE OF CUBAN INTELLIGENCE OFFICERS IN CUBAN EMBASSY IN CARACAS.,' 
RICARDO CONTACTED LEGAT APPROXIMATELY FOUR TIKES AFTER THE ^ 

INITIAL- VISIT, and ON TWO OCCASIONS FURNISHED PHOTOGRAPHS AND 

BIOGRAPHICAL DATA ON MEMBERS OF THE C^^AN EMBASSYJ^HICH WERE'S«S^ 
O&VIOUSLY obtained FROKHlBm|B DURING ONE VISIT, RICARDO C 


O&VIOUSLY obtained FROK^BBHB^^ during one visit, RICARDO t 
SUGGESTED LEGAT MIGHT WISH TO MAKE SOME SUGGESTIONS REGARDING 
courses OF ACTION THAT MIGHT BE TAKEN AGAINST THE CUBAN EMBASSY 
IN CARACAS BY AN ANTI-CASTRO GROUP OF WHICH HE FORMED PART. 

LEGAT INFORMED RICARDO SUCH HAS NOT PART OF THE FUNCTION . 

OF THE legal ATTACHE’S OFFICE, AND THAT, IN ANY EVENT, 

LEGAT PERSONALLY ABHORRED TERRORIST ACTIVITIES REGARDLESS OF WHOM 
THEY MIGHT BE DIRECTED AGAINST. LFGaT POINTED OUT TO RICARDO THAT ■ 
THE U.S, GOVERNMENT WAS USIfiG EVERYTHING IT COULD TO PREVENT DISRUPj 


secret 
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TIVE AND TERRORIST ACTIONS BY ANTI-CASTRO GROUPS IN. THE US. RICARDO 
DID HOT AGAIN repeat THE SUGGEST ION 

LEGAT WAS SURPRISED BY APPEARANCE OF RICARDO AT AMERICAN EMBASSY 
ON SEPTEffiER 30, 1976. THE. LAST CONTACT WITH RICARDO HAD BEEN EARLY 
IN DECE®ER, 1975, -WHEN RICARDO TELEPHONED LEGAT- AND INVITED HIM TO 
A LUNCH OF VENEZUELAN SPECIALTIES PREPARED 'DURING THE HOLIDAY SEASON. 
LEGAT DECLINED INVITATION, CITING A PREVIOUS ENGAGEMENT . • 

ON SEPTEMBER 30, 1976, RICARDO' INFORMED LEGAT HE HAD A PHOTO- 
GRAPHIC ASSIGNMENT FOR "VISION”. MAGAZINE IN JAMAICA AND WAS IN NE'ED 
OF A VISA TO THE US SINCE HE PLANNED A TwO-DAY STOPOVER IN PUERTO RICO 

j _ ' . 

HE SAID HE HAD FIRST CONTACTED A TRAVEL AGENCY TO MAKE ARRANGEMENTS 
FOR THE VISA, BUT WAS TOLD THE PROCESS WOULD TAKE THREE DAYS, AND , . 

SINCE HE EXPECTED, TO DEPART CARACAS ON OCTOBER 1, 1975, HE REQUESTED 
LEGAT’S assistance in EXPEDITING A VISA FOR HIM. AS LEGaT WAS 
OCCUPIED WITH OTHER, MATTERS, HE ACCEPTED. RICARDO 'S PASSPORT AND. VISA 
APPLICATION FORM, PROMISING TO LOOK IT OVER AND TO SUBSEQUENTLY AD- 
VISE RICARDO OF any FURTHER REQUIREMENTS. IN REVIEWING THE PASSPORT ' 
AND application FORM, LEGAT NOTED RICARDO HAD NOT PREVIOUSLY 
TRAVELED TO I.HE US. THE PASSPORT DID REFLECT HOWEVER TK.aT RICARDO 
had traveled F.ROM CARACAS TO PORT -OF- SPAIN , TRINIDAD, ON AUGUST 29, 
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1976, and had returned- to CARACAS ON SEPTEMBER 1, I97S. LEGaT RE- 
CALLED THAT THE BOMBING OF' THE GUYANESE CONSULATE- IN PORT -OF- SPAIN 
had occurred AT APPROXIMATELY 10S15 AW ON SEPTEMBER I, 1976, AND ■ 
WONDERED IN VIEW OF -RICARDO'S ASSOCIATION WITH LUIS POSADA, IF HIS 




PRESENCE THERE DURING THAT 'PERIOD HAS COINCIDENCE. 

pN THE. HUNCH IT MIGHT BE OF POSSIBLE FUTURE INTEREST, LEQaT. 
TOOK THE LIBERTY OF MAKING XEROX COPIES OF RICARDO'S PASSPORT 
AND VISA application FORM. IN CONSULTING WITH CHIEF OF NONIMMIGRANT 
VISA SECTION, GLADYS LUJAN, LEGAT INFORMED HER KE-WISHED NO SPECIAL 
■consideration FOR RICARDO, AND REQUESTED THE -ISSUANCE OF A' VISA TO 
HIM BE CONSIDERED ON ITS OWN MERITS. MRS. LUJAN STATED RICARDO 
WOULD HEED ONLY. AN EMPLOYMENT LETTER INDICATING HE WAS GAINFULLY EM- 
PLOYED IN VENEZUELA. ' 

.'WHEN RICARDO REAPPEARED AT EMBASSY ON AFTERNOON OF SEPTEMBER 30 
1976,' HE WAS INFORMED OF REQUIREMENT OF A LETTER OF, EMPLOYMENT, AND 
HE WAS INSTRUCTED TO GO DIRECTLY TO CONSULAR SECTION WITH HIS DOCU- 
ffiNTS WHEN HE HAD THEM IN ORDER. HE INDICATED HE WOULD OBTAIN THE 
EMPLOYMENT LETTER AND WOULD RETURN TO THE -CO NSULaRSECT ION 
ON THE MORNING- OF OCTOBER 1 , 1976. ■■ 

ON THE MORNING OF OCTOBER 1, 1976, RICARDO AGAIN APPEARED AT TH 
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- RECEPTIomST DESK IN THE LOBBY OF THE E®ASSY AND- REQUESTED TO SEE 
LEGAT. LEGAT PROCEEDED TO LOBBY, WHERE RICARDO SAID HE HAD BEEN TOLD 
BY ONE OF THE VICE CONSULS 'HIS EMPLOYMENT LETTER WAS NOT EXPLICIT 
ENOUGH, and when HE INFORMED HER HE WAS ACSUAINED WITH LEGaT, 

THE VICE CONSUL SUGGESTED HE RECONTACT LEGAT AND- ASK HIM TO 
SPEAK WITH HERJS’ RICARDO DISPLAYED A LETTER WRITTEN ON ICI 
LETTERHEAD STATIONERY AND SIGNED BY LUIS POS AD_A ATTESTING MERELY, ' 
RICARDO 'WAS AN ICI EMPLOYEE, LEGAT THEN COMMUNICATED WITH VICE 
CONSUL WHO WISHED TO KNOW IF LEGAT BELIEVED RICARDO WOULD RETURN 
TO VENEZUELA AFTER HIS VISIT IN THE. US, OR, IF HE WAS LIKELY TO 
■remain THERE ILLEGALLY. LEGAT IKFOR.MED THE VICE CONSUL HE ' 

HAD NO REASON TO' BELIEVE RICARDO WOULD ROT RETURN TO CARACAS. 

THE VICE CONSUL INDICATED IN THAT CASE A VISA WOULD BE ISSUED TO ' 
.RICARDO, AND HE WAS ASKED TO RETURN TO THE CONSULAR SECTION. UPON 
TAKING LEAVE OF LEGAT, RICARDO INDICATED HE MIGHT ALSO VISIT HEW 
YORK CITY BEFORE RETURNING TO CARACAS, AND MENTIONED IN PASSING 
THAT BESIDES JAMAICA, HE MIGHT ALSO BE VISITING BARBADOS, IN CONHEC- . ' 
TION WITH HIS PICTORIAL ASSIGNMENT FOR "VISION." * RICARDO WAS HOT - 
SEEN after THAI. # ■ ■ : ' . ■ - / ■ 

■SECRET • / 
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IN A CONVERSATION WlTK^^fPjHIIII^mPloN 0CT03ER l', 197S, 6 
LEC-AT BROACHED IKE SUBJECT OF RICARDO ASp OF THE FAINT SUSPICION THAT 
RICARDO KAY HAVE SEES SOMEHOW INVOLVED IR THE BOMBIHG OF THE SUYaNESE 
CONSULATE IK PORT-OF-SPaIN. LESAT ADMITTED THESE WAS NO SUBSTANTIVE 
EVIDENCE OF RlCARDO^S IMPLICATION, BUT THAT THE COINCIDENCE OF HIS 
PRESENCE THESE AT THE APPROPRIATE TIME, COUPLED WITH HIS EMPLOY ME NT 
relationship WIIH ^UIS POSADA , HAD GIVEfl LEGAT CAUSE TO' WONDER. 

RELATED lim^i/AD I’O REASON TO BELIEVE RICARDO WAS^^ 


THE- CALIBER OF INDIVIDUAL THAT WOULD 3'E UTILIZED IN SUCH AH OPERATION', 


and THAT RICARDO WAS KOI KNOW TO BE INVOLVED IN SUCH ACTIVITIES, IN 

spIte OF HIS association with 

ON OCTOBER 3, 1976, A CONFIDENTIAL SOURCE ABROAD ADVISED HE 
HAD DISCOVERED THAT THE INDIVIDUAL ARRESTED IN TRINIDAD, AND WHO 
IS Ilf POSSESSION OF THE VENEZUELAN PASSPORT ISSUED TO JOSE VaZSUEZ 
GARCIA, IS actually KERNAN RICARDO LOZANO. HE SAID HE DETERMINED 
THAT RICARDO AND FREDDY LUGO, THE OTHER VENEZUELAN ARRESTED IN 
TRINIDAD, HAD BEEN PART OF THE SUPPORT GROUP IN THE SABOTAGE 
operation against the CU3ANA AIRLINER IN BARBADOS. HE SAID THE 
OPERATION HAD NOT, GONE AS PLANKED BECAUSE IT WAS INTENDED THAT 
THE BO!© SHOULD EXPLODE BEFORE THE AIRCRAFT TOOK OFF FROM BARBADOS. 
•THE SOURCE STATED THAT APPAREJITLY THE TIMING MECHANISM ON THE BOMB 




had not BEEN PROPERLY 2ET. (^*/ 
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CdsLro'H Alletratlons . 
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'1 

The secretary ■ ■ f^csse h3^ ^4^ 

,: . ' IHR - Earold H. Saunierl'ff'S 11^ « 

■ ,.• fet 

■' ?• if any re Sscrei^r'Ji 

■■ ■■■(■>■■ :l 

■ "■ ■'fi'Amt. , 

■*' ''■ In his speech October 15, ..Fidel Castro made. the.. ..■..■.j 

following allegations concerning CIA involvement, in the . . , 

bombing , and crash of a Cubana Airlines plane pn Octd^r .' .' '. ;:i| 

6 off Barbados : '■' .. ; ’ ■' ' '' yv.’-'l 

__«well-inforraed Venezuelan sources" had communicated- i 

- - to- the Cubans that Herrian Ric&rdo : I.ozShd^ (one' Of 

i" in.-Trinidad .in..ppnn,eefeioni^.X4t:&: . . 

^ .bombing of the plane) was a' CIA age'rit ahd^ had • ' 

reports' frop the CIA many times.";’ ■'■■'''■,■ ; 

rHeriian 'Ricardo is an associate .of Peiix M^tlne^ ...' 
lasem^ .who. is reputed i 


,,iU..ifey...;!!^....;..r,v-'!i...j,;i^pnezueia'.---'l 



puted .to ■be^a;-.C.IJ^4CaShfet|fl>--;j--’ity&,«y- 

‘'■'m 

— «TjTe r§ict,ui1bitient of citizens 'arvd j|he ' 1 

■ ■ d-taief ; cod^ to codduot-such, aatb • ] 

" ' ■■" - ■■•■ ■ ' '"vi 

-. .- are. methods characteristic, of the CIA. Ajf tl^d ^ <■ / 

- .. beginning t'® w.ete uncertain whetJlo?^ thei'ClA Ijidd ^ " ! 

jfi directly organize^ the sabotage or l^d cSr^ulJ;^-. 


prepared it through, itej. cover t organization forirca 
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by Cuban counterrevolutionaries. Now we ' 
decidedly believe the first assumption is correct. 

The CIA directly participated in the destruction . 
of the Cubana aircraft in Barbados." . ' -'f' ■. 

—The principal leaders of CTil^n exijjB , tectoi^^^tSj- 

, ■ I '-■'A T ' ' . ■ . ’ 

groups are closely linked throughtha CORtt organi- 
zation to CIA activities against Cuba. 

In his speech, Castro did not make any specific alle- 
gations concerning a CSG relationship with Orlando Bosch, 
or I>uis Posada (two Cuban exile activists who were arrested 
by Venezuelan author! tie^^n connection with the Cubana ' 
crashl. However, the lin^^ith Boscly is implied since he. 
is reported to be chief of CORO, the umbrella organization 
of Cuban exile terrorists. 


■a 


Individuals Allegedly Involved 
Hernan Ricardo Lozano 

a. Involvement in the Crash ; He was arrested in 

Trinidad on suspicion of having planted a bomb in the CUhana 

plane. Caracas radio announced on October 18 that he 

.& > 

confessed to sabotaging the airliner. A|p|fhburce in 
Caracas reports that Ricardo may have been iurained in the 
use of explosives and investigative techniques by»b^iS',.’- ^ 

Posada. MBHHIHHHHHBiHHBHmmiilHiiPliPIPu 
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terrorist activities by anti-Castro groups in the OS, ana 
Ricardo never repeated the suggestion. • • . ' 

Freddy Lugo 

a. Involvement in the cras h: Lugo was arrested- in^ ' . ' , 
Trinidad with Ricardo on suspicion of having_pla^^eii'Sths bc^ 
aboard the Cubans' plane. source alleges thai^'LUgo ' 

apparently was only peripherally involved in the bombing and 
is -not considered to be one of the leading participants.- 

Lugo, a Venezuelan citizen, is also a photographer 

- -6 0 

employed by Posada's company. According to fl^^^Bsource, he 
also worked for DISIP undctr tli-a same arrangements noted above 
for Ricardo. 


Relationship with^TfSi 



The name and' phone number of IJS Legal 


.:y 

T a. V U 1. J 

Leo says that he has had ea • 

; » 


was arrested in Trinidad 
contact with Lugo and speculates that his name and phone were 

I 

furnished to Lugo by Posada. 

Luis Posada Cafriles . ■ 

a. Involvement in Crash : Posadg was arrested on 

October 14 in Venezuela along with Orlando 'Bosch and three 

others accused of conspiring to sabotage the plane. Posada,- 

a Cuban exile who is now a Venezuelan citizen, is vehemently 

anti-Castro and is suspected of having been the main supporter 

of Bosch during the latter's stay in Venezuela prior to being 

, , . SECRET. ~ 
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arrested in November 1974. Posada was formerly chief of the 
counterintelligence division of tlie^Venezuelan iiitelligence 
service, DISIP. 

b. Relationship with PS . 







^declined to assist 1. ■ 

, The US army attache has also used a Posada business 
partner (also a Cuban exile, whose name we do not have) as 
an informant (though hot as an agent). ' - 

Our Legal Attache (Joseph Leo) became acquainted withr 
Posada during the latter's employment^^^^^HE;'- and 'afier 
his resignation, Posada continued to conta^ jLeb' on -rare • 
occasions , usually in order to obtain persdn^l .Service' in 
regard to visa requests for relatives and bjU^^SsSpassociates, : 
the last being Ricardo on O otoboib ^ n HW. - j Deojsiys he In ^ 


seen Posada on abcut threo occasions since : 1973, .the"^£t'beind 

'??’ ■ - 

in June 1976 when Posada inquired if the FBI had intef^st .in" < 
a Venezuelan who had hired two. of his •operatives'?, as body) 


guards. 
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Orlando Bosch . r . 

a. Involvement in Crash ; As noted abover Bosclj was 
arrested in Venezuela for alleged involvement in the, Guba'na 
crash. In late June, a CIA source reported that an' kx lie ‘ 
group headed by Bosch planned to bomb a Cubzuia flight between ' 
Panama and Havana. An FBI si^urce has alleged that one a'-tempt |M u 
was made but the bomb did not detonate. A -second try -occurred] 
in 'Jamaica on July 9, but the bomb exploded before the suit- 
case in which it was carried was put aboard the plane. 

According to f^limi^llVenezuelan President Carlos 
Andres Perez is said to be sympathetic to Bosch and has . 
permitted him to travel frSly in the country and solicit funds 
with the understanding that Venezuela would not be used as a 
base of operations or place of refuge. Bosch reportedly promised 
not to engage in terrorist -activity while in Venezuela and 
recelv^ a token $500 contribution from Perez. 

^HH^eported that after Bosch's arrival in Caracas in September, 
he stated during a fund raising dinner that "Now that our 
organization has come out of the^-Letelier job looking good, we 
are going to try something else." A few da^^s later, Posada . . 

allegedly said, "We are going to hiijk Cuban airliner" and ' 

"Orlando (Bosch) has the details.". 

b. Relationship with US . 

' ^he US is. 

currently attempting to have Bosch deported from Venezuela :;8i 
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to the US, where he is subject to immediate imprisonment for 
parole violation^ T 
Prank Castro 




- a. Involvement in Crash ; Venezuelan officials reportedly 
believe that Castro, {head of the FLNC terrorist organization,' 
a component group" in CORU) is deeply involved in the. crash, 
though we have no details of his supposed involvement. Frank 
Castro was in Venezuela in late September 1976 and in mid- 
October was back in Miami. Frank Castro has admitted to FBI 
agents that he met with Bosch in Caracas on September 26 or 
27, but denies any personal knowledge of the bombing of the 
Cubana plane. j, ' 

6. Relationship with US ;' 




I who is an 

American citizen with permanent residence in Santo Domingo. 
Orlando Garcia and Ricardo Morales Navarrete . • ' ■ • 

a. Involvement in Crash ; Orlando Garcia is President 
Perez* security and intelligence advisor, and Morales is 'Garcia’s 
deputy; both are Cuban exiles who" are no>!r Venezuelan citizens. 
■pmil^PHIBclalms that Garcia was directed to protect and 
assist Bosch during his stay in Venezuela. 

reported that Garcia and Posada met Bosch upon his arrival and 
escorted him to his hotel. Both Garcia and Morales reportedly 
attended the fund-raising dinner during which Bosch allegedly 
made the remark about the "Letelier job," and after the Cubana 
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crash Garcia may have made an effort to get Bosch out of 
Venezuela. It is possible, therefofe that Garcia and/or 
Morales may have known in advance about the. operation Which 

j'”V- .-.-.4 .^. . 

led to the bombing of the plane. * . 

Helationship with US: 


Felix Martinez Suarez ' ‘ " 

a* Involvement in Crash : None> except by the alleged 
association with Ricardo, contained in Fidel Castro's charges, 
b. . Relationship with US : 


A 


ii-'S' 


Castro's allegation regardihq CORC i With r'ega:^ to ’ > 

Castro's charge on CIA links with CORD, an FBI report'bf •’’S 

September 17 states that "a confidential source abroad" claims 

' ■ • - . _ - .. 

to have been told by Roberto Carballo (leader of the Association 

of Veterans of the Bay of Pigs, AVBC, one of the compqhent ’ 

organizations of CORD) that in July of this year CarbailO- hhd 
three other Cuban exiles had been approached by representatives' 

^ SECRET. ’ ~ . . 
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‘ ' th^acts of sabotage being carried out at random and ordered 
them to disassoclatethemselves from Bosch and CORO. The source 
, "alleged that during the, week cf September 12-18 Carballp and 
three other Cuban exiles wer^ in Washington to confer with - 
' representatives of the CIA oi\ plans to be carried, out by the 
' action arm of the AVBC, for which financing was to come from , ' 
■:;CIA,, The FBI report concludes with a request that the CIA 
; advise if it has “active operational interest in AVBS as ' '•i 
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Additional Queatlona (anawara and ebinmant» n— dad by 
lata~i5brning, Octobag SffT , 

1> Has CIA had any relationship «lth Fosada'a lasvatigatl'va 
agency or any other bualncst ha nay- haya hadY., . 

2 



4. Ooea the CIA believe that the source of TOnR I»»315/10256 
deliberately, delayed jiasslng- on BosohJ^s Yosada' a jcemaxlCB 
about hitting a Cuban , pla[>.e_antir after the incidents? 

3, Does the CIA have any additional relevant Infomatlon 
on any of the people nanad in the draft aeaorandum, or any. 
other InfOBmatlon relating to the s^otaga of the plane, 
which it has not yet diessiiiinated in 7D7IR fom? ' 

6. Would CIA please provide whatever Infonaatlon It -has 
concerning Orlando Garcia and Ricardo Horalee so that para 
b on page 8 of the draft memoranduB can be cos^leted? 


ClAHASI-'Or^.'^OTIONTO 
. DECLf"" -■ -WANO/OB 
RELEASlUl' nils DOCUMENT 
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C!A HAS NO CSJ.ECT!0N TO. 
OEClAOO'rSA.-TCO ftNO/OR, 
RP..E/iOC C' UA ii'-ifOfiiViATION 
m THiS UCCUMENT.dS&Wtmeh 
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RELIABLE INEOBMATIOM IS IKE PAST ADVISED IKAI OM DeTQSES S-S-aA* 
1976, RICARDO KORALES HAVARRETE, COMISARIO IS CKASSS OF SEeilOS 
D54, A COUNIEHlNIELLlaSHCE SECflOfl OF DISIP tVESEEUSLAa 
IKTELLIGEKCE SERVICE), FURNISHED THE FO.LlOlk'INS INFORtlATlOa 
TO. SOURCE^ 

SOME PLANS REGARDING THE BOt©ING OF A CUBANA AIRLISSS 
AIRPLANE WERE DISCUSGEO AT THE BAR IB THE ANAliCO HILTON HOtSL .. 

I tt CARACAS, VENEZUELA, AT WHICH MEETING FRANK CASTRO, ' " ' 



YisTAW^Atmto, LUIs'p6sADA ‘CARRil-ES AND tiURALES MaVaRREIE . 

’were present, this meeting took place sometime before the 

BOMBING OF THE CUBANA AIRLINES DC-8 NEAR BARBADOS ON OCTOBER 6, 


. FRANK CASTRO is a leader of curb, the ANTI-CASTRO . . , 

TEfiROR^QRGANUATION WHICH has TAKEN- CREDIT FOR several ^ - 

- iOMBpffiRi!' " PERSONS -INVOLVED . _ ; • , 

■' In'tHE attempted- KIDNAPING OF THE CUBAN CONSUL IN MERIDA 

YUCATAN ON JULY 23, 1976, AT WHICH TIME THE CONSUL'S BODYGUARD ■ 

WAS SLAIN., ORESTES RUIZ KERiftNUEZ AND GASPAR JIMENEZ' WERE 

apprehended B.Y MEXICArAUTHpRlTIES BUT- CASTILLO. EVADED ■CAPT0RE.--- V-*1.',v;::p 
L-UIS POSADA CARRILfS HAiS BEEN .ARRESJED B Y _VEH|Z|JiLAN ^AUT^OM^ . 

IN CONNECTION WITH THE CUBANA AIRLINES DC-8 B^^ING^--.. ‘r'!?'' 

MORALES. NAVARRETE TOLD .THE SOURCE THAT ANOTHER MEETING pf ■' ’ 

- TO PLAN THE BOMBING OF A CUBANA AIRLINER TOOK PLACE IN'.THE _ y 

APARTMENT OF "MORALES NAVARRETE IN IKE ANUCO HILTON. THiS' .-j- - 

MEETING WAS ALSO, PRIOR TO THE BOMBING OF THE . CUBANA AIRLINER ON ■ - ^ 
OCTOBER 6, 1976. PRESENT AT THIS MEETING WERE MORALES NAVARRETE,.— . ,i 

,5 , ;5 


, 

/ ■' ^ - 
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sfijRO.SAD'ftCAftOTLES and FHAUK CASTRO, ACCORD INa'^li) HO RALES ‘ 

' HAV^ARRETE, AT THIS MEETING THERE WAS SOME DISAfeREEMENT AS 
' ID, WHO WOULD TAICE PART IN THE VARIOUS PHASES OF THE OPERAIION, 
■ 'AHa WHO WOULD CLAIM CREDIT FOR THE BOMBING. FRANK CASTRO 
TV. SAID 'THE FLMC ( NATIONAL LIBERATION FiiONI OF CUBA) WOULD TAKE' 


- ’ THE FLNC IS AN ANII-CASTRO TERRORIST ORGAHIEATION WHICH 
-HaS,IAKEB.;,CRSP’IT FORTSE-UESAL bombings.: . •.• 5 .,,. 

'• ■ MORALES. NAVARHETE, said that. after THIS meeting HE HAD . 

NOTHING , more to DO WITH IHtS-'WTIER. HE '.ADDED THAT. AFTER THE ^CABANA ; ' 
AiRLIHE^^OiNaiSG-.ONTO.CTOaEft S, 1376, FRANK. CASTRO' DID NOT WANT . 

THE FLNC TO claim CREDIT AS HE WAS AFRAID OF REPRISALS BY'THE ':' ' ' 

CUBAN GOUERMNEHT.. C ' - 

.. r-g-. • , vT 

... morales NAVASHEIE said that the group 1N'V0L,VED£,H^D;.PR&- ' ■' (' 

VIOUSLY ATIMEPTSD TO BOMB A CUBANA AIRLINER I.N PANAWa:^&''Ih"^ 

•JSMAlCfii. i,. ' 7;;?- .V'., J. 

MORAL-ES-NAVARSETE.SAID that some people in THE VENEZUELAN 
6,QVERHMEl>I.^■A3E^ IN.VWLWEBvIN ■THKTAIRPLANE BOpaiNGv^ANi^THS^r^JrFAsSi^'Wt^^ ' 
■ PpSAM/MRILisviA^^^^ NAVARHETE^ASi 


- ~ w • -•.» '-A.-., ;.v”.v ••.. ...-J.V". 
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B FO0ffV Htl:g " 4Ci> c I ■ \ ; 

l/SSEfUEUAN QOVERNi'lEHI- WILl""GO DOWN IHS TUBE". HE SAID 
lfp*'PEOfj.E' STAHI talking "WE'LL HAVE OUK OWN WATERSATE". 

llORALES NAVARRETE SAID THAT AFTER THE CUB ANA' AIRLINER 
CRASH, HERNAN RICARDO LOZANO TELEPHONED ORLANDO BOSCH FROM 
TR TRIDAD "STATIKD " A BUS WITH 73 DOGS WENT OFF A CLIFF AND 
ALL GOT KILLED". BOSCH, KNOWING THAT MANY PHONE CALLS ARB 
"TAPPED BY THE VENEZUELAN GOVERKMEHT, PRETENDED HE DID NOT, KNOW 
WHAT HERNAN RICARDO LOZANO WAS TALKING ABOUT. ' ' ' ■ 

SOURCE said THAI IN A CONVERSATION WITH ORLANIX) GARCU 
.VftSSUEZ, MINISTER COUNSELLOR ON SECURITY MATTERS TO VENEZUEMfi 
PRESIDENT CARLOS ANDRES PEREZ, GARCIA VASQUEZ TOLD SOURCB WAT- ■ 
SHORTLY AFTER THE CUBANA CRASH, GRACIA VASQUEZ TALKED TO OARt^S 
FA3R1, THE BOMB EXPERT FOR DISIP. GARCIA VASQUEZ 'TOLD FARM 
TilAT HE WOULD HAVE TO TESTIFY Al ANY TRIAL IN^THIS MATIER - 
iliOARD ING. BOMBS AND IHEIlJ COMPONENTS. ACCORDING TO GARCIA 
, VASauEZ, FABRI became VERY NERVOUS AND GARCIA VASQUEZ 'lOLO ' . i- 

■ SOURCE HE BELIEVES THAT FaBRI EITHER MADE THE BOMB FOR IHtS 
CUBANA -BOMBING, INSTRUCTED PERSONS ON HOW TO MAKE IT , OR AT - 
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'- ' GARCIA VASaUEE WENTIUtlED THAI THE BOMB OS THE OUBAHA 
. AiaUINER WAS ACTIVATED BY A "LAPICEhO" (TIME PESCIL). • 

SOURCE said THAI HE ALSO CuSVERSED WITH A MEffiER OF THE , 
VENKZUF.LAS PULICIA TECSICA JUDICIAL (JUDICIAL lECHSICAL POLICE) 

' CPTJ> • IN CARACAS. THIS UEi'IBER, WHOSE SAME SOURCE DUES NOT 
.recall, BUI WHO HAS A POLISH SAME, SAID THAT AFTER THE CUBAHA 
• AiRLIHEH- CRASHED, THE PIJ. KNEW WHO WAS IKVOLVED AND THEREFORE 
WANTED TO handle THE investigation, HOWEVER, THE PTJ WAS ' . 

-DENIED THE INVESTIGATION AND OISIP TOOK OVER THE MATTER "TO . . . ... 
COVER IT UP". THIS PTJ WEDBER ALSO TOLD SOURCE THAT. IF CARLOS. " ' ^ 
FABRI did not tlAKE THE BO®, THEN HE AT LEAST HAD PRIOR ' ' 

' KNOWLEDGE OF THE MATTER. • 

SOURCE said that FABBI AND POSADA CAHILLES ARE GOOD FRIENDS 
■ AND that FABRI and POSADA HAD ACTUALLY BEEN ARRESTED A, COUPLE 
OF YEARS ago BY. VENEZUELAN AUTHORITIES AFTER II WAS' LEARHED ■ 

T HEY PORVIDED FALSE DOCUMENTATION AND EXPLOSIVES TO OR. ORLANDO 
BQSCH AVILA IN VENEZUELA AT THAT IIHE, fi ; \ 

■. ..IV ev. t , .. . ■• 

“ ..jL ■ ^ X 


A 
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PAGE SIX 






,- ' ' DR'^ OHLANDU BOSCH AVltA IS A FUGIVEsFROM THE U.S., EEaDER' . 

OF CORU, and is in CUSTODY. IN VENEZUELA IN CONNECTION WITH THIS 

- . , v - ■ • _ • . ■ I _ 

■CUBANA. AIRLINES, bombing. • . ■ 

morales NAVARRETE told 'source THAT ORLANDO' BOSCH SAID THAT-; 

,6 UIUifRfo'-WVQ VISITED CHILE IN EARLY 1975 AT WHICH TIME HE , 
VISITED BOSCH. DURING THIS PERIOD,- GUILLERMO NOVO- MAKE CONTACT ' 

Ii^ITH' AN ULikA-RIG KIWI NG organization KNOWN AS .rpATRlA- Y LISERT^" 

' CFAfHESLAHD AHD LIBERTYI. , BOSCH SAID. -THAT ORLANDO LEIELIER'S '■ 
death was THE RESULT OF AN AGREEMENT BETWEEN GILLERMO NOVO 
AKO THE ’’PATRlA Y LIBERTAD" . ORGANIZATION.' MORALES NAVARRETE -SAID 
that some members of "P atria Y LIBERTAD" ARE ALSO .MEtffiEM OF . . 

■ "D i'nA” , A- CHILEAN INTELLIGENCE SERVICE* - SOURCE WAS UNABLE 
LEARN. FURTHER INFORMATION REGARDING THIS MATTER.- : 

morales NAVARRETE ALSO TOLD SOURCE THAT <fUSTAVO CASTILLO- 
and MEiBERS OF HIS GROUP “ARE RESPONSIBLE FOR THE FOLLOWING 
BOMBINGS IN THE MIAMI, FLORIDA; AREAS BOMBING OF THE DOMINICAN , | 

CONSULATE ON OCTOBER 6, 1975, BOMBING OF THE DOMINICAN AIRLINES , 
TICKET OFFICE ON OCTOBER 20, 1975; BOMBINGS AT IHE-BWliIARD CpUNTY 
dOllRT HOUSE DN OCTOBER '101 1975} -ANO ATTEMPTED: 80®iNG -.OF- :;A./-vv ; 

' 1 ?'* ' t t ‘ ^ t 
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NAR A ,^ir 


DATE 


it: I 


A'. 


?&Vt£N I fai £-^4^3 ' fl' ■ - 

BAHMAbAiS AIiiUIM£S „Ar MIAMI IMIERNAIIONAL A.ISPOR'T OM ' 

.-NOVEMBER 27, 1975. ''ACCffRDItlG ' W HOSAtES HAVARRETE, THE 
ORBANIZAIION "YOUTH OF THE STAR", WHICH CLAIMED CREDIT FOR 
I-^HESE 'BOMBINGS j IS COMPOSED OF GUSTAVO CASTILLO, ' CASPAR JIMESEE, , 
ORESTES -KUIZ HERHANDEE, pUHEY 'PEREZ ALAMO AND RACIEL .RODRIQUEZ ■ 
GONZALEZ: WHO IS THE YOUNGER BROTHER OF REIilOL„RODHid'UEZ, 

; member WHO RESIUES l.!j;..SAtl JUAN, PUERTO RICO. THIS GROUP IS , 

GEliERALLY INOEPENDENT 'EVEN THOUGH MEiffiERS WILL ACCOMPLISH 
lEHfiORlST ACTS FOR THE FLNC OR OTHER CUBAN, TERRORIST GROUPS. 

SOURCE advised that ON OCTOBER 27, 1976, THE VENEZUELAN ' 

■ GOVERNMENT .ISSUED .SOME TYPE 'OF.'NEWS RELEASE STATING. THAT TllEBE IS, 
!80 RICARDO MO-RALES' NaVARRETE IN:‘dISP. SINCE THAT TIME, .pURdji: 

Has TELEPHONED SAVAHHETE TO HIS OFFICE AND TO HIS APARTMENT^ . • 

AX THE ANAUCO HILTON IN CARACAS. PERSONS ANGERING IKE PHCINE-;.- - f 
. STATE..,IHAT THEY KNO.W OF TO RICARDO MORALES NAVARRETE NOR. DO ; 

rHSX.KNOW'OF COMISARIO'HOISES C A CODE NAME FOR MORALES NAVARREIE) . 
SOURCE said THAI MORALES NAVARRETE TELEPHONED HIS GIRL FRiENfl 
■ IS MIAMI, FLORIDA, TELLING HER NOT TO PHONE HIM AS "HE DOES NOT . 


if 


'.A 

< >1", ^--VaS >A , V\1, 


. > ‘ iOv, J'vt ? r w-4 !l t 

" ; ‘ Tf 5 . v«f <1 0^^-' 


■,'%r 

'ti' 




V-' „ ' 


S’ T'r 
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I NAR A dat e War 


V-, ' -A 


PAGE EI0Hr^44^H&-4 ^ g E :;y^R :- £ “T — . • = , •';- ■ • -' ■ ,, 

m ' ■ *■. . . ' • ,. 

r'^EXrST". MORALES NAVARRETS SAID HE WOULD TELEPHONE HER INSTEAD. 

'-’’ijOST OF: THE above INFORilATIOH MAS TOLD IM STRICT CONFIDENCE 
•TO SOURCE- At® DIVULGENCE OF THIS INFORMATION WOULD IMMEDIATELY- ■ 
■V'PWPOI NT. THE SOURCE WHO REQUESTED -THAT THIS INFORMATION 'tlOT B.E'.', 

. DI'.'ULaa) OUTSIDE -THE U. .S.- GOVERNMENT. THEREFORE, NO ACTION 

SHOULD BE Taken or THE above information WHICH COULD compromise 
IIS SOURCE- ■; - 


administrative; 




SOURCE' IS, RAUL DIAZ, -ORa'ANIZED CRIME BUREAU, DADE COUNTY 
PU&LIC SAFETY DEPARTMENT, WHO TRAVELED TO VENEZUELA ON 0010388;.' ' 

.' ■■22, 1S7.5, IN AN ATTEMPT TO CONVINCE MORALES NAVARREIE.TO ' '..L 

■ TESTIFY- IN IKS NOVEIBER 15, 1S7S STATE TRIAL ^,F ROLANDO OTERO-.f ' ■ 
FOR NINE BOMBINGS IN MIAMI, INCLUDING THAT OF THE MIAMI FBI OFFICE, 


- ' . 'V ‘ ^ 

, > ■> -. .V.p 'i'. A A'5 f c,' 


«' j -f ^ - I 

Y « ^ ^ -i 
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, ; NAR A __DATB_5^;^ [ ^ ^ 

tiH-a- 'i voa a ^ 

I DIAZ said that morales WAUARRETE ,SAID THAI IHE RLORIDA STATE ,., . •'-;: ' " 

f ATTORNEY'S . OFFICE SWULD HEaUEST THE ffiSEZUELAN .GOUERNHESI,.’ ’ ■' ■ 

■ THROUGH THE U.S. DE.PASTHEliT' bF STATE, TO HAVE IWRALES SO TESTIFY. ■ ■ 

RAUL DIAZ. REQUESTED THAT HE NOT BE REVEALEo’ AS THE SOURCE ■ ■ J 

OF THISaNFCRMATION, AND AS;.SEI OUT IN THE DETAILS, THIS ■; '■'Tr::,' ;. : 

INFORMATfON SHOULD NOT BE revealed OUTSIDE THE U.S. GOVERNMENT. ■ ' 

j JT IS NOTED THAT RAUL . D I AZVl s' A friend OF morales •NaVARREIE. ■ '/ ...j 

REGARDING-PATRIA Y LIBERTAO, IHE MIAMI OFFICE OPENDED A CASE ' - • 

OH OCTOBER 3, 1S73, ENTITLED "PATRIA Y LI3ERTAD, IS-CUBA . . | 

! {Miami ; file laD-asssTS),"'. this case was 
i OPENED -.WHEN an- INFORMANT. OF^flBE MIAMI OFFICE' ADVISED ' THAT ’ ' ' I 

I "iftfeS an. ASII-.CAStHO ORGA-NirATlON NAMED DIRECIORWSEyOLUClb'NAaTB;^ -gf 
I WAS D lSSpLVEO'' l('{. MIAMI., SOME: OF ITS MEMBERS .ATTEMPTED lO ' 

4 ■ ' . ■ ■ ■'. ■ . ■ . ' ■ 

I ORGANIZE A NEW GOUP, PATRIA Y LIBERTAD, WHIClJi' WAS- TO BE..HEADED.. . .;■ > 

; BV ,ALD0 VERA SERAFIN. CIJ IS NOTED THAI VERA SEHAFIN WAS ; , „ | 

' assassinated in San juan, Puerto rico on October es, ists). ' 
i THIS CASE WAS. closed in march, 1975, AS INVESTIGATION REVEALED - ‘ ^ 
THAT THIS^^ANIZAIION WAS NEVER FORMED. REGARDING 


1 '• ' ” 
;-A.- 





V .i** !•-•*>.- t'l-A U-:.\ '-Mr. 

r • •*■ . f . • 

It,.-. Mla'3 •*# i 1 
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/ EiAHavv .• 

00 RUFBl" 

DE RUEAIIA #4262 2871804 
ZNY .SSSSS 
0 1316 4SZ OCT 7S 


OCT 13 1976 

TELEffBE 



ra oiA 

T0 FEDERAL BUREAU OF IN//INTELL1GEWCE DIVISION 




BI 







Laboratory 

Legal Conn. 

Plan & Inap. . 

Roc. Mgmt. 

■Spec. Inv. 

Training 

Telephone Rm. . 
Director SeoV 


S E C R E T . OWE CIA 926816. 

S Jf' C R M'^^WARNING NOTICE-SENSITIVE INTELLIGENCE SOURCES AND 
METAoB^ involved— not RELEASABLE TO FOREIGN NATSf«fe'^-'-T!0'P'‘‘P®{^fPLE- 

SUBJECT: TRACES ON PERSONS INVOLVED IN fi OCT 1976 CUBANA CRASH 




TO CONTRACTORS OR COMTRACTOR/CONSULTANTS 


CIRA -a9S-7 6 
CIRA-aS^A-'TS REFERENCE 


tBIIHFOSMATIOH CONTAimg) 
HEREZM.IS.UNCUSSZPIBD 
pAyg.aI^aflLi..BY^^SBC. 




3S 



FOLLOWING IS CORRECTED VERSION OF CIA 926531 ; 

b oct.isistb 

^ 1. THIS AGENCY HAS. CONDUCTED AN INVESTIGATION OF TH E NAl ESOffi. 

PERSONS SUSPECTED OF INVOl'vfePIENT IN THE 6 OCTOBER 1976 CRASH OF THE . 
^IIBANA ATRI.TNES Fi.IGHT OFF THE COAST OF BARBADO S. -WE HAVE NO CIA 
T^ES ON HERNAN RICARDO LOZANO, AKA HERNAN RICARDO 
X ST jCit 

"J- Wv Te^^e >»I8 we ini iiw" ^ •• _j 


U- ' 


!.' THIS AGENCY HAS aniDUCTED AN INVESTIGATION OF THE NAMES OF 


PER.SOHS SUSPECTED OF INVOLVEMENT IN THE 6 o'ef&EH 'IPTC CRASH OF THF 
'■CUPANfl. AII.INES FLIGHT OFF THE fflAST OF B,appa5,0S., -WE HAVE NO CIA _,,-4 

TRACES ON HERMAN RICARDO L'O Z AN 0, AKA HERMAN RICARDO 
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HAS )© O 8 J 6 CT 0 N TO 

■■. jUIEQ)* CIA INFORMATION " 
IN THIS J)ClCUMEfff.JW 



‘ii'iii'HSTiKE ■ 

SAI-; juaM EouiiNE ; . • ■ .■ CtA»SsfEaBT^^=^ 

TO si:eb-;;j,'<.7dtpi!TY ATT0f;:i2Y ssoeral •..„ declassify O jfl?S^A_^ 
ATTVs AYALYSI,? ft?!D SVAL'maTIOT! IJUIT'.'.' ' . ' .. '^ 

KqSA-.-Ji/ASsiirTS.ST^ATTOHKEY G£K2HfL , €SI SI-TAf , OI’/l = IC?i . 

. ATTi;;- ■ TYT'sm SSC^BITY STOTI'OE ■• ' . ' ' r 

ATTKr GT-SER'A!-. CSTf-lES SECTIOK ,. ■ , - 

S E C R E T/C 0 R,R E C T & D-Cg?Y. - ' ' ■ . ■ ' ■ 

. UKKSOyS SU5JECTS; fl'??SCT-iD •S0:'5i;iS OF GUOrfSA AIKLi;:-.i r.c--’ V. 
aASSADOR, '.ISRT I!>'3IEE, OOtOSES 5, 'isTS; ESI'THALTTY ‘'.MTEFS 
i.'ej-t iNoiEE.- ;>■, • ■'■ ' . ; .. ■ ■ 

: HY tTLEIY?? OCTOSER 13., 157S CIA'APVISTO AS EDIJ-O'.'*!' 
l..‘.THIS ASiHCY HflS COlffiUCTE'b, AS ■iBVESTIE.ATJOK 'OF THE S 

PSRSOSS SijeRECTtD'OF 'i;iV0'jVE;S;;i 'Ik'-tVx S Wtc-'ER ISTSCriARH 
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3CI>CE0ATlt!EN«K)H«LARCMyES 


V 


■"Si-iv 


, jtiARA ._DATBJ:Jg:3^ 


: ' . -■■;;v/ . ' . 

, PASi Two 3E RL'CHPB ■ /.SSS' S E c Ve Tv. •' ■ .' ■ , 

? •■'£<-; A VE.D ETC be: ?:ED THAr\{::iS A«Ef!CY.HAli A RSLaHOSEH:? kITK- 

OKE PSnSOK aHOSE. SAKS has 3'E2:i KSmOriED IM CONKECTIOM THE' ..' 

•REPORTED BOXSISeMJv*^) . • ' ' '' • P- • • ' ' ^ 

30T'H .L'JSC ' S yiP- LOZANO'S EgLOYSR -in .C.AliACAS-'l S- L!MS 

P cj ? A r. A- ' CAP'yiCEg, PnftBSS head op 'THE' coUKTERIIvTEULI'SitJCE'- ■ 

blTISIOT OP'T’-l'plCEBTOSATS POP THE' SERVICES OP INTELtlSESCE -AiiD 

PP.'-v'S.TIO;’ (D^IPJ, THE VEiKTUELAr!. CIVILIA.:-! SCCURITY STTVICE. .PO'^APA 
IS A POSMEP APEKT OF CIA, HE MAS ASIOsPLY TEE-jIKaTED IE JI-EY' IS'St . 
.BUT-GOMTACT TAS ■PS-ESTATLISHED' IX OCTOH.T". 1SS7. HE LOTT Hi? PO-ITIOli. 

- OTH PISI? i:i..::A.ECH ■IST.A-.AS'A RE‘U1.T .CP, A CKAESE ' K^THE VEiiSZa-EUri • ■• 

. SOyEriliEE.'JI ASP aAS'.AfilCASUY TEHKI E ATED . ■ ;;.'C CONTINUED OCCAS'ICKAL . 

■ OCTAfil-’.wilH HIK. '.KiS’LAST SEPO.HTED COSTACI WITH OS’' VAS 'iH JOBS 1S?S 

•-'Ki.'i HE, U'YEUCGE'SSPUtLY SO-jfeVT ' aSSIPT-ACOE' P.SG f'f.l'ir, A- Vi'A ' PnOiLEH' 

• 3. 'ol'a.s&ipikp ey'p'eco.pdsd hepc.tti;;? o-Eficcn. •ehczpt psop, 

■■ GENERAL' D^LA'SSIFIC.ATIO?' SCHEDULE Op.p.G, ■! 1.<5E CHEi-ytlC.': CAT-'pCAV . 

'•BpcssMe tS>ete.r ;ii;'.'date cp automatic decla-tsificatios. • 

: ’ LEPAT?. ESJacO city," C..A.';.iCf!S'.A;’.0- PUESOS ..AIEE.".' .ADVI'TD Ji.PAri.'-ILlY., 

■ . 51- ' .■ ^ ;V • ;■■■■ , /■••;■■'■ 


ESBITU.'MH 1 '■ 
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F^produced (he National Archive 


, C(A HAS NO OBJECTION TO 

• ■ ■BeCL/'’.Sa«iaTiON -AND/OR, 

RgLErtSe Of CIA INFORMATION 
IN, THIS DOCUMENT. (€ k 

i 6'5^6335-320 CIA, Wash., D. C. Letter to Dir. 6-^7-66. 

■ Jlei ftaul Kefiericao ANDRE Llano. '-' The tiles of this - '•■. 

'A^ericy were searched with .respeot .to^tlie. naines coh,- 
tained in ANDRE 's letter of I'O.'jahuafy' iseS. J ^ 


b. tuts POZADA.XProbablyldent triable 
with tuts Clem ente Fau^lno^PW^^A Carries 
who has been of operational Interest to this 
Agency since April 1965. According -to infor- 
mation dated 13 January 1965 from a young 
Cuban emigre with good access to Cuban ac- 
tivist groups and whose reporting has been j 

generally reliable in the past, Luis Clemeiitfi.,.! 
POSADA Carrlles was a member of the crew o^:^ 
a motor launch which was to be used Januariy 
.JlfiBS hw the Junta Hevolucionaria Cubana |_ 

(JURE, Cuban Bevolutionary Junta — an anti- 
Castro group) to Infiltrate JUKE leader 
Manuel RAY Sivero into Cuba, At the time 
of the report, the crew was in the Dominican 
Republic, The attempt to infiltrate RAY 
Into Cuba was postponed due to mechanical 
difficulties with the launch} the crew 
was given leave to go to Miami, According 
to information dated September 1964, 

Subject was granted visa to the Dominican 
Republic, This office has no information to 
Indicate that Subject travels to Santo 
Domingo and/or has been infiltrated into 
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TO : 

FROM : 

SLyajEcx: 



2-469 


105 - 10983-36 


UNITED STATES GOVERNMENT 

Memorandum 

SAC, HIAKI 


EA jpSH E. SJCECGH 






lOa 7/14/66,1 
acqualnteSwitb HITChJ 
tiiae wltb I'ER BEL inf 
that ho has heard WEK 
as ALEX' WILSON. 


vitlU<6.I.O0SA 
Ha advisec^thq, 
aonth from CIA 



g 

t? 


dvlsed that he was personally.0^ 6 
BEL and had sneirt . considerable 

'® stated ^ 

on cx:casions introduce himself 


itoised that ho was personally acquainted 
,lEla whom CIA has an operational interest. 
PP5ADA is receiving approximately $300 per 


He further indicated that three antl-CASTRO 
organizations, namely the 30th of November, RECE and 
Cocandos-L, were attempting to establish a base in 
the Dominican Republic and fora a military alliance 
there of the three organizations for action against 
EIDEL CASTBO. LUIS POSADA has been approached 'to accept 
the position as military head of this alliance. POSADA 
formerly hold a commission in the U. S. Armyan^nllegediv - -- 

According tojHjBBR^'cause ® 

cad the groupT^WSADA was i 
sslst him in the Dominican J 
Kd spent considerable time 
that was operated by another 


v/BS in a ranger battalion, 
this, POSADA was se I qated 
Interested in having P 
Republic in^muc^^l 
aboard tbeBHi^^0|^ 
anti-CASTRO grouppOURE. f 

AssiPFnwHjioBcosr'unts. ' 

!3f~s!rT! ■o;:c.?..\ssin.a} 

EXOKf'i ;,ii£Ri. 

OIRRB'nISS 


£■ 

r 

£■ 


■ 'a^sidsi 

Dedassii; on; 






- 22 - 
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MHMORABDUM FOB: Deputy Director of Security DAIE. XJ ApvlX 1972 

(investigations and Support) 

SUBJECT : c# 

SC# 319235 
201# 300985 


C 7 

,/■ 


r 


AmCHMBNTS (IF AHI): ®“® “"W of the PKJ Part 1. 






CHIEF, Cl/Ok 






«ow \ 

(ukiM tmm i 

rfe w ttg t o j iig and 

^etWtoSeo | 


UCi 


sac 
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Part I of III 




319 235 
1-G 

21 Jan 1972 tsm 


NAME: 

AKAS: 


BIRTH; 

CITIZENSHIP: 

ADDRESS; 

MARITAL STATUS: 


CHILDREN; 

PARENTS: 


BROTHERS & SISTER: 


MILITARY: 

EMPLOYMENT: 


BIOGRAPHICAL DATA 


POSADA Carriles, Luis Clemente 

CARRILES, Luis Clemente 
POSADA Carriles, Bambi 
CARRILES, Bambi 
POSADA Carriles, Julian 
CARRILES, Julian 

15 Feb 1928, Cienfuegos, Cuba •' 

Cuban - Alien Reg. #12 419 708 

Edf. Mayflower, Apt. 24, Ave. , San Juan 
Bosco, Caracas, Venezuela - Present 
Permanent: Miami, Fla. 

POSADA, Nieves Elina nee GONZALEZ Leyva; 
b. 13 Deo 1935, Cienfuegos, Cuba; Add. 

Same as subject; Married on 13 Aug 1963, 
Columbus, Ga.; Alien Beg. #12 443 942 
EX-SPOUSE: POSADA, Marla Concepcion; 
nee CASTANEDA Napoles; b. 13 Jul 1932, 
Cardenas, Cuba; Add. 6540 Seville St., 

Apt. C, Huntington Beach, Calif.; Married 
on 03 Nov 1955, Cardenas, Cuba; Divorced 
on 23 Jun 1963 in Chicago, 111. 

POSADA, Jorge Luis; b. 1966, Miami, Fla. 

POSADA Gonzales, Luis; b^ 1903, Cienfuegos, 
Cuba; Add. #4110 Ave. 56, Cienfuegos, Cuba 
POSADA, Dolores nee CARRILES Vega; b. 1908, 
Cienfuegos, Cuba; Add. Same as above 

POSADA Carriles, Roberto; b. 1931, Cienfuegos, 
Cuba; Add. Havana, Cuba 

POSADA Carriles, Raul; b. 1934, Cienfuegos, 
Cuba; Add. Havana, Cuba 

POSADA Carriles, Maria Conchita; b. 1939, 
Cienfuegos, Cuba; Add. Cuba 

Feb 1963-Mar 1964: US. Army, #C-23l244S 

Present: Min. of Internal Relations, Caracas, 
Venezuela 
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RELEASED PER P.L-102-526OTK ACT) ^ 
NAR A m DATEjl[2fl^^ • 

ACTACHMEMT PRQ part I HVCA-18757 


DATE 

PLACE 

PURPOSE 

1956 

JCami, Florida 

Toiiriat 

1961 

Mexico 

Political exile 

Feb 1961 

Hi ami , Florida 

Political exile 

April 1961 

Guatemala 

Invasion (Cuba) 

Hay 1961 

Miami , Florida 

Invasion (Cuba) 

I96U 

Dominican Republic 

Cuban Affairs 

196‘» 

Puerto Rico 

Cuban Affairs 

1961« 

Dominican Republic 

Cuban Affairs 

196!) 

Miami , Florida 


Oot 1967 

Venezuela 

Work 

Got 1967 

Miami, Florida 


Oot 1967 

Venezuela 

Work 

1968 

Miami , Florida 

Tourist 

1969 

Hi ami , Florida 

Tourist 

Mar 1970 

JiJiani, Florida 

Reentry Permit 

19T0 

Trinidad, Tobago 

Revolution — ^business 

Jun 1970 

Bogota 

Business 

1970 

Bogota 

Business 

May 1971 

Aruba 

Business 

A|>ril 1971 

Lima, Peru 

Business 

April 1971 

Argentina 

Business 

April 1971 

Brazil 

Business 

Oot 1971 

Portugal 

Business 

Oct 1971 

Rome 

Business 

:fov 1971 

Vienna 

Business 

Hot 1971 

Home 

Business 

Deo 1971 

Miami , Florida 

Business 

Dec 1971 

Puerto Rico 

Tourist 
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RELEASED PER^.L-102-526(JFK ACT)^ 
NASA PAT E ' 


Reptotfuced at the National A;diives 




FEDERAL BUREAU OF INVESTIGATION 


la R^fy, Pkdxse Refer to . 
FUeko, 


SE^El] 


Miami, Florida 

;4p5:828p- gi/^ No.oBJEcnoiJ# 

:i-'-:- f..fl|0LA88lf:iCATION AWO/OR, 
fe,: si^lLiASE Of CIA INFORMATION , 

IN THIS DOCUMENT, 




AM TMFosaSrfff p'oiiiijtim 
HESBIH '.J UMMA5:SJ,BXEb' ' 
E:;i;z?r Whj^Viiobb ' 

OIllERmsgA \ 


JJE: CUBAN REPRESENTATION IN EXILE (RECE) ; ] 

internal security - cuba; ! 

mrhj neutrality MATTERS. a 7 i 

icm DECLASSIFIED BY A^ML^yRM^ ;, 

' ' M* ■ ■ .. . DJI 

MM T-1, another Government afeen6y*wt(ibW^coiSSucts S 

intelligence investigations, on June 17, 1965, advised in- ^ 

' formation had been received from a Cuban refugee with con- ^ 

tacts among Cuban exile activists, and this refugee's previous 
reporting has proved to be fairlv reliable; The information 
from this source is as follows 

On June 11, 1965, a Cuban exile, proficient in de- 
•molitipn and the use of explosives, gave instructions in 
'these subjects to three Cubans about to be infiltrated into 
Havana, Culia, under auspices of the Cuban Representation 
in llxil'e ' 

In Connection* with this instruction; Joree Mas 
■ Canos a . an official of/ RECE, residing in Miami, proposed 
to the demolition expert that he travel to Spain , M exico. ^ Inl- 
and other Latin American countries at RECE's expense and " — 
place bombs in Communist. installations such as embassies 
and -information service libraries. Mas said that in May, 

1965, one of RECE's agents had placed a bomb in the Soviet 
• ' Library in Mexico City, which bomb exploded and caused a . . • * 

furor. On this agent's return. to Miami, he was not bothered /W» 
by U. S. authorities, although his activities were common 




©ROUP I'TK 

Ew p lu dod ' fiTo nf^ggtomgt ic 



/Se.. 

Z ‘ 


■S^TaIVS^^SE' 

‘ CI./.53ieiSATlOS 


*^tec;ifcassi£-ic*t;ion, . -7 / 
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CUBAN REPRgsiarti'ATION ttf 





rn'ortth's '.before went to Polk aiid r¥ 

othor JURE nembei^e , built a Military' trailing camp' btt'-’ 
property belonging to Mr. Weir WlliiaMs. After that ” 'S 
nllltary training courses in guerrilla warfare were given, 
and three groups -of eight men each were trained. He ek4 
plained the purpose of the training was fdr guerrilla war- 
fare in Cuba, an<tl they planned to be in Cuba by May 20. 

1964, but the plan failed, ’ 

Posada continued that ho had not been told 
they had the support of the U. S. Government, but they 
did believe they had U. S. Government tolerance by the 
very fact they had not been bothered by anyone wl^Lle 


they conducted their military traini^-activi 


lini^-act 
P; Willia: 


■*'. ih’'' S 


On June 25, 1965, Weir Pj Williams stated that 
she had not been contacted by the U. S, Government to 
'allow these Cubans to use his property, but was led to 
believe -it was in accord with the Government's desire. 

He said that the uniforms , boots and equipment appeared 
to be U. S. Government issue, and on one occasion the 
Sheriff of Polk County, Florida, told Williams he had 
checked with the Federal Government and verified it was 
operating with U. S. Government approval. f 


This document contains neither recommendations nor conclu- 
sions of the FBI. It is the property of the FBI and is 
loaned to your agency; it and its contents are not to be 
distributed outside your agency. 
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Reproduced at the NaSonal Aichtves 



UNITi^x) STATES DEPARTMENT OF „OSTICE 
FEDERAL BUREAU OF INVESTIGATION 




la Repiyt Bi^er to" 

mNo. 










JKi iSTom/iow cdmisa 

f drk^SssI 


RE: 


Miami, 

Bay ' ^(itt 

flsSiSilistl t”» 


ROBERTO AEEjOS AKZWs 
LOIS SIERRA ' 
NEUTRAIITr MAMRS 
INTERMAE SEOORITT - QBATEMAIA 



It Is noted that ROBERTfl^AEEJO^AHZH, 

,180 Palm Drive, Palm Island, Miami Beaoji, Elorlda, ^-j 
Is a wealthy Guatemalan national and has been oCUjOiJr-^'] -3 

conspiring to overthrow the Oovernment of Guatemala. 'S 


On May 6, 1965, 
B.' S. Customs Agent, Ml^ 
following Information:-, 

' .. 0 . 


Mr. ALLEH S. YARBOROUGH, 
gipBlda, furnished the 

U j M itjii/intfriinci tilwemt 

^ DeiCff&iFieti pejt. 

LUIS SIERRA LOPEZ, a CUbaiT exile associated A.t.,. ^ 
with AIEJ0S',"waS'”&m'STSa'’‘6r'ftScTm authorities in 
Tapachula, Mexico, on April 29, 1965. ■ SIERRA was //•'Py'V / 
subsequently released and arrived In Miami. yiprJ da. / 

on May 2, 1965, vdiere he was met by ALEJOS and LI 


wee »«**%.* v ncao sue w wjf AXiUVVU CMAW JJUJLa^ . 

^POSADA, another Cuban exile associated with AiSTOS'iJSMjfi^ft'V 

a ^^S^of a series of conferences \ ^ 

held by Mr. YARBOROUGH with SIERRA and POSADA and 
other exiles associated with ALEJOS, the following 
munitions were surrendered to U. S. Custom? agents 
on May 4, 1965: 

1 .30 cal. machine gun, M-1919A4 

-v"- 1 .30 cal. machine gun, M-1919A4,, 

■1 Browning Automatic Rifle 
1 Flame Thrower w/tanks and- gun 
' 1 Portable Flame Thrower Gun,- No. M-2A1 



g BQRB g. ( // 
ag oHp 1. ~ 

i RSSSatd t¥ e m tta e o w at lc 
dee ' las s TOteatlO B-.^'y' ■ - - . 

^ / Stte), 

ilNCLO-lTfl / ' ■■ 
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RE: ROBERT AEEJOS ARZU; 
LUIS SIERRA LOPEZ 


1 Carbine .30 cal. M-1 short stock,, without trigger 
1 Carbine .30 oal. M-1 short strode mechanisms 

3 Carbines .30 oal. M-1, long stock (no, serial Nos.) 

1 Carbine .30 cal. M-1 long stock, Serial No. a888 
1 .30 oal. barrel (packed) 

1 Thompson '.45 oal. submachine gun, 1928 model 
1 Pistol, .45 oal. Colt automatic 

10 .45 cal. M-3 Grease guns ^ 

1 Rocket Launcher, 3.5", M-20 (Bazooka) 

2 Mortar, 60 MM, M-5, tripod, base plate, barrel I 

1 Electric blasting machine, U. S. Army 10 cap. / 

2 Mount; tripod, .30 cal. M-2 / 

2 Mount, bipod, .30 cal. M-2 / 

15 Garand Rifles, M-1 j 

Ammunition ■ I 

1500 rounds M-2 30. 06 ball linked armor piercing I 
3240 rounds M-2 30.06 ball 
700 rounds carbine .30 f-al. ball 
100 rounds pistol, .38 cal. (ball) 

400 rounds .45 oal. (ball) 

100 rounds .50 oal. (ball) 

5 rounds 12 gauge shotgun shells 
3 Flares, Marine 
1 Ammunition belt for 3AR 
11 Bandaleers - empty 
43 Clips - BAR 

108 Clips - .45 cal. M-3 Grease gun 

1 Clip (round) - .45 cal. Thompson, 1928 
Model submachine gun 


2 . 
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RE: 


SEC^T 


ROBERT ALEJOS ARZBj 
LUIS SIERRA LOPEZ 

' ■ -M ‘ • 






a6 Clips - .45 oal. pistol ■ 

28 Grenade adapters, H-1 Oarand rifle 
1 Pistol holster; .’45 cal; Colt 

1 Pistol holster, .38 Cal. ' • 

5 Trigger Mechanisms, .30 cal. M-2 Carbine 

conversion 
24 Pistol Belts 

6 Cartridge Belts 

32 Blocks C-4 (2i lbs. each) 80 lbs. 

12 Blocks C-3 (2t lbs. each) 28 lbs. 

24 Blocks TNT (1 lb. each) 24 lbs. 

8 Blocks Plnollte (1 lb. each) 8 lbs. 

2 cans Napalm (3 gal. each) 6 gals. 

16 rockets Bazooka (3.5 Inch dla. H.E.) 

44 sticks Dynamite (Military) 1 - lb. each 44 lbs. 
46 rounds 57 MM Mortar Shells 
51 M-21 Hand Grenades (fragmentation) 

3 Tear gas Grenades 
6 Rifle Grenades 

5 rolls Orange-wax fuse clover brand - Total of 

170 feet 

20 each Fuse lighters 
2 each Heavy duty primers (1 lb. each) 

1 bo:4 Fuse Lighter Primers (100 each) 

53 Blasting caps 

1 roll Detonating wire - approx. 1/4 mile 


1 Ammucjltton Bag, M-1 Garand Rifle 
1 Satchel, tool bag 
7 Gun Slings 

IVal-Pac suitcase for clothes 



SEC^T . 
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SEc|^ 


RQBai 'AIEJ05 ARZtr;- 

iiuis:$twi^^p^z 





RB: 


26 Parrs Cove??a3lB - A^rWopo^ type 

1 Poncho 

40 Suspenders, web, for berrying field packs 
1 12 gauge Winchester semi-auto, shotgun 

Mr. YARBOROUGH said that as a result of Investi- 
gation, Interviews, and intelligence information, it was 
ascertSlned that:..the following individuals have been in 
some way involved in ilEEjoS' conspiracy: 



LOIS SIERRA LOPEZ 
LUIS POSADA CARRILES 



iII6T 

^•UTOS 

i'reuEg 

:ER0 


:IER) 

WSTAHCE^ALAU 
HGUEZ 


LEZ 

MRRO 



4, 

I 
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^Lvni. I 



rtDEiuwREAii OR Mvomnon 

CDMMilWCATlQN^^ECIiflN 


ti|M4-'sysei:WF.-a. aoMSi-Ha-oj' cisaba aiRLisEf p^B_.y£A» b^b^s, 

„ .rsrcvCT )?■*«?» BY «ISAHA 


V: , :cfS:g! ^^'AB53 c-B aircraft Uaseb by .c»ana 

f;0«;4R' CAWAB-A .' CSaSHEP -Is'XHX CARIBBEAK SKA OFF THE COASI OF . 
mssios at ABDIST JIA5 EM OK OCIOSER S» jS76>' GHOETLY AFTER 
TAKEO^,;FRO« SEAVEa AIKPOAI, BaR 5,ADOS. E» f^lUTE TO- HAVAKA* C(^ 
VI^=K;I|GS10B, jAtWA. ® SLSyiVORS REPORT^. AMO m/ THE 78 PER- 

JOBS- aSQARO IKE- EUAKE. . .. .1 , , 

ASERICaM'^SBASSY, BRIDOSTfcW, DAR0;OOS, PIUOT,,. 


s»Te,^. 


^SJg;E:saosioYr-' AiRroRi 0Fhcm;Ar4^ | 

‘ 


.,Ea^fiR.{tt»-,-l9I'1.» fiS'F^REOW?! , . ,, ,v -.V /<..( ■.■/ . >•, ■, /'.,.. 

N-tOAD- A® •TOSAfiO POl 'iCE ARE .fU) XlSj TWO , VESEI .liEWAS . 

;s, ■■''^- ■■ ^ •■ ■ . ,■•■ . ■ ■'• 

MH^Aret-Wt _ __ ,;.. ..... U^: 
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W/^f^H^^OCtOBES 6 CBF &flR3;>'D0S, TuO SUSPECTS JaRE j 

....v"srl.' afts£ uftEswz garcm - holder of ysirazuELAS Passport 

m?ir IS THE pr./?raATEa vi %hz ?ass^- 

fC'Rf. 15 .H« 8 @S>^ JSSUSSyON. I?!;, CARACAS, BQRS': -., 

DE^If^S^-tSSO IS CARACAS, HO^pS VEREZxilLjftS © '■/"' . - . .,■■ 

I ■ 

FREttOY <H!}TyF£DF.RIG 0 ) U; 00 ' « HOIDCR OF' VESE^ • .' 

*v‘S,5si,” -,..Jk..<,--j* V -/ ■■■.‘■•: .■'•'• -■ .- f ■ ' ••.■.. - ' ' “ - ■ '•■.■ - ‘ ' “ ' Fi-- ' • ■' -'- 

fORt '03^343 (THIS ISTM PERFERaTEO. HUi©ER-4«Uf®S!? SRITTEfF WlfiS. - 


msSiPofif IS 2 j>3,{t5i)V,;issu® jt3,jf„.6. J976 ,Jxs Caracas, sisqu,. V' , 

DCRH PCrOBER p, OaVE EESKTEHCE AS CaSaCaS A® O.QOIiPATT08 , 

AS JO'WRAUCT. '^OtSS ib i» '2')£3(35t, ( carries b'FfiCJMi '' '•■ ^ 


JtJLy/ isT.s, THIS GAVE PERMAHEp aodreos iiRpASsfyi-jjilgftK ' ' 

•g^ifvC^ftCAe* ■ > ■ . . . , v'-.- ’ ■ ■ •'■ ■ 

.- ■ .' ' ■.•■.•■■'-:. .■•,■ 'vy-r . .. J '• /•:•. 







'fTy ' ■' '■' ' 
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.'■ •--* 


'-"‘■'S"* ' ■■ -'■'■■ ' - . ■ , . . i , ' 

EY*,(i!P 61, VAt^MCrAj- VE«B2'!'ia.A» KfiD CHfrCKgB-.Ifil.O HOTni,*-;',- 

'•'* «V!:i)EZiill.f.KS COTC!® Oirr.OF-ffil-IDAy^IBft <i;S0t>T 0S90 OCTOBER 6 ,', 

v^m LumiAsr fitiss vere seen at nmcs ajkporT|. boaRS® e»ASA- aisHt,',.;- 

«' jjtsc ocrc®£R.''6 to baRBabos, ■ i 

' TlfiXURN® 'H56p!'&kR3A80S-I0 TRJSIDaB ON IsaHE BaV OH BwlA afcHT • ': 
AT'£l53'Ai0 OfiiCK® INTO BOBJOrV iKS fit 2S0i S-ITRBljf SUITCASES.' 
■RgeiWsflTloif til EARS OF SUSXaVO GaRCIA,. RESffiESCE SCGOTa, COUOMSIA, 

THEY tUAISEi) tufe sell cases «AC SEEM SICUES, ptff THEY HaVS BaBE HO . . 

AiRLiNtj OR BARBAOOS pR' ■ . 

TKINIDAB FOtlCE. ; ^ 

• ■ “aMO® BOOtfeNlS IN flAtOS OF R3UICE IS feOAnSIHO PaSS W E* 

SE'ALY 'FOR SI?Ta<£Hr BW'IA" 5t ®Jrf, ' POLICE CHUokIKS THIS CUT. THIS - ’ ■ ■ 


THEY'BELIEVE COULD 3E TRINIDAD aCCOBPLICE, 








/tfoiUtrf 




Hi 
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mcr. petr,— o/iri i ji i ii — fi- E-6 ' .r: 

"FftOK liJ P0!:Sr:K£I0!5 OF LigC aFFaF-ECTLY FKOM aOOSKSS SOCK t/XTH 
iEHEU "F" Cli t! CXTFfl FCUOvS'fiJ FfISASSY Af,£!?ICA« SS-ir. i n-J37i 
JOSEPH lEO 53iSH« \ 

nniKBAD AiS TOBAGO FOLICE aRS FISG'Ri^Ilv'IIMa OCIH SUSPECTS 
fc‘!D COFVlw.! all BOCL'fiESTS IR THEIR iYIESESSiCjU 

.-THIUIDAD a!€' TOFASO KILICE KEoULST UEGEWLV aKY XBFCPKATISS 
CF THESE PnnsfiHS, PARTICiLa'SLY sky CRIMIW/d. JfiECORSSf RO OBJECT 10 K 
ID LELATf COMACnSU LOCAL FOL ICS/ 0201, SIXTY SERVICES. POLICE RERUEST 
AT LEAtt I5TESIM REILY .SEFCiiE JTSSS LOCAL Tliit. ftEftSE 3E«D REPLY 
^filACT irSHEDIATE, ! 

"PCLICE VCllO LIl® TO KfflW IF AKTOKE ■ Fj(pi1 LESaTI OFFICE FLaHS 
TO C0«£ TO TRIKIPAl) fiW THIS CASE, CS KOU YO!;? WOULD LIKE ID FF.CEiVE 
COPIES OF FIH8SH?iiI!!rS, ETC." j 



SiD PAGE FCl'fi 


SECRET 




7!f^’ ■ 






■w 




POSAD fl ' 

ACIIVlilESpAliJ.. HE BEJ^mCDtrY>A'ssiSJ%^iM^^^ 

SICaiLY BSFOHS BOSOt WAS AH RE SI ED BY VEKEZ t^-AS^if : ^ 

legat beca® acouaiwh) 'jith josada vKartHe^'^tAtrWlli^lS 

after his RESlSGAtlOH^ POSji^.A' CONIISlSB ij 

TO COkTACI USaT ok RARE OCCASIONS, I'SL'ALLY !i» OBOES TO OBTAIN 
FERSORALIZeO SERVICE 11! aJRKECTIOfi VITH VISA SEeUESIS, I» VIES OF 
LSGO'S E3Fi.0YriEsr BY PCSADa, LSGaT ASSWiES KIS KAHE A® TaEPHOfJE 
NiJfSER SERE FtRKISHED TO LtCO BY. POSAOA. LEG aT^ ESTIMATES HE HAS 
sSEH POSaiA IB PERSON ON PERHAPS TSREE OCCASIONS SIKCE' l9i*^S',!:.THE -' 
WSI TIME BEIKG OH JOKE 10, 1976, !?KEH TOSaO'a VlSltEO UE6AT’(QFmE 

TO xmmnz if fbi had isierest in carlo BDRobai 

OSftFILE es-is), IMFORHED IN THE AFFlRHATlVEf, FOSADf^sks^^^^ 
BffiOORI HA3 HIRED TWO OF HIS OPERATIVES aR ' 

HCME. that INFORRaT ION WAS SlfiSEQUECTLY 
Himilllll^’KO WERE INVOLVED IN THE aRREST ACTION 'ASATi&"i^P$| 
. ■ Ci i B PAOE PITT ^ ■ * ' ’■ ff 


. % pr TV-T-nr- i ■ ■■;: 


'W'S. 
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SECRET 


CM ! "K "0 — Ci "C C n fr ' T ' i 

' PCrADA MCf.E OFI'.:!! fViVE?!!-® TO LSOAT SEl/sTIVES A!® ASSOCIATES 
SECKIne ADVICE KESADDr.'ffi VISAS, THE LftSI OHE OK HIS EWPLOreCS,. 

iersa;! ricahdc tozA.-io, KHo screm a visa rc tsavel to sms juah, 

HiSSTORICO, oh OCl'OBEH 1, lS7€, LEHaT fe'ia; PROVIOS aSDIIIOK/iU IKFO 
DEUaCKiS RCGAimiKO SICACDO IS A S'SCEClCNT jCOnMUJlICAf lOH. 

? - .CN OaOBER 7, 1976, Tii£ CO'ifEEKriAL SClJHCE rLSSTHEK ADVISED IHAT 

m VIES 0? THE ADRESr OF VAZOUS aIIO LiCC Ilj IfIIKJD/)J), THEfi| 

■■I^PrilAS ADRAnOIKO *08 uOlS- FOSnOn. AND; ORE A » 0OSGH aVILA tO 

- *-* 

l,EAI'E(vE!!FZiKl,Aj^ SlOti AS PCSSKUE. THE SOritRCE AiH 8l.!T ADSITTED 
THAT POSAS-A AH3 BOSCH KAD EF^IKEEKED THE SC,'3I!i6 OF THE AiRLIME’, AND 
IS PBOHiSED TO FUIHtSH FlRIHEB DETAILS Of! OCTCaER .S, 1S7S, 

* Tr~-rrTn j'l * m r isr ' i fag f , . fy^^jotsc tf iAHP jA ' i - ?*' 9 SF j^ 



Ifip/mii' AiJn'iN^s^^Ai? ivfT^ CO ^ia ir s ^ ce is 

VEfiEZmXA-'* W) 



Caracas, 


• & 
hS 



FSOH STATEMEATS IT APPEARS lALr-lCST CERTaTK THAT IKE ' ft 

► was FEIVT to the activities of POSADA ADD ' S 
50SCM A!!)- THATCH fSV WILL ATTEMPT TO DISASSOCIATE ITsaF FROM 
THEM FOR FEAR OF RETALIaTICS ST THE ClJlAf! BOVeRHMEKI,-^^ 
sf i ■ ' ; 


/k)(y}i fv TO fiojuy 
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503aisa 


j RELEASED PB^.L-102-526(J^ ACT) 
NAR A DATE Wtr 




I- 0231052/ NOV TteFH EjlAMl/Ca-ifiS) CPJ 

10 DiSECT lH PBIORIIT 7 .. / / /■ 


mHii " 

FOftEidH DIStolSI/|TIOS 

UESIBS; BOIKIKG OF CUBA!!A AIHLIMES DC-S BEAR BAiSASQS, MESf 
iroiES,. OCTOBER S, 1076, BEUTRALIIY SATrSHa- CUBA .-.WSSt 


Reproduced al the National Archiv 


B ’j 

j 

‘ 


1 f iTilCHi-.' \ . . . i 

J 'J rlt'pKimv Vv *" ' 
I iUi-cecni' .<■<• V I 


OH NOVEMBER 1, 1976, A COKFIDEBtlAL SOUHSE !«& HAS FkfR.aiSi®a 
reliable INFURMATIOM in the past advised that oh OeTQSER a5«aA» ■ 
IS7S, RICARDO MORALES NAVAHRETE, COBISARIO IS CHASSK OF SSWTOIji ‘ 
D54, a COUNIERIMTELLIQENCE SECTlOfl OF DISIP tlffiSt22USU« 
IKTELLIGEKCE SERVICE), FURNISHED THE FOJ.UJ WINS INFOSMATIOa 
TO. SOURCE.* ■ f- I ' ] 

. SOME PLANS regarding THE BOMBING OF A CUBAN A AIRUBES 
airplane were discussed at the bah IB THE ANaUCO KILTOB KOtSL — 
IB CARACAS, VENEZUELA, AT WHICH MEETING FRANK CASTW), .. ^ ' 
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SBLBASED P^X-102-526(]Jg. ACT)_ 
NARA DATB_ 


Reproduced ^ die Mdtinta! Ardiive; 



" vi > ' I v%? ' 1 

PAQE TWQ. -Wa O i'i lCP l i !■ ' T r ;:':^*. :;=., .■'. 

GU,STAVO CASTILLO, LUIS POSADA CARRILES AND MORALES NAVARRETE 
I'eAE- present. ■ THIS MEETING TOOK PLACE SOMETIME BEFORE THE 
fiOilBING OF THE CUBANA AIRLINES DC-3 NEAR BARBADOS OH OCTOBER 6, 

yy frank CASTRO IS A LEADER OF CORU, THE ANTI-CASTRO . . , 

T.fo’BQRlST^QROAWEAIItlN WHICH HAS TAKEN' CREDIT FOR SEVERAL 
B!Q!JBr«GS.i''' ,Gl||jAVO ' CASTILLO- IS ONE OF THREE PERSONS INWSLVED . ^ 

In" THE ATTEMPTED KIDNAPING OF THE CUBAN CONSUL IN MERIDA 
:YUCATAN ON JULY 23, IS7'6, AT WHICH TIME THE CONSUL’S BODYGUARD ^ 

WAS SLAIN,. ORESTES RUIZ KERNANUEZ AND CASPAR JIMENEZ' WERE 
apprehended B.Y MEXICAr AUIHpRITIES BUI CASTILLO; E.VADED CAP TORE.''--’: 

L-UIS POSADA- CAHRILp HAS BEEN -.ARREST^ BY ^VENEZUELAN AUWRn^S ' _ ^ 

IN CONNECTION- WITH THE CUBANA AIRLINES OC-S B’^ING,,-..- '..-V .'.C.Vyy, -j 

■ MORALES, NAVARRETE lOp ,IHE SOURCE THAT ANOTHER MEETING 
TO plan THE .BOMBiNQ OF A CUBANA AIRLINER TOOK PLACE IN'.THE ^ 
apartment- OF 'MORALES NAVARRETE IN THE ANUCO HILTON, THIS ' ■ y '-••'y 

MEETING WAS ALSO, PRIOR TO THE BOMBING OF THECUBaNA AIRLINER ON 





■'i'y 


- 3 ^: 
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REll^^D PBRPi-102-526(ffK ACT) ' 

NARA_s^3 ^ : dat e •m m . 


Reproducai at tie Nafonal Arshives 


,t*AeE THREE f iM z = nes 3"C ip j f 

fosADA CARHILES AND FRaHK cfeTRO. 'ACcbMIfiQ''fb HOftALES ’ 
HAVASRET|j AT THIS MEETING THERE WAS SOME OlGAfeREEMENT AS 
TO WHO WUUEO lAltE PART IN THE VARIOUS PHASES OF THE OPERATION, 
ANO WHO WOULD CUii’l CREDIT FOR THE BOMBING. FRANK CASTRO 
^Spo '-THE FLNC { NATIONAL LIBERATION FRONT OF CUBA) WOULD TAKE/ 


• THE FLNC is an anti- CASTRO TERRORIST ORGANIZATION WHICH 
-Mas TAKEN CREDIT FO^SS-VtSAL bombings,: „ ^ 

.. Morales -NAVaRSETE said that. AFTER THIS MEETING HE HAD ...-V 

nothing ..more to do Wim IHIS'TttTTEH. HE ADDED. IHAl'AFtER THE >'CA|.ANir' rj| 
AiRLIHE^^Oi^BXHG'-ONs'OCTOaa 6, l'97S, FRANK. CASXfiO.'Oji) NOT 

THE .FlNC to claim CRSDIT as HE WAS afraid of reprisals By^XHE'^'^' ■ • " I 

CUBAN govermnent- - ^ 

. MOSA'l PC MAtFAOOPTP 'CATn *ru •*»!»-* ‘ 1 _• I ..Sirt ■ • . *J 




GO-VERNOaVI AaE..IN.Wi):5^>;:iN.iTHI»iAiaPLANEyBO(BINe>V-^ND^^ 
?pSA|^A ; hHHlUB&^.UlKS^' .THE« MORALES NAVARRETS Am 

'' ■4'’“' 

>' '■ .v'^ •4'’ wF 




<?7iCw »:aK- 

«^A ■^<1 * V/ 


^ y)- !> VI L- \ 

.-V-v-r,- 

• - ,*■- •=.■ v^-^v r-i. 

(j, f 'i 
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RELBASJBU t'ilKi'.wui-DiDVjriR 
NARA DATE 




!»,.„ . FO llV iiM -£' ■ i 6 ! > £ L C - )^ I • • , '. ' 7 ' ' '' 'V ’■’'; 7 

'ffe^'^WtellEl.'AN 'SOVERNt'lEar «LL-”GO fiOWH THE TUBE". HE SfllO W^t 

-'X ‘■■■"' ' ' * '■ ■•• 

IF PEOPLE STAHI TALKING "NE'LL HAVE OUR OWN WATERGATE". 

'**« l'id'iiALt:s‘''»AVARRE-IE SAID THAT AFTER THE CUBANA' AIRLINER 
CRASR> HERNAN RICARDO LOZANO TELEPHONED ORLANDO BOSCH FROM 
;.TB- MID AO -STATING " 'A -BUS WITH 73 DOGS WENT OFF A CLIFF AND. 
'AliL'-Gai KILLED". BOSCH, ■ KNOWING- THAI MANY PHONE CALLS ARE 

'"^fpED'lyiME Venezuelan goverkmehi, pretended he did not knqw 

■vlfAT HERNAN- RICARDO LOZANO WAS TALKING ABOUT. ' 

SOURCE said that IN a conversation with ORLaNRO GARQIA ' ^ 

te-SaUEZ, MINISTER COUNSELLOR ON SECURITY MATTERS TO VENEZUSytK 
'.president CARLOS ANDRES PEREZ, GARCIA VASQUEZ TOLD SOURCE tMAt • . 
shortly after TliE CUBANA CRASH, GRACIA VASQUEZ TALKED TO OASkOil 
F-A3RI, THE BOMB EXPERT FOR DISIP. GARCIA VASQUEZ TOLD FaBRI 
THAT HE WOULD HAVE TO TESTIFY AT ANY TRIAL IN^THIS MATTER - 
, {?i;GAaDI«G BOMBS AND THEIlf COtlPONENlS. ACCORDING TO GARCIA . ’ 

, vksauEZ, FABRI BECAME VERY NERVOUS AND GARCIA VASQUEZ lOkS ' • L 
SOURCE HE BELIEVES THAT FABRI EITHER MADE THE BOMB FOR THlt 
CUBANA -BOMBING,' INSTRUCTED PERSONS ON HOW TO MAKE. II , OR At - 
■LSASI' Mlf‘ PRIOR knowledge of the bombing. • 
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' Inar a 


_r / aT. ..'*’v" 






BARCIA VASQUEZ MEClXrOBED THAT THE BOtffi OS THE CUBAHA 
sAIRLI.^ER was activated by a "UPlCERO” <T 1 M£ PESClL). 

- , SOURCE said that HE ALSO CoS VERSED WITH A tCffiER OF THE . 

■ 'VENKZUELAS PUUICIA TECSICA JUDICIAL TJU&ICIAL TECHNICAL POLICE) 
C> 1 J> - IM CARACAS. THIS HEilBER, WHOSE SAME SOURCE DOES HOT 

.’r^OALL? rut who has a POLISH- same, said that after the CUBAHA 

AiRLlNEH ' crashed, THE' PTJ . KHEW WHO WAS IKUOLVED AHD THEREFORE 
^ ^;ANIED to handle the IHUESTIGATIONi, HOWEUER,TH£ Pl'j WAS 
DEBIEO THE IHVESTIGATION AHD, OISIP TOOK OVER THE BAXTER "TO , . - 
COVER IT UP "1 THIS PTJ ME®ER ALSO TOLD SOURCE THAT. IF CARlflS 
FABRIOID HOT MAKE THE BOilB, TH^ HE AT .LEAST HAD PRIOR 
KHOWLSDOE of THE.MATTEH. , • • ■ • .. •/; :r-,, 

■ SOURCE SAID that FABRI AHD POSADA CAHILLES ARE GOOD FRIEHDS 
AND THAT -FABRI and POSADA had ACTUALLY BEEN ARRESTED A, COUPLE. 
OF YEARS AGO BY. VSHEZUELAH AUTHORITIES AFTER IT WAS' LEARHED ' • _ 
THEY fOaVIDED false DOCUMENTATION AND EXPLOSIVES TO DR. ORLANDO 
BQSCH AVILA IN VENEZUELA AT THAT TIME. 










: 'yltVj --V* -'-‘F-.v.a: 

t-. ' . V ■*. -i 

■■ ■: -i '-'T •» t y 
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liV - _ 

PAOE six W 2-4^8 ^ 


NAR A ^T~: . 


DATE 



'is DRV OHUANDU BOSCH A.^IL'A is a FUGIVE^FROM THE U.S,, EEADER - 
^.F>.,CPRU,..A«D IS ItJ custody, I H VENEZUELA IN CONNECTION WITH THIS 

■i5'j§^A,NA' AIRLI-NES/BOWBING. ■ •■ • ■ ■ ■• ■•, 

■"mOSAUs' NA.VAR^ told SOURCE THAT ORLANDO BOSCH SAID THAT- .; 
,(S'l!ILLEft|u':NUVO:VISITED CHILE IN EARLY 1975 AT WHICH TIME HE , ’ 
VTSITEdVbOSCH. during THtS; PERIOD, .GUILLERMO NOVO- MAKE CONTACT ' 
y^T^TK-' AN ULTkA-R^^ ORGANIZATION KNOWN AS .fRATHiA- Y LI.3ERTAD” 

CFATHERLAWD' AND.- LIBERTY). -BOSCH SAID THAT ORLANDO UTELIER'S - 
0:fcATH WAS THE RESULT OF AN AGREEMENT BETWEEN GILLERMO NOVO . ' 
AM) THE "PATRIA Y LIBERTAD" , ORGANIZATIOnI' MORALES ?JaVARRETE -SAID 
that SOME MEfBEHS OF "P ATRIA Y LIBERTAD" ARE ALSO,.MEtffi,ERS OF ' , . 

”D iNA”, A CHILEAN INTELLIGENCE SERVICE* ■ SOURCE WAS UNABLE .TO-^ 

LEARN FURTHER INFORMATION REGARDING THIS MATlp,- ■ y- 'Z 

morales navarrete also told SOURCE THAT . Gustavo CASTILLO' . 
and MEi©ERS OF HIS GROUP *ARE RESPONSIBLE FOR THE FOLLOWING ^ ' ' 
BOMBINGS IN THE MIAMI, FLORIDA. AREA: BOMBING OF THE DOMINICAN ; . 
CONSULATE ON OCTOBER 6, 1975, BOMBING OF THE DOMINICAN AIRLINES 
ticket OFFICE OS OCTOBER 20^ 197.5s BOMBINGS AT THE. B.ROyfARD CRUSTY 

■ .... -“AMr.- ATTH'MOTcn.'nfi.vmtMrj: fllT 'A ■.. . 
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NAR A ^j- DA TO W6r 


II^E $fm ~M h g - AG9;::g:f|;| ^ fr£ 

?^f^^/vtf-;A^14»Ea AT MIAMI I«IES»ATIU«AL AlaPC^ ON ' ' . ' ^ ‘ 
>^ttEMBER -27,"’i975. "AfcCffSbitlG '^0 MOskES MAVARR^tE,' THE ' 
bHG'ANIZAIlOM "YOUTH OF THE STAR", WHICH CLAIMED CREDIT FOR 
-TSsSE BOMaiNGSi IS COMPOSED OF GUSTAVO CASTILLO, CASPAR JIMEHEZ, . 
:0BESTES -KUIZ HERHANDEZ, pUHEY ‘PEREZ ALAMO AND RACIEL.ROORTGUEE ■ 
'SbilZALEZ; WHO IS THE YOUNGER. BROTHER OF REINOL„ROpa‘jd'uaZ, F^MB^ 
:|||p,EB;.tfH6 HESJUES IN .'.sk' JUAN, PUERTO RICO. tHIS GROUP IS , 

klNERALLY INDEPENDENT.'eVEN THOUGH MEMBERS WILL ACCOMPLISH ■' ■ 

ffeaRORlST ACTS. FOR THE%NC OH OTHER CUBAN TERRORIST GROUPS,' 

: , "source advised that, on OCTOBER' 27, 197S,. THE VENEZUELAN'" 
GOVERNPST . Issued SOME .TYP'E .bF.'NEWS RELEASE stating- THAT JrfgRg TS. 
;N0 RICARDO MORALES' NAVAftRETE INtvp-ISP.' SINCE THAT TIME, .SO'UR^jEl ??: 
HAS TELEPHONED NAVARRETE TO HIS OFFICE AND TO HIS APARTMENT* ' ■ ' 

AX THE ANAUCO HILTON IN- CARACAS. PERSONS ANj^ilEHING -THE PHUHE-- 
SJATE-.XHAT THEY KNO.W OF NO RICARDO MORALES NAVARR^E NOR DO T" T'" 
THSYvKNOtf'OF COMISARIO' NOISES C A CODE NAME FOR MORALES 'HaVaRRETE), 
SOURCE said -THAI MZIRALES NAVARRETE TELEPHONED HIS GIRL FRlENO •„ 

IB MIAMI-, FLORIDA, TELLING HER NOT TO PHONE HIM AS "HE DOES NOT' .. 




j fVaS ^ v'- *^A*‘*^ ** ' 
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KAR A .^ £:-_DATB_5g/C 


'^ WORALEii NAVARRETE 'SAID HE WOULD TELEPHONE HER INSTEAD. 

&'’5' 

;*'||OST OFrTHE ABOVE INFURilATIOH WAS TOLD IN STRICT CONFIDENCE 
iflp SOURCE, A® OIVULGENCE OF THIS INFORMATION WOULD IMtCDIATELV • ■ 
rPIi'iPOI NT, THE SOURCE WHO REQUESTED THAT THIS INFORMATION MOT BE'.', . .. 
|p;i:VULGSQ '.OUXSIO£. THE U. .S,. GOVERNMENT. THEREFORE, NO ACTION 
;f'SKQULfr:BE TAKEN or THE ABOVE INFORMATION WHICH COULD COMPROMISE 

c L'/iJiiiF i ' Err gr<pi ^j>j^L ' ii<' ''' ^iNDBP 


UOll J.LO 0 1 . lliii Jl 

&mi«I;strative; 


WB CrBI I UBi 

SOURCE - IS. RAUL DIAZ, ORa'ANIZED CRIME BUREAU, DADE COUNtY, , 
'PU&Lie" SAFETY DEPARTMENT, WHO- TRAVELED TO VENEZUELA ON OCTOBBr'-.' 
'■£ 2, 1976, IN AN ATTEMPT TO CONVINCE MORALES NAVARRETE.TO V 
TESTIFY. IN THE NOVEFSES 15, 1976 STATE TRIAL ||F ’rOLANDP OTEROr^f * 
FOR NINE BOMBINGS IN MIAMI, INCLUDING THAT Of'tHE MIAMI FBI- OFFICE. 

."v 



/ ,<■ *• • ‘V; "'•■IT'’-' OV*i%sv ^ 

• t “v.‘! ■ '‘ '’VA. - "S >^5 




”1 ‘ F fiMWAS, r...' *: 

t Irt' — :•■ 

-^v ■«■•■■■ , ■' , r* - -.'Vs 


■-"....'F?'! ..-..-.VS 
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i;A--«---, V. - . -. * . NARA, .^1 DATE 



FLORIDA state 


'tffisVMtD- morales NAVARRETE , SAID THAT THE FI 

■■ ;, ;.5-i-a'. i. ‘ . . 

iffORNEY’S ^WFICE SfWULD REQUEST THE ' VESEZUELAR GOUERNMEST,. •’ ' 
T^5UGH*'T‘& U.S. DEPASTHEHT' ‘OF STATE, TO HAVE MORALES SO TESTIFY. 

’■ \ RAUL DIAZ requested THAT HE NOT BE REVEALED AS THE SOURCE 
||^THISasFC3MATION, AHD AS/^SET OUT IS THE DETAILS, THIS , ' ■; 

■^feoRMAT^R Should not be f^vEWD outside the u.s. government. 

?iT'iTS.,NijTEp THAT RAUL-DIAEiTS 'A. FRIEND OF MORALES 'NAVARREXE', ■■ 

'V: v REGARDING 'PATRl A Y LIBERIAD, THE MIAMI OFFICE OPENDED A ;CASE 
W -OCTOBER 3, IS 73, ENTITLED "PATRIA Y LIB.ERTAD, IS-CIBA; - ~ 

AMI : FILE»>ia5 -2 1 7.05 ) (BUFILE 105-258 57 8.) " . , THI%.pASE* W^? ^ 
d-HENED WHEN, AN- informant. oi-llllE MIAMI ' OFFICE' AD. VISED 'THAT.'; , ' ^ 

an. Asil-CAStHO OBQA-HIZATIOR R^A>IED DIRECTOHlO^^^LUClbNARIO.^ 
WAS OiSSpLVED' IN MIAMI., SOME.: OF ITS MEMBERS ATTEMPTED lO ' 
ORGANIZE A NEW GOUP, PATRIA Y LIBERTAD, WHIC1J,< WA?-T0 BE..HEADED,.. . 
BY AEDO, VERA SERAFINi CIJ. IS- NOTED THAT VERA SEHAFIN WAS 
assassinated in San juan,"- Puerto rico on October es, ists). 

THIS CASE WAS. CLOSED IN MARCH, 1975, AS INVESTIGATION REVEALED 

that this opganization was never formed, regarding BofeiNas 


■■ 
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NAR A ^i~'. 


DATE 


I'OT g -' AGO '"p-E (i^rrC 

CU&HUXIvO^BY GUisXaVa ANDOTHERS IN THE MI Am AREA,, 

*Ak^M6ff’rtO‘>?ED BY .lOfiALkS^AVAftfiETE, -THE MTAKr OFFICE ' I'S ' • 
•iCONDUcri-iG IHVEiiVISATION fiEGAROING THIS AMD. THE BUREAU WILL 
'be advised, UMDER aPFROPSIATE case CAPTIOSS. - ' 

'■•i.'^E.'iu TS fiEwUESTED TO FUSHISH ABOVE INFORMAIIOM TO '' 
. LESi'At, . gAHAGAS. ' - ->• -■• 



"tSTT"' ' 


Vi -f 



■ i- ; M-r «■ " ..; v 

;. ' \ ;• '.. >: >* yi :■ \ * •-., 




,V - 's , 

* Wa'-' 












> ' 'O .-• ■ ■■•.•• ■>•• » 

■ ■ '■VC ';■”■,■■'■ ■■■■ 1 







* ^rr fe* 
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Assoc. Dip. . 

Dcp. AD Adat.. 
Dep. AD Jrt._ 
Asst Dir.r 
Adw. SosT. 

Ext, A?Jnir3_j^ 
I*ln, & Pers 
Gen. Iflv. , 

IdppA 
/nW:. _ ■ ^ 
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ij. TO DIRECTOR (105-304^1)' 

■'gSArH JIIAK C2-S5) CMA WASHMGTOH) PVtIORlIY 
.^'NEWARK PRIORITY 
WEB YORK ^ mimnr 


\ 

I 



/=j Wi/(:j^co £. 
syji/) 




; 4 BT 

EX/y^osxi/iA fff/b j:f/C£f/P£ /ymy 

I i's^ • 0&i.fi.a. y'l'ssea ’ 

COORDIWATIOH of UHITEB RFVOLUTIOWARY organizations (CORO), 


y^£!JrGG‘:f.r}fJy»TT^s~ c ue» 1/9^ cyysr/eDt g^y 

qV E T /?«<EA<>s./e£(SiCS7>p/»riS/7'i5iiP7 ' "' _'DiP' 




NEUIRALIIY matters - CUBA, ANTI -CASTRO. 

CORU IS AN ORGANIZATION COMPOSED OF FIVE ANTI -CASTRO 


TERRORIST ORGANIZATIONS HEADED BY OR. ORLANDO ROSCH WHOPS 
^ INCARCERATED IN CARACAS, VENEZUELA. 



ON JANUARY 21, 1977, A CONFIDENTIAt SOU RCE JlHO. KA.S , 

' •. 'FORHISHED RELIABLE INFORMATION IN ADVlsEDTi^' f6lU 

• FRANCISCO E. NUNEZ, CARACAS, \£BEZUELA, CONSIDERED A 
TOP ECHELON MEMBER OF CORU, IS PRESENTLY IN MIA»I,U_J««E-Z*-HASJ 

' ' Lo^ltiV 

6C^ fhitAs>ua «•?•«<? ^ 

.^!^..,^-r , ■ 




#-- 

^;,,w 0-n-i,^aLwJ 


'i\p 


O IJ I A 




SEP 1 - 1977 


/-?.'/■?: 


/os'll*- 


,v3c- — 


,, n>yT----r 

„.5 ! . I . 
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PflOE TWO MM 2-471 S E/fRET 
stated THAI HE IS COOPERATING WITH ORLANDO GARCIA 
VAZQUEZ, CHIEF OR' DISIP IN CARACAS, VENEZUELA. HE CONFIDED 
THAT HE WAS IN MIAMI CARRYING OUT INSTRUCTIONS FOR THE. 
"PEOPLE IN VENEZUELA". (SOURCE CONCLUDED THAT HE MEANT 
GARCIA VAZQUEZ). NUNEZ HAS STATED THAT THE "PEOPLE IN 
VENEZUELA” WANT TW IMMEDIATE MISSIONS CARRIED OUT FROM 
■ MIAMI. ONE SHOULD BE A DRAMATIC MISSION THAT WOULD CAUSE 
MAXIMUM PUBLICITY AND THE OTHER WOULD BE LESS DRAMATIC, 

BUT ENOUGH TO. KEEP THE PUBLICITY GOING . THE DRAMATI^C 
/’mission SHOUW be a NAVAL OPERATION AGAINST CUBAN SHIPPING 
1 enterprises; which SHOULD RESULT IN A MAXIMUM NUMBER 
OF CUBAN NATIONALS KILLED. THE LESS DRAMATIC ACTION SHOULD 
BE A BOMBING OF A CONSULATE, EI®ASSY, OR THE LIKE OF ANY 
COUNTRY HAVING RELATIONS WITH CUBA. THE LATTER SHOULD CAUSE 
NO INJURIES. NUNEZ ADVISED THAT THE MISSIONS WOULD TAKE 
AWAY THE "PRESSURE" FROM ORLANDO BOSCH AND SPECIFICALLY 
FROM THE REPUBLIC OF VENEZUELA. THE VENEZUELANS WERE 
INTERESTED IN PROSECUTING LUIS POSADA CARRILES TO THE 
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igrfj’til-f.- 




::. DISIP CHIEF IN CARACAS, VESEZOEtAi NUNEZ. COHFl BED '.THAT JE 7 •; .. ' , 

.'j '.i,-i:'’ '.■•■■■ .- ■•.'■xw> ---•-.. -i-A •'.-. 

.; , ■ WAS-;.! s'. MIAMI . iCAHRXlNS* OUT INSTOUCTIONS , E(|R, ^THf '"F^p.ELEvINf- r'.'.--^;^^' .• ■ ..; 

■ 1. .• 'w^0tLk^y'- <i^(^' pdsJc^iklJr^T 

;■- '' VAZaiiEZ), and’ iV R.kfuRS'FbR^'THESE ACTS HE WASyapllB'.fp.f • ■ ' .■ ■ 
..: :- * BEBOVE 'MlMSE.tF. 'RiOM ANY .FURT^R AHTI ^AStRO\A?!bTi . 

■' itw M*««k 4iK> ' 0TVPU*p •i'aA Mifrtl#* MriMI?V.'*'A*l’rilfA.1\V. » « • Arif^TTTAH liiErt '7. *.•• . 


i<K’X'- ', »UNEZ.|iPBBBBBjHAJ- THE> '“PEOPLE-. l.»;..yENJZ®^ -. 

‘‘ •• WANT TWO IMMEftrATE*M!SS-!pNSSi1^M.:HIAM!. OHE-SHpp.^WBE^hY--.-: ■; , 

^ AS O'RAMAtlCVBUT-THAT PbBLiciT^\b:piNa'i|(||||H|BI....- 

y/:-" ■•" -W "' ’ '- •'" - ' 


i," ■' ' -;'■: -• .’ 1?;“' ' •'‘H T ^ 


‘♦V- 
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R^ATIOHS WITH XlfflA'i . NUMEJ. WENT vdN.;TQ. SAY. THAT-EOHDE-vWl® ;::.' ■. 

i.' ■ . ^ .i- . i-- " Mp-*-* -l f 

. 'AyAILABtE AHD THE MISSIONS. SHOULD BEUARRIEDiOUT VERY;-SOg|l» .; 

: IN ADDITION.i NUNEZ HAD' INS.TROCTIONS$TO,.;IMMED.1ATELY.LOCAIM” ’- 

-■> ■■■ • ■■ -'■ -■ . • ■ 
, FRANK CASTRO^^WHOs'COULD .carry OUT THE XESS -DRAMATIC MISSIgp 

.the. Mis§ioii^-'i^(!iui6 tAJEf^!':.-.. 

..I: ■ .v' 

■ away the ■ PRESSURE.^OMr-:DR.S ORlgAHDO BOSCH £ND SREClFIC AllLK ^I?-; - ■,•■ ■’ 

• FROM feNEZuHA...;,;THE %^EZuEL|HS;'WERE^lHflR|STp,i'B 

LJIIS ■POSADA. CA|RILES/Td T)^ AtTOj-THAf DR.^O^^ ^^ l’ ■■ ■;• ’-■ '. 

BOSCH HAY" BE ABLE TO 'EkfRICATE HIMSELF TOoS' PROSE cutlOMf#' ‘ ^ ■ 
•HOMEiCT-, -A'^ERYiSERYooS. PRMiJ©i.-WASi.’MsifjS' .i¥THA'T-fifejp^ *, • 

• . ■ -.' r.!;. :• •• •.. , 

.‘ OF- HERHAN RICARDO' WAS UESTIT.UtE AND.>NO..ON,E HAS'FIHANCIALLYi.. .' 

■ ' • ■'■: . ■' - ■ ■:■ ■.' .-v '.'.v •••'•■• • . 

.■'■■ rtEt'pife HER,!' RlfeARijd wijwllTAH^'YAfc^'N^ , •■■ 

• . *C- • . . • * » ' ‘^■r * • . - '.A ■ • V.’,tS*V X. -.t *• .4 h • • '"v liC-lK-^ib' jV.- 

V <K>>Kik-a s< * at a« • Ba«i ktaB aaaaatataav ««4Pn A hCM V tlVUf!*A4A^ 
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"■•f,IT*r& T!0‘ ‘ Brte/'U - T.M^T^'P tfir' e*t!>fPt'* . •*, 



'’PRiipi.R Tte 


■'BOSCH OR .roi?‘.fHE'BjBfFiT’0F;'TriE. ‘: 'iT:, , . , , . 
■'.' .MINIEZ" ADviskb' AtSO.;THAT' RrCg^T^bmES' HAVARRETE I ’‘ 't;' ’'" 

■ - HAS- BEEN RERLACisJ-iw^I.^l^ By pIASlO JIMENEZ Rpjd-, AKp-rHER .; .■ -• .' . 

■7«t®A»ijxlLE-LyfeNG -iw. Venezuela.- nunez- also. .advised. .that- ^ * ., 

■ . <•••• • ’ '{ . •'- _• - , » . * -- *f 1 •' *. -••*’•« ■ * 

.-. «E HAD DELI VERED. AS .IftWOUKJ O.F MOSEY ^Tp.'SVLA . CUERVO ipWffER^*. - 

• . »: .-. ‘-v. . • '! • V ' 'C'.V-'’**’ **’ 

•file CTAMHAnn coiBm'nr' ctattAm "Vffifmr m* ' pfAei feb otoppt Rir-jiliffT'.- •* a' ”• 


THE BUREAU; IS.' REQUESTED TO a'dViS.E- mERESIED AQEBpJE.S;..;- 

■■■' • • , --■ .'■■ 

.-■■ --..-'I-- ■ .,■• >■- •..■■'j?. -. * • 

■-'• ■ • •.-'.f-.r ’ ‘ 

"''y.’f .r"...' !i .%.* ‘\>**V** *< V . j ‘ * ■“- * *. • •< 

'■ *. • * ' \ •■'***, 


A ■■■ -* 1 * - 
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PAGE SEWN MM S-471 S E Cp E T 

AND ALSO TO FURNISH THE SOURCE’S FULL DEBRIEFING TO 

LEGATS, CARACAS, MEXICO CITY, AND BUENOS AIRES. 

MIAMI WILL CONTINUE CONTACTS WITH SOURCE FOR ANY "■ 
FlRTKER. DEVELOPMENTS, AND ALL INTERESTED OFFICES WILL BE 
PROMPTLY advised. 

BT . 

It 
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UNITED STATES DEPARTMENT OF JUSTICE 


FEDEHAt BUREAU OF INVESTI CATION jippf 


in Repfy, Pktsaa Rt/er U> 
FUo No . 

2-471 



Hiaaii, Florida 
Aiigust 16, 197S 

■ -e- 0 - M - P" - I-S B 


.■■'V.- -.:- ■! 


beslassistob? Jy bvX 

COORDINACION DB ORGANIZACIONES REVOLUCIONARIAS UNIIIAS 

(COORDINATION OF UNITED REFOtOTIONARY (HIGANI: 

(CORN) 

NEUTRALITY HATTERS - CUBA (ANTI-CASTRO) 




Coordinaclon de Organlzaclones Revoluct 
u. n.iOnldas (Coordination of United Revolutionary Organizations) 

Safe a{CORO) is an anti -Castro terrorist umbrella organization. 

^ tj ilntegrated by 5 anti-Castro groups which united in the 
^ S^Domlnican Republic on June 11;1976; under the leadership o.f 

Hr. ORLANDO BOSCH, The 5 antl-Castro terrorist groups represented 
at the June 11, 1976 meeting were Accion Cubans , Cuban Nationalist 
Movement, Cuban National Liberation Front, Association of the 
Veterans of the Bay of Pigs Brigade 2506 and liie 17th of April 
Movement. , 'sj'T). '■n-.'- 


Accion Cubans is a group headed _ _ 

'‘P^ATCTLA, a Cuba n exile medical doctor previously tried 

and acquitted In Federal Court, ' Miami, on. extortion 

charges, m 1968, he was convicted in a Federal Court 
^//l^for ship bombings and sentenced to 10 years imprisonment 
and paroled in December, 1972. In June, 1974, BOSCH 
" ' admitted having sent package bombs to Cuban FSnbassies 
'in Lima, Peru, Madrid, Spain, Ottawa, Canada, and 
Buenos Aires, Argentina. BOSCH is presently in Jail 
In Caracas. Venezuel a, held in connection with an 
investigatiBBTby tha^'govemment of the October 6, 

1976 bombing of a Cubana Airlines plane wherein 75 
personqf wer^ killec! 

Sources whose identities are 
concealed herein have famished 
reliable information in the past 
except where ot^rwise noted. 

. W 




ALL 

HEREIM IS 

where sho*.S fi 


tlasslf.lei 
Exempt 

3^% 

This documenlf coricalns neither ^ecommenfiaf ions nor 
'conclusions of the FBI. It is the property, of the FJ 
and is loaned to your agency;'' it and its contents pis 
not to he distributed outside, your agency. 

Erasusif 
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^e- e N F - i D E H I T i-a -tr 


The Cuban Nationalist Movement Is a right wing 
organization which claimed credit for acts of violence 
in ttie United States and Canada during the mid-1960s.' 

Cuban National Liberation Front is a Cuban exile 
terrorist organization which was formed on October, 
1973 » when several leaders from different groups 
participated in a sea at'tack against a Government of 
Cuba fishing boat. FLNC has claimed credit for about 
25 acts .of terrorism. 


Associa-tion of the Veterans of -the Bay of Pigs 
Brigade 2506 is comprised of participants in the 
Bay of Pigs invasion of Cuba in 1961. Hie orgairlza-tion 
has approximately 1,500 members, most of whom are in- 
active. 




The 17th of April Movemait is an off-shoot of 
Brigade 2506 which is presen'tly inactive. 

, _ ^ May 5, 1977, MM T-1, who has furnished reliable^. 

informatieS in -liie pa's-y advised as follows: ^ 

There has been a' lot of talk among -the Cuban exiles 
who are associated with CORU concerning missions, by Cuban exiles, 
attest Cuba and/or countries maintaining -trade' relations with 
Wba. These Cuban exiles have noted -that in 17 years of 'attemptlni 
to 'topple FIDEL CASTRO from power in Cuba, wl-th various types 
of missions, they have all been -unsuccessful in weadtening 
CASTRO'S hold on Cuba; In addl-tlon, financial support for the 
^ban exiles has become a problem. This has been brop^t about 
by a concern among -the Cuban exile communi-ty that to contribute 
to terrorist groups will automatically associate them with 
terrorism in -the eyes of law enforcement agencies. 


Some of the Cuban exile activists -that have actually 
carried out missions have tengjorarily stopped operations in 
order to re-examine their capability, penetration of activist 
groups by law enforcement, and resources. This is in 'addition 
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REi CORO 




to the postuire of the United States towards normalization of 
relations with communist Cuba, which nay give Cuban exiles an 
opportunity to carry out missions against CASTRO from within Cuba. 
Some Cuban exiles feel that this may provide a more successful 
method of bringing down the FISEL CASTRO communist regime in 
Cuba. ■ . 


On May 5, 1977, MM T-2, who has 
information in. the past, advised as followsj’^ 


reliable 

^ -.0 

T Cuban exiles within CORU have been having serious 

■ discussions on what course of action to take in their struggle 

to bring about the downfall of FIDEL CASTRO from power in 
Cuba. The source believes that the 'desire to free Cuba from 
communism has not diminished,' hut that the Cuban exiles are . 
taking a new look at the new U.S.-Cuba position. Some of the - 
Cuban exiles are openly talking about taking destructive actions 
within Cuba itself. They are also talking about having, the 
opportunity, in the near future, of cari^lng out missions against 
FIDEL CASTRO’S government in a more direct way such as Cuban 
freight ships which may dock in U.S. ports. ^ 

May 13, 1977, MM T-3, who has furnished reliable 
Informatlm in the pas'^ advised as follows: 

On May 11, 1977, members of the Coordination of 
Ikilted Revolutionary Organizations (CORU) reportedly met at 
ORLANDO "BEBO" ACOSTA’S 'sporting goods store,' Casa de Los 
Deportee, Miami, Florida. SHANK CASTRO stated to thoke present 
that new operational cells must be formed by CORU to carry - 
forward the anti-Castro fight. He noted that the CORU would he 
coming-out with a press release in the very near future making 

■ the United S-tates and Cuba responsible, for any anti-Castro 
action carried out by CORU. He said that this was due to the 
United S-tates provoking -the Cuban exile community by opening 
avenues of economic benefit to Cuba, such as strong congressional 
moves to ease trade and tourist travel restrictions. 

FRANK CASTRO s-tated ':-that in-telligence was presen-tly 

-being gathered in Merida, Yucatan,. Mexico, the intermediate 

■ point of a proposed tourist fll^t route be-tween -Uie united 

- 3 - 

CON P- T- D E N T I A L - ' 
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REi CORU 


IM T-3 advised tha-Ua person named "PEPE”, a friend. 

GUSTAVO VlEtOLDO,. very hlgHTranlclng CORU member, visits Dr. 

ORLANDO BOSCH jTegularly and brings instructions ix\)a BOSCH to 
FRANK CASTRO and other CORU elements in Miami. JMM T-3 / 
described "PEPE" as a white male, 5’6"., 42-A3 yesra oia; broi^Vjy 
eyes, short dark hair, medium to strong frame, no mustache. 


On August 22, 1977, MM T-a^^^f'that "lEPE", friend of 
VIliOLDO, described above, is ^iE/’iPEP.ElSSOJIEZ. GOMEZ has an 
import-export type business which Sivolves Miami, Santo Domingo 
and Caracas. GOMEZ is also in the fishing and fish processing Vfe/V 
business from Santo Domingo to Caracas to Miami. Source does w.i 
not know how extensive this business is. ’fisA i , 

• i>5/h 

MM T-2 advise that JOSE "PEPE" GOMEZ is a very ^ 

close friend of ORLANDO BOSCH. as well as many other Cuban exile 
. activists in Miami and Caracas. "PEPE" does bring letters and 
messages from BOSCH to people in Miami and "PEPE" does visit 
•with BOSCH often.^ Q 

On September 30., 1977, MM T-5 advised reliable 
newspaper sources In Miami received direct information from 
'Venezuela,- giving the form, means and reasons why DT, ORLANDO 
BOSCH went to Caracas on September.^,, 1976, The following is 
a summary of this informations ^ 

In August, 1976, Dr.- ORLANDO B^rapassed thiNsugh ‘1 
I Haiquetias Aiiport, Caracas, coming from Curacao, ei^ute ( 

I Chile. At the aiiport he was interviewed by a commission 1 
fram the Venezuelan Government." 1 


TZ 


Once in Chile, Dr, ORLANDO BOSCH worked .with JOSE 
"PEPE" PIGUERBS FERRAR, ex-president of Costa Rica, and 
PIGUERES got him a false passport under the name of HECTOR 
EMILIO BALANGO. Using this passport. Dr, BOSCH went from 
Chile to Costa Rica. . ■ , 

( 

For unknown reasons, the Costa Rican Government 
arrested Dr. ORLANDO- BOSCH, and later, they agreed^ to set . 
him free, on the condition that he leave the coun-tiy. For 
this purpose, he was given another false passport in the 
name of LUIS PANIAGUA. . s 
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From Costa Rica,- traveling \jnder the name of 
LOIS PANIAGUA, Dr, OHLAHXK) BOSCH went to Santo Domingo, 
where he received a telephone call from Venezuela during, , 
which a government official requested him to come to , / 
Caracas, where they urgently needed to talk to hlm.^/^’^ 

Dr. ORLANDO BOSCH went to Nicaragua, where he 
received two more calls from Venezuela, urging him to come 
to Caracas as soon as possible. ^ 


On September 8, 1976, Dr.- ORLANDO BOSCH arrived 
at Haiquetias .Airport, Caracas, where he was met at ■toe 
airport by POSADA, ORLANDO GARCtA, and RIC ARDPSffllORAL Fi^AYARRCTE. 
All are members of the Presidential Poffce Securily Organization 

in Venezuela. ^ 

That SMe night, all the above-mentioned men ^ined 
at La Hacienda Restaurant. Dr. ORLANDO BOSCH was staying at (iSf 
the Caracas Hilton, Room 12-S, At the same time, two Venezuelan>>^'' 
government eB^loyees were staying in Rooms 8-N 'and 5-Q of the 
same hotel. ’ 


Under these circumstances. Dr. ORLANDO BOSCH, through 
these members o^lhe Venezuelan government, received the following, 
proposition: 'U 

Vhe wo\ad receive adequate police protection in 
! Venezuela 

Cm 

he would be provided with a weapon for his \A; 

personal defense ^ 

he would be permitted to collect funds in Venezuela a /I 
for the cause of Cuba ^ 

they would, try to get him an interview on October 10, 
1977, with a top level person in the Venezuelan AAA 
government. (ORLANDO BOSCH later said the interview L 
was to be with President CARLOS ANDRES PEREZ) ) 
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tii exchange, for all. this. Dr. .ORUtNDO BOS(K promised 
to stop terrorism By his groiqi in Venezuela, Costa .Rica and 
ColomBia, but not Panama. They tried to include Panama . 
among these countries, - and they added to -the l:^ti of countries 
which could be attacked, the name of Guyaaa.'^^ ^ 

After that, the Cubana plane was sabi^ged, and 
seventy-some people were killed. Dr. .BOSCH .was arrested end 
charged with the crime. , He isnresently in the Carcal 
Hodelo in Caiecas.'V ( 'a i' 



advised as follows 




One;, 

. 'ARMAHD071iClPE2 
in Washin^on! 




if the indlvtdtials who took boats , to be used by 
:rMA *s in a raid against Cuba advised ■' 

.oded ^ ^Qup had planned an important operation - 
D.C., or Hew York. This operation cancelled 


because of law enforcement pre'sstire and due to -the arrest of 
'i' PEDRO GIL. CORU members feel that LOP^ ESTRADA has made 
•himself too ^slble, attracting "too much law enforcement interest. 

LOPEZ -ESTRADA was requested to explain his actions by • 
a CORU committee. His answers were not adequate end some l»ve 
concluded that he may be an Informant. ' They know that someone . . 

within, the inner circle of -taie cell has informed. . 

CORU has decided to' maintain a low profile. They-., will • 
not conduct any additional terrorist attacks in' the -near futur.e. ' ‘ 

1977, -MH T-6 advised that|| 

~> aire ha-vlng very serlouff^roB 

Dr, ORLANDO. BOSCH in Venezuela. ' BOSCH l»s been very arbitrary, 
and demanding and con-tinuously makes statements and issues . 
conclusions on what at best- is mere speculation,, all of '\Aioh- 
has been most detrimental not only to BOSCH’S cause and the' • 
other -three Jailed perswis, but also to -the anti-Castro exile ' 
coimaunity. .'In addition,, the problem exists that' .if BOSCH is' 
released' in January, 1978, where, could he'.go, .The U.S-. does 
not want him, the Doniipi.can RewiWlcdoesaot Want hlin, and 
Venezuela has to deport him. admitted that this. 

was quite a dilemma end was further co^uoated by BOSCHts 
inordinate declaraticsis. 

, - 7 - 
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MM T-6 stated that/the Cuban exiles have excellenV^ ^ j 
conditlonsTfhlch are fawafaiAe to topple FIDEL CASIRO of Cuba, 

He stated that among the excellent conditions which are now 
evident are; (1) the Angola and African problem that CASTRO 
has which has resulted in deaths. and capture of many Cubans 
has caused questioning within ihe Republic of Cuba as to why 
these Cubans are being sacrificed abroad; (2) Cuba's economy 
and sugar prices have deteriorated; (3) an apparent shifting 
posture of U.S. policy towards Cuba,' and the fact that FIDEL 
CASTRO has been in power too long, which historically speahing 
is detrimental to any leader. He noted that new people with 
new ambitions cone along who make use of and play on a population 
which has been promised bri^t futures and those promises have 
not been fulfilled. ' , - • 


November 30, 1977, MM T^^advlsed as follows 

FRANK. CASTRO, the present leader of CORH, has become 
■active again in reorganizing CORU. He' is anticipa'ting that 
Dr. ORLANDO BOSCH, ..the incarcerated head of CORU, will be 
released from jail Ih Caracas, 'Venezuela, in the very near “ 
futvire, j 

FmH.T-3: advised that^l^ CASmo has received the 
vT feaching or-Pr. CR^ STOBAC^ tHiZaLEZi-MATO. leader of a Miami Cuban 
exile confedera-tion of professionalswhich calls itself 
"Confederaoion de Profesionales Cubanos en el Exilio". Dr, 
C30NZALBZ MAYO agreed to have his organlza'tlon stqsport CORU wi-tb 
money and poU'tlcal Influence. 


UW T-3 further reported that teHAMK CASTRO, has secured/SJhrt 
Informatife regarding intemational coSmercial ship movement 
from TEOFIL^^ABU H.. owner of Antillean Itorine Shipping Corporation, 
Miami. This information shows when ships are in port, in the 
lAli-ted States and abroad, when -they are due to depart port, 
what -their home port is, and -the coun-try to which they belong. 

FRANK CASTRO has reportedly s-ta-ted that CORU needs to 
plant magnetic type bombs on, communist country ships in four 
different ports, and on simul-taneous dates of departure. Further, 
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such devices should have 24 hour delay activators causing 

• e:q>loslons well after the victim ship leaves port. This would 
increase chances- for the destruction of any evidence. 

Vmm T-3 stated tha_^r. OHLAHDO BOSCH is scheduled 
. to be relea^d in January, 1578. The source advised that he^^^^V^ y 
assumes that FRANK CASTRO would want the ship bombing operations 
to take place soon after the release in order to capitalise 
on ah anticipated publicity momentum that BOSCH' s release 
;--could cause. APPMX:i9££ ' 

' T-3 advised on December i9, 1977, thatTPr. CARLOS 

"7*B(MNICIS‘iS a dentist, age approximately 43, \riiite mS.B . Cuban, - 
~5'^»TS'6’ pounds, dark complected, black hair, brown eyes, 

• business address 4912 Bergenline Avenue, Room 15, West Hew York, 

Hew Jersey, 07093, telephone number 201-r865-4177, residing 
possibly at Street . ..Hewark Hew -J.ersevu!. 0 7105. .. telephone 

201-589-8222. Sohrde'advlsed ’that DOMIHICIS is now the Secretary 
of C0RU,Horth Zone, which includes Vfeshington, D.C. , Newark and 
New York City, and other cities north of Washington, D.C. 

DOMIHICIS is the mail organizer for CORU in that area. DOMIHICIS 
possesses a 40-foot power boat located in West Mew fork near a . 
river, which will be transported to Miami. Flor ida,, in the near 
future to be utilized as a mother ship for various operations by 
CORU. The boat is to be transported via trailer from West Mew 
York to Miami. iX3MINICIS was observed driving a two-door, 1977 
Chrysler Cordova, further description lairecalled. DOMIHICIS 
. .vl.il travel from Newark, Hew Jersey, to Miami, Florida, on 

• approximately December 25, 1577, via automobile and will meet 
with FRANK CASTRO and other individuals connected In anti-Castro 

• activities in the Miami, Fiorlda''area',. ^ /^pp ROX. ^ 

. {mm t- 3 advised tha- ^ HAIgl^ ' ^^on"^^ A5tEL. white male^S^ 
grey halrr^air complexion^-'Sfiproxiinately 45 years oldi operates"' /if,) 
Parrel Dental Supply and was a formulator of the old “Plan ^ / 

Torriente". FARREL has been designated Treasurer of the CORU 
organization in the North Zone. 


C 0 H F I ' PEN T - T - A L- --- 
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HM T-3 advised that 





ilRO. whi te ma le. Cuban," 


newspaperffi&n, has been designated as CORU's Propaganda^hief 
the North Zone. ,a-y />■ 




"El C hinojgEgQIJlVBL, whi'tejiale, Cuban, age approximately 
• hO, was selected by COrol to foiilSLlifiTy cells for various n , La 
activities. ESQUIVEL, with the CORU North Zone, is to report 
directly to FRANCISCO "HUNK" CASTRO, from Miami, Florida. /0\/ 

ESQUIVEL will have two groups of cells, one group to engage jjy 

in activities and operations in the North American Continent, 
while the second group of cells will operate outside the U.S . ' 
on a World-Wide basis. 0JB— 

On December 30, 1977, MM T-2, who has furnished. ^ 
reliable information in the past, advised as follows; j 

On December 29, 1977, FRANK CASTRO flew to Free^rt, 
Bahamas, aboard his Aerocommander aircraft. With him were 
■the following: (1) BORFIRIO^B OMET, co-owuer with FRANK CASTRO 
of Bonet Travel Agency, Miami; (2) .RAFAEL /faLL AVERDE. Director, 
\,llttle Havana Community Center," MiBmi;r;/0) LILi^BSTEStEZ, 
-gtrrfrrend^ofVlLLAVERDEr'date of birth April 14, 195,3. employed 
at liittle Havana Community CegterI~Nlami? '’(g rTOtTHArrMASSOH . / 


reported by MM T-2 as being the secretary ROBERTO ‘CARBAIiO, 

(present President of Brigade 2506, in a new business venture 
i that CARBALLO is in which Involves exports and Imports of unknown 
^products.-^,^ 

MM T-2 advised that FRANK CASTRO confided that he 
did not place any of the three bombs (referring to the bombings 
. of Venezuelan establishments in Miami, New York and the placing 
of a device in San Juan)« He stated that he "was now stopning 
the bombings. He stated -ttiat it was now up to Venezuela to 
negotiate the release of Dr. OHLANDO BOSCH and LUIS POSADA 
CARRILES, also knovm as ’'Bambi'*. He stated that the Venezuelans 
wanted him (PRAJMK CASTRO) to meet wi1ii a General GARCIA in 
Caracas, Venezuela, on or about January 5, 1978. FRANK CASTRO?^ 
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stated that he would not go, but would probably send RAFAEL 
VILLAVERDE. However, the go-between is RICARDO MORALES 
MAVAHRETE and he and VILLAVERDE had a vens: serloua falling 
out and do not apeak to each other. I. j 

MH T-2 further advised that FRANK 'C^TRO appears 
very pleased and strongly believes that Venezuela will react 
in a positive way to releasing BOSCH and CARHILES. He confided 
that he considers the release of CAffillJIS as more important 
than BOSCH'S release. He feels that BOSCH's ability to collect 
large amounts of money is no longer of primary, Ijmiortance in 
that new ftmding has been established. 

6 n December 31, 1977, MM t-3 advi^'^th^FRAHK CASTRoft$/ 
ORLANDO "EEBQ" ACOSTA, REINOL RODRl60^, of Puerto/; 

Rico, RAUL CABRERA, and others that RICARDO MORALES NAVARRETE,(^\ 
r^ortedly, was trying’ to obtain explosive materials to • ' 

retaliate against those he suspects of. being responsible for 
the recent December, 1977, violent actions taken against 
Venezuelan interests. RICARDO EKDRALiSS NAVARRETE is presently 
in Miami, Florida. ■ 

■/• Tto January 10, 1978, I® T-A advised that)a young 

/action oriented cell vmder the control of FRANCISCO "FRANK" 

/CASTRO of the CORU organlz^1J.on were responsible for liie 
/bombing incident that ogoum^ at Viasa Airlines, Miami Beach', 
j Florida, og^^December 23, 1977>S.The young CORU cell is made 
\vm of A1.VI^®3^J3IA2- and RACIEP^ODRI GUEZ. Source . advised 
Itiiat DIAZ and RODRIGUEZ along Wi'Qi'feASTR& have met in the 
restaurant called Cordova located 'in the Portoflno Shopping 
/Center af a7th Avenue, S.W. 8th Street, Miami, Florida. ■ 

■ Source advised J^t MA RIA .EUGEMlg S^ANA (sister of ANGELINA 
VIDANA) and MONOWQR AI^S. are allegedly connected -with 
RODRIGUEZ and OlAz. 

, fto January 13, 1978, m T-4 advised tbHt^AT.FRRiyi ^ 





"Sctlon cells for ’'the organlzatioriraRU. 


organize 
MENOCAL, NOVO and 
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EGUES are organizing the cells for military action in the 7.S. 
and against the coimtry of Venezuela in view of their desire 
to have ORLANDO BOSCH released. 

In connection with the organizing of cells, ALFREDO 
M0JOCAL, FRANK CASTRO, ORLANDO ATIEN2A, RAFAEL RODRIGUEZ, 

RAMON RODRIGUEZ, and GUILLERMO NOVO-SAMPOL are organizing 
a -tid.p to the State of California in order to organize these 
cells. 

In connection with the above activity, CORU will set 
up front organizations in vario\is areas of the U.S, and secret 
cells will be formed within the front organizations and the , 
cells will carry out military actions desired by CORU. Source 
advised that the following front organizations are being set up; 

Organizaciones' Revdluclonarias de Puerto Rico 
in San Juan, Puerto Rico; Asemblea Coordinadora 
de la Dignldad in the area of Miami, Florida; 
Pederaoion de. Organizaciones Cubanas de Illinois 
(F.O.C.I.) located in Chicago, Illinois; 

Bloque de Organizaciones Revolucionarlas Cubanas 
de New York, New Jersey (North -Zone), 

Source reiterated that Individual charged with 
organizing secret, cells with the above front organizations 
;lB ALFREDO MEHOCAL. 

Source advised that Dr. ANGEL ALVAREZ currently 
employed as an attorney by the City of Miami, Miami, Florida, 
and a close friend of RAFAEL VILLAVERDE is engaged in financing 
activities for the CORU organization. 


Shuree advised that CORU will continue atteii 5 »ts 
to organize secret cells in the Miami, Florida area, Chicago, 
Illinois, San Juan, Puerto Rico, as well as the states of 
New York, New Jersey, California and Texas. 

Tto January 25, 1978 MM T 73 advised tha^ FRANCISCO^ 
"FRANK" CASTRO had called m emergency meeting a-tcended by CAJ 
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ORLANDO "BEBO" ACOSTA and others, at the Cordoba Restaurant, 

Hiami, Florida. FRANK CASTRO appeared agitated and distressed 
regarding the arrest on January 23, 1978, of CASPAR JIHQIEZ and 
GUSTAVO CASTILLO, on extradition warrants for extradition to 
Mexico. (CASTRO advised that HUMBERTO LOPEZ, SR. , and LUIS 
CRESPO would be attending an annual dinner held at the Club 
Hartiena in San Juan, Puerto Rico. The dinner would be held 
on January 28, 197S, to celebrate the "Seneca Martiana",) CASTRO 
. advised that he could not pemit JIMENEZ and CASTILLO to be 
extradited to Mexico' due to fears that JIMENEZ arid CASTILLO 
ml^t be extradited from Mexico to the coun-tary of Cuba. CASTRO 
said that the Federal Government of Mexico had previously 
unofficially promised not to extradite CASPAR JIMENEZ and 
GUSTAVO CASTILLO through a Cuban source in Mexico City, Mexico. 
CASTRO advised -that upon return of LOPEZ, CRESPO and other Cubans, 
from San Juan the next week, he (CASTRO) will give an all out 
"green light" to all terrorist organizations and Individuals to 
attack Mexican proper-ty and government officials to include 
■Mexican Embassies and AeroMexico Airlines everywhere. Sburoe 
advised "that on the evening of January 24, 1978, a committee 
was established to. aid JIMENEZ and CASTILLO, ANTONIO MUNIZ 
was established as head of 'the committee called "Comlte For 
Derechos Humanos" (Committee for Human Rights), CASTRO 
advised that one of the purposes of -the violence is to huirt 
the Mexican tourism -trade and force Mexico to withdraw extradition 
of CASTILLO and JIMENEZ. 


April 18, 1978, MM T-3 adirised th^ a meeting 
is being proposed to occur in the near fu-ture , "possibly -the ' V. / 
weekend of April 22,. 'through Appll 24, 1978, -to occur at . 

Sarasota, Florida. The mee'tirig will be attended by the following 
CORU individuals; i-t 


-ERANl^ASrRO.,.:jjjRU._Chief from Miami, .Florida; 



CORUJChief .from San Juan, JEuer to Ric o; 
Assista nt:.. CORU._Chief. San Juan, 


IGUEZ,, 

sgjpiDr 

-Euw-toJUcaj - 

ORL AN DO-'IBEBO'^ACOSIA . CORU. Miami. Florida: 

.JJ3CTJte4SCE.._C0RU, Miami ,„Elor,i!fe; ' ■ , 

AMTas iXfl "TO WY^^tUWI Z.._CORU. Miami, FlssUa; 
RAEAECgggpZjiOeESTE, CORU, Miami, Florida; " 
:RS5ffiI9aLQ5EZ5?A^iafl.,, CORU, Miami,’ Florida.- 

V _ 13 . 

'-e-e-i' f - F - I ’P' E M T T -A-lr* 
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Source advised idiat RpCELIO LOPEZ ATALO was placed in 
charge of security and is responsible for obtaining lodging for 
the above individuals. It is also proposed that the above 
people arrived in Sarasota, Florida, at different times and 
different dates before the meeting. Source advised that CORU 
will discuss the following subjects at the. meeting! 




(1) Current conflict between FRANK CASTRO and LUIS 
CRESPO (CORU, Miami, Florida), and proposals to settle current 
differences. (2) Will discuss CORU membership including 
active organizations within CORU. (3) Will discuss future 
military strategy, (4) Will disc\iss plans or possibilities of 
a future conference to be attended by 'two delegates from all 
anti-Castro organizations throughout the U.S, 

■ T-3 advised tha^on Monday, April 17, 1978, 

CARLOS- F. DOMINIClS. CORU'T^der in the New York area, had 
arrived in Miami, Florida, at. approximately 3 A.M. -and had 
■furnished *1,100 in cash to ORLANDO "BEBO" ACOSTA to finance-' 
military action;' DOMINICIS had previously mailed ACOSTA-- S1,000 
In cash, which ACOSTA received on April 13, 1978. Sotirce advised 
that'DOlilNICIS advised that he had .at-tended a conference in 
Chicago sponsored by the Federaclon de Organlzaoiones Cubanas 
de Illinois (FOCI) . DOMINICIS advised that approximately- 12 
days prior, DOMINICIS had been approached by one Korean and one 
Spanish individual claiming to be delegates of Reverend Moon 
and had offered financial aid to FOCI and its an-ti-Castro 
aoti-vity, ' DOMINICIS advised -that he had discussed -the financial 
aid being offered by Reverend Moon witti PRANK CASTRO and ORLANDO 
ACOSTA and .DOMINICIS was told by CASttlO and ACOSTA to go ahead 
and receive financial aid- offered by -the delegates of Reverend 
Moon. . DOMINICIS advised -that CORU is being proposed as the 
possible mili-tary arm of FOCI, 



IflM T-3 advised on May 23, 1978, that! JUj . ^ 
of -the Brigade 2306 and NESTOf^ZQUlERDO. Brliaae^Cl . 
that the Brigade reportedly will'be integrated into 'the CORU • 
in the near future, ' FRANCO will be -the Brigade's delegate to 
CORU -while IZQUIERDO will be =-the Military Chief;. Source advised 
that -the Brigade 2506 has 'been discussing -the possibility of 
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reactivating "Ejercito Secrete" under the leader^lp of RflMIRO 
DE LA FE, The Brigade 2506 is discussing possibility of 
reactivating "M-l?" or will utilize "M-17" as a pseudonym to 
take credit for future military actions. Regarding pseudonyms, 
source advised that pseudonym "Omega Seven" has been utilized 
by CNM in the New York-New Jersey area in the past. The 
term "Omega Seven" was originated by JOSE TENRIERO and • 
GUILLERMO NOVO, Pseudonym "ELAC" {EJeroito Latino Americano 
Anticommunista) , was originated by REINOL RODRIGUEZ, CORU 
CSiief of San Juan, Puerto Rico. Pseudonym of "Jovenes de 
Las Estrella" (Youth of the Star), has been utilized by 
SIXTO ARCE, CORU member from Miami, Florida. The pseudonym 
"Pedfo Luis Boitei" was possibly originated by ANTONIO MUNIZ, 
CORU member from Miami, Florida, while the pseudonym "El Condor" 
was originated by FRANK CASTRO, CORU Chief from Miami , BTorida. 


g M T-3. advised t hat%SV A LD0)^B^C01TO . £ 
n Juan . gufirto_gloa,. allegedly a toitt 


in ' San Jua n. ,gUfirto_gI,P.P,,. allegedly admitted placing a 
"^mb approximately six months ago at a Venezuelan tourist office, 

San Juan, Puerto Rico. BENGOMO did not furnish additional details 
concerning this situation other than it was connected with a 
bombing incident surrounding Venezuelan office in the New Yorit 
■ City area at about the same time. BENCOMO reportedly is the 
man in charge of military actions for the CORU organization in 
Puerto Rico. 

REINOL RomiGUEZ, CORU Chief, San Juan, Puerto Rico, 
advised that he (REINOL RODRIGUEZ) iii addition, to being head 
of CORU in Puerto Rico, is also head of "El Bloque de Organizaciones" 
in Puerto Rico with "El Bloque" "haying strong affiliations in 
Chicago, Illinois, New York City, New York. RODRIGUEZ reportedly 
sedd that CORU is currently dlsctissing the possibilities of attacks 
on Cuban Consuls outside the United States, possibly utilizing 
silencer equipped handguns rather than bombs. 


- 15 - 

■ a 0 N -g-^ 'D E H T I A 




0002949 



132 



On July 6, 1978, MM T-2, MM T-3 and MM T-8 advised 
as follows:'^ 

On the evening of July 6-, 1978, and at 152 N.W. 27th 
Avenue, Miaad, the following CORU members and/or sympathizers 
are meetinglj^y.^ 

From Mew York/Newarks 

CARLOS OOMINICIS, ROGER HEM&NDEZ, Attorney; HELADIO 
VALDEZ, ORESTES "EREZ, TOMAS DAIHAU, JUAH ISIDRON, JULIO AMADOR,, 
EDUARDO ESPINOSA, JOSE TENHEIRO, PEDRO HERNANDEZ, ISRAEL ROMERO .^((1 

;SA, HUMBERTO LOPEZ, SR., JOSE YEBER, Dr. CRISTOBAL 
MANUEL CAMPOS,' DIEGO MEDINA, ARMANDO PLEITES. >9 . 


From J'ilami: 


migue; 

GONZALEZ MAYO, : 


From f Ml Juan, Puerto RicoJ^S,'^^ 


^ t 


"Colt :;<sl" RAMON BAROUIN 






The . n'oee of the meeting is to strength^ ties be'tween 
the various ' C' A.- ’■! activists in Miami, New York and Puerto Rico 
into a unlfiec ont. This, according to sources, should 
strenglihen co3 J ‘‘ctioas of funds and activities which may be 
programmed to , v'-^-her their aims, 


!i hdvlsed thatlthe power structure of COPJi 
sympathizei^ in ihe North -Saili, also known as Bloque Cubano de 
Organlzaciones Ilevolucionarias -"Zona Norte (Cuban Block of 
Revolutionary Organizations - North Zone) are as follows: 


Dr, CASTULO FERAUD, President. 

Dr. RAFAEL ALOMA SABAS, Secretary, 

HELADIO VALDEZ, Secretary of Organizations. 
BIENVENIDO CUETO, Treasurer. 

CELEDONIO PUERTO, Press Secretary, 

ISRAEL ROMERO, Public Relations Secretary. 
Dr, CARLOS DOMINICIS. 
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!Hie sources advised that DOMINICIS and ISA have been 
collecting funds among the Cuban doctors and related professions 
in the Miami area. DOMINICIS, reportedly, just returned from 
Venezuela where he talked with Dr. ORLANDO BOSCH who told him 
that he had been advised he. would be released from jail in 
December, 1978.g|^(X''\ 

MM T-8 and MM T-2 advised that the organizer of the 
July 6, 1978 meeting is ISRAEL ROMEIO who is staying in Room 1706, 
Colonial Hotel, 100 block of Biscayne Boulevard, Miami. EDUARDO 
ESPINOSA, is supposed to be sharing the room with ROMERO. The sources 
do not know as of this date whether the other Nerork - New York 
people are staying in the Colonial Hotel also. (S^^LL) 

On July 13, 1978, MM T-2 voluntarily fur^shed the 
following Information; ^ 

Dr. CARLOS. IMMIKICIS, a member of the Cuban Nationalist 
Movement, is presently in Miami, Florida. He has recently 
returned from .Caracas, Venezuela, where he talked to Dr. ORLANDO ’ 
BOSCH. Dr. BOSCH, according to Dr. DOMINICIS, has elevated Dr, 
DOMINICIS to be the interim head of CORU. Dr, BOSCH is reportedly 
going to he released from jail by December, 1978. . MM T-2 noted that 
the story ‘concerning Dr. BOSCH's release has been around for some 
time. Dr, DOMINICIS has advised.that Dr. BOSCH has ousted FRANK 
CASTRO from the CORU leadership. /'w 

. MM T-2 advised that FRANK CASImO is presently out 'of the 
United States. However, the source stated that he recently 
spoke with FRANK CASTRO and CASTRO is extremely upset at DOMINICIS' , 
interlopement and has expressed incenseinent, particularly because 
this would cause a split in CORU and because he doubts Dr. 

DOMINICIS' worthiness as a CORU leader, it 

On July 17, 1978, MM T-2 advised ttet former CORU 
Chief, FRANK CASTRO had received information from the Dominican 
Republic Intelligence Services that the Cuban Government is 
trying to have FRANK CASTRO assassinated in' the Miami, Florida area. 
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HM T-2 advised that a relative of FRANK CASTRO is a former 
high-ranking officer in the Dominican Republic Navy and that 
possibly through this relative ^CASraO nay have found out 
about the assassination plans, 

On July 6, 1978, MM T-8 advised that Dr. CARLOS 
DOMINICIS, a New Jersey Dentist, is presently in the Miami, 

Florida area where he is making an effort to collect money from 
Cuban Medical Doctors. The money will be used by CORU to finance 
its activities. AC) 

Source further advised that sevei^al CORU members met on 
July 6, 1978, at 152 N.W. 27th Avenue, Mi.aini, FJ^riclgi.^ Among 
those attending the' meeting were the following! 


Dr. CARLOS DOMINICIS 
Dr. ROGER HERNANDEZ 
ELADIO'VALIffiS 
ORESTES PEREZ 
TOMAS DALMAU , 

JESUS ISIDROH 
JULIO AMADOR / 

EDUARDO ESPINOSA / 
JOSE TENHEIRO 
PEDRO HERNANDEZ 
ISRAEL ROMERO J 



Several other persons are expected to attend further 
meetings at the same location in the next few days. Among 
those expected to attend are MIGUEL ISA, HUMBERTO LOPEZ, SR., 
JOSS YE^, Dr. CRISTOBAL GONZALEZ MAYO, ■ aka Maylto*, Dr. MANUEL 
CAMPOS/^ 

The soiirce also furnished the following list of 
CORU directors for the Northern section of the United States: 


- 18 - 
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President - Dr. CASTULO FHIAUD 

Vice President - Dr. RAFAEL ALOMA SABAS 

Secretary - ELADIO VALDES 

Organizational Secretary - BIEKVHJIDO CDETO 

Treasurer - CELESJONIO PUERTO 

Press Secretary - ISRAEL ROMERO 

Public Relations Chairman. - Dr. CARLOS DOMMICZS 


MM T-8, on July 11, 1978, advised that on July 
197S, a CORU meeting took place at 152 N.W, 27th Avenue, 
Miami, Florida, with the following persons in attendance 



At this last meeting the topic discussed was the 
plans for a meeting of CORU members from all. over the U.S, 
and also representatives of other anti-CASTRO organizations, 
which will take place sometime during the mon'th of September, 
1978, in Miami. ' - ' ' 


I place son 


■ On July 11, '1978, source further advised that Dr. 
ORLANDO BOSCH is expected to be released from prison in Venezuela 
sometime in December, 1978. - BOSCH is expected to remain in 
Venezuela after bis release from prison. 
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SICAKAOnAH OPPOSITIOH ONIOS (UNO) 

September 2, 19S6 

GEHERAl. DISTRIBUTION OP MATgSIM. IN DEPOT OH ; 

July 12, 1986 


18.000 (7.62 X 51) certrldges 

28.000 (7.62 X 39) eattrldees 
504 40-mB grenades for H-79 
130 service caps 

130 U.S. camouflage uniforms 

130 belts with buckles 

130 pairs of U.S. Jangle boots 

260 pairs of military socks 

130 suspenders 

130 1911 type belts 

260 undershirts 

260 shorts 

130 jungle packs 

130 lynsr ponchos 

130 rain ponchos 

130 canteens vith eases 

130 camouflage kerchiefs 

260 H-16 clips 77/ 

130 military-type flashlights 

130 sets of batteries for flashlights 

Material sent to Southern Front forces Or/Max Cones 

July IS. 1986 

3 U.S. camouflage unlfomii 
2 suspenders 

Material taken from depot to support 3 soldiers, collaborators of ours 
Or/ Raman Medina 

August 19. 1986 
2,400 M-963 hand grenades 

Material sent to Aguacate depots for use by the FUN Northern Front 
Or/ Bill Cooper 
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Auguit 29, 19S6 
1 pair of U.S. Jungle boots 

Material token froB depot to support a neehanle, collaborator of ours 
Or/ Max CoBss 


Septeaber 1. 1986 

925 60-aa aortar shells 

Material taken froB depot and sent to Aguacate depots for use by the rDH 
Northern Front Or/Rafael Quintero 

September 2, 1986 

1 pair of U.S. Jungle boots 

Material taken fron depot by Bill Cooper for his use. 


(a) Amando Lopez !• 
CoBsndante L-26 
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ULVi VI. I 


rEOEGAjYjnmi 0$ tMmmim ■ 

coMMUmnas^^EOiiaN 

MM 


CtSABa fllRLlSE^ DC-S SEflR B^S^5» 

: ;: . AiRCRA:Fr leased bv ^c«ia«a 

tO« .AIR- Q«. ®AS«S5> :IS IHE CARIBBEAi! S^A OFF THE .COAST CF . ./, 

:fiAS$i'0S at about' HA3 ra os CCTOBEB S, jS7d» SHORTLY AfTER. V.; 

TAKCC^, ,fHP« SEAWELL aJRPORI, BARB,ffiOE, EH S^JUTE TO- HAVAHA* 
VtA..KlijgSIOH, ^BAlOA » HO SmvmBS REPOST^ AMOn/ THE 78 PER- ■. •. 

loasAsqartD TfiE PLAHE. ,■, . -^ -.'.I' ’■ 

-X^ROIMG TG ASESICaK .SfSASSY, BRIDGETflUH, BARBADOS, ' 

fiEi.0BMo'sEAUElA:AlRFORX ?^^ 

THE FLAHE.' FlisBHT .LOC RECOVERED 


SF|^AT.siLOT,TOi,D; tQto THERE HAD- Be|- 
-TcS.-L'S* inVi ..iiiTrto'tpc (IF t HEi-PL-AHE» ! :. 


..eaSBfcTt.lSJ’X* -/-C:!'.' ;.V 

-• -TRtHIDAD' A®, 'TOBaSO TOL ICE, ARE ■ f U31HC? Xw.O VE.SEE.^AH:, 


isMSHpross 


4- 1 
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W C'9„ -■- - ■.i . 

' « tsX - "'^■4 ^*' * « >!;,!,'i.-.- 1 .,,;v,:!. .--.v 

HOJil'iKEV CiJiSSA' AlStl'M "- ". 


»■*«!« ^aOef-H S- OFF RAriSADOS, two SUSPSas-ASE t 


•••’; 4JOS£ MUX&itZ 6ARCM 

jt If i'y 


HOLDER OF ysiHSZijaAN PASSPORT 


«;-)lS IS THE PnarERAlEa BTOES— StJMpES tvSIttEIf in ihs pass,- 
roK^'is. JHPfio*!)? isswi'oN. junfe's, |S76, iff, C aracas* boss ^ 

v,>. * :. -' . -L f -v •■ ' . " ' 

la CAWC^Sx HOLPS- VEHEZift^M' .C^_14A,;,V^ '■/ ;.. . .,- 


0OT-'.FfDEI?|C0)-fUQO * HQlt)£J? OF' V5«E2>^W'WS^\ -‘'‘ • ‘ 

<r^is h iM p£®F£nAtR0;tiiA'iBEfi-4suffDi)? ■: 

""■'’if.-*' -j.-, . ' ■ .- ; .- 

.m#|telTEs gigjs^oSi'Jk'iBsuic jia.jf,.6» .IS76, iia Caracas,' sinOle.- ': '/•■ 
V. >-.v . -I ‘ 

. SiS?lJ«0SER.:|V:lS42,,; GAVE RSSI»&^^ C^^ACaS A® .O.Ca)(jf>ATIO« ■ , .■ 

rtS;^0®JALI£^*;H0V»S Ip ;C®,aA TO £(£3051, ; carries OFFlcm • 

fii ESS CARD SO 152 OF CISCU.tt PE HEroSTEROS i^fiAFICOS DE VEHEZliaAi- V; 
isP ALSO HAD IH HIS POSSESSION-TOmiST Ca-RiI FOR Co{ 


t»»V| 


JaV.’fe-J' isT.S. ' THIS GAVE FER»A8£NT ADDRESS ■pRpASEtA^^S^'fifeA' 

SfeCARAeAe# ,'■ . ■ . ■ 'r- . .•■..■.■■.■■ '-■ : 

• ' *1 • ■*’ . ' 'c • • > ' ■ . ‘ ./)'/» '• .-•• •■•■ .■'■• ' * ■ '. 
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'-CA'rr c ' XI ' t? n y it~ .- .t :'■/ -■■• 

WApicrA, «E«'rgtA. RaB‘ -L lSe.i^,EStHEW C|t^KK3--.IfiT.O HOXa.i,'.; 
' ;i,f-‘'>VS8EZliaP.KS CHSC!® OUT. OF ffit. ©AY ABOUT BSSS OeTOSER' S ., ■, 
■il|H lUOUAOr m ’OE SEEN AT FIASCO aTEPORT;. OOaRSEB ClfrASA- aiOH?,-, 

/Sfllisc oaoBER s TO Barbados, -1 -.■• ,' c 

■■;?':• ; -«5j£Tijf?8SJ FEOPI BAHBAD’oS-TC ISIS!©)® ON jSAHE DaT 0!J BWI'a Hi ©HT 

at'suss^a^ Oi^sxm isio isoii-©ftV isb-at Bitfibof smtcases.' 

S^GISIRATJOK ^IH JJAI^S of GUSTaUO OaBOIA,. RES©EBCE BOGOTA, COLOMIS^IA’, 
THSY-kAISkD SGHGASEfe 8AB SEEK SIOUEf), puX THEY KaVS HaB-E HO ., , 

AlRl.is4 OS BABBAPOrp' ■ ■ . 

TSIHIDAB ' POllCE. J ' •' 

“ArtOSS BOciMEHlS’ TR HA® S OF FOtlCE IS SOahDIKO PASB HV fe*' ■. ■ 
J^ALY 'F® SIFF^-iEOT BWIA PSEICE CH5|c«KS THIS OBI. THIS 


THEY'SElilSVIE COULD BE TR I MID AO AvfflMFLlCE, 


' \"A' 
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I« PO£S!-ESIO!J Of Lr60 MEKTLV ffiOM flDDi5£S3 aOOK WTH 
unsil "f" 0;i 11 cn® FOUOVIJB, ffE>,£5Y Af'.£I?10«« 2i5-i^ jj J 27 f 
ffii joaiPH Lfo sjjSH. ; 

"IjiISEad rti® TosrtGO FOLKS (sRS rii«!£RK5ii.iTiMa aejv( susf'scrs 
■ mti COfYlw.! ,f.UL £5i)C;OSgii» S Ifi I HEIR fOSSESSlC !!* 

■-TflHIDflD AlvD TOPaSO FOI. IC£ REoL'tST OHGlifJILY ftfvY I KFORK.'iTIOfj 
CF THZCZ FIMSnna, part f flSY CRIMINAL jKECOffiS. HO 03j£CI lOB 

TO LKATT CO f.T act I HO LOCAL FOL ICS/CSC1.KITY EERVICES. i’OL.TCE REeuEOT 
■^I^LEaST IfTSaifi RfflY SEECRE j?S3 local TlrjE, fLEASE SEOD REPLY 
■filACf IKIIEOIATE, f 

, i 

"TOLICE VCltD LIf® TO KfflVf I? AKYOKE- fROM lESaTI OFftCE ^AfiS 
TO oeri TO TSIKIiKiD fifl THIf CA££, eS K0!> iloii? WOULD LIKE IQ PF.tEiVE 
COPIES OF FltaSRPRIKTS, ETC," 



OS Oa03EH 7, 1976, A COKFDEHTIaL SOURCE ABROAD' AO VISED tHAr(^ 


(SO PACE FOl'S 


secret 
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JKECCy^UaO IS A VEKEEiyiEfi KEWSMAIJ IS 


VESTIGAlra. 0Y Luis FOSADfl 






■? ; 


m 


■ 13 ,1973 


po^® A Exaliwwrii- KNava f 


fl{51 1 VltlE S» -.A ro , , HE gE IP^AgSl Srfeft\OKK^^^ 

RIKiTLY BEFORE BOSCIC WAS ARREST SB BT tiEKEZ A#pi| 
tEGAT BECAME AGOl^ED wHH JOS/iBa 

A® AFTER HIS RESlGfiAT?ICH» POS^.A' CDSTlSl^S 
TO- CONTACT LESaT 03 RARE OCCASICSS, USUALLY ?IS OflOER io OSlAfi, 
FERSOR/tlZED SERVICE IH aiBKECTlOB VETH VISA REeL’ESTS, I«. VIEW OF 
LUGO'S EBR.OYfSS;flr BY POSADA, LEGaT ASSIES KlS HAME A® TaEPHOBE 
«™ WERE FIRNISHED ID LU50 BV.fOSADA. l4 aT^ ESI 1« aIES BE RaS 
SEH POSADA IS FSRSOH 0« PERHAPS IfBEE CCCfl^ICNS.SlWCE V 

USt TIME BE I® 03 JUKE 10, ,976, wKEB POSAt^A VISITED LE6Af'i?FTOE 
10 IfiauiRE IF FBI HAD IKTEfiEa IN Ca^O BDRi>ioai 
fflfiFaS 29-lS>, twcflfto IH IHE AFFIRHaT IVl!, roSAD^-Hky ^^^ ^f 
BORDOHI HAS «isa TWO OF HIS CFEBATIVSS flS km)-, 

HOME, THAT ZNFORMaT KfH VA? SUBSEOUENTLY 

IUBBI^WHO WERE INVOLVE IS THE AftSEliT ACTIOS 
C! i P - PAOB - Fivr ■ * ■ i ■ ' .. ■ ■■■ 


. & . ■ 
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SECRET 


Pc-ftOA m.i r::KE?R£D vg leg« sel'atives a® associates 
SECKlNe advice EEGADUnS VISAS,. THE LaST US^KG ONE OH HIS ESPLOySES,. 
KHKA?) RICAHEC LOEA.-iO, sfflO soWilT A VISA TC TRAVEL TO SaB JUAfi, 

Puerto srco, om orTOBEii i, isto, lebat fe-iu.; provide asditiokal ibfo 

. SEVELCK-.I! DEQaEOIKG HICAnOO ISA S'BEEnuEttT JCOtlHUJlICAT 

- ,CK OCrODtS 7, ISTS, THE CC')FBEsn/.L So:!!HCE F'LRTHES flDVIEEO THAT 
1C OF VADOUH a© tree II? THIKIDaD, 

' ^ ORLA® BOSCH aVILa tO 

LEAN'S: (uftf EX aco AS POSSIBLE. THF. S'^.iRCE ALL BliT ADBITTED 
THAT POSADA A!C5 P.OSCH HAB EKGIKEEEED THE SC-FBUfS OF THE AIRLIKE', A.BD 


SE . nOHJScD TO FiRKISH FlfilHEfi DETAILS OK OCTCSER .S, JS7S 



FRO« STATEMEATS U APPEARS 'ALMOST CERlArB THAT IKE 

iHl^lPpm^WAS PRIVY TO THE ACTIVITIES OF POSaDa ADD ■ 
FOSCH AW. THAT II NOV VIU. ATTEMPT TO 0 1 SAsijo OI aTE ITSaF PROM 
T!IE« FOR FEAS OF RETALIATIOK SY IKE ClIiAfi BdWRMMEKT, 


fiocninj TO 

CiUx/ . S . 

' 5 




SfCfffr 
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SENSITIVE INTELUCENCE SOUBCES AND METHODS INVOLVED 

s» Mto CIS PAGE 1 OP 5 pagES 

CMfM br IbMrM bem Oemat DMlw«mc>Kwi UMU)» •( !». 11«BS f 

CeMfMT n (1>. P). Iwpeei n i fej p Pi W i n Dm of Amnoitc r^t M fflc t t wi 

FURIHK WSSEMINARON AND USE OF THIS INF0WAAT10N SUBJEa TO 
CONTSOLS STATED AT BESINNING AND END OF HEFCTT. 


SECRET 


This IS AN iNFOUMADON BgORt, NOf FIKUy.T EVALUATED INIBilGE^ 
''5 

V 


eniTTi H»l>B- 3 WlBg 5 E= 7 C 
Bis, jlfi OCTOBER lB7t 


tNSITiVE iNTELLlSENCE 


' ■ - -- 

Cu'4p,;^; E '6 £ T—WARNING 

/''’a'^SIHIRCES Alfo METHODS .INVOLVED— NOT RELEASABLE TO FOREIGN NATIONALS— 
^^^nVBlt£^BL^p;cBNTRACTdRS oR ■ CONTRAOTDR/CONSULTANTS 

A V CU B A I ^ j 




KSl t. ,m'UN TR Y ty- !VE NE EPEL A ./ CUBA A-^-^ ^ / 

l’';,LATE SEPT^^^^ 

'a i -- «.';i-. 4 a. • ^.AP^i-« A.OI AMPffKDncru TilJBlirfi 

:.ie^'W^B,!)ECTi ■'UcTiVlTlES E, 

Wm^ ^?Sitip?rAY i N- VENEZUELA 

.'S-'ueWCaiiCi « i' i 


fc^ ^T^^ ^Ai^ENEZUELAi CARACASidS OCTOBER 197 6 ) F lELD NO. . , _ 

siSlifi®lj^&|j,^i^^|:^0R(igfi'."yEflE2UELAN GOVERNMENT OFFICIAL WHO.-'sTlLL MAINTAINSs 
S'’^.CL0 '^e' REtATiONSHIPS KITH GOVERNMENT OFFI CIALS. . HE IS A 5 ; 

REPORTER, THl'i' INFORMATION IS NOT TO^E 
I^^O^S.^^lSCUSSe'D-WITH ANY ^ INCLUDING TH^S 

’"of- the. ■VENEEUEL^if%VERNH^.-^p.^ „ 

.(FiELD,.:COHMENT! IN LATE’SEPTEMBER l 97 s’’nfSUALL-Y'-"R 6 Wf*BLE 
reported that CUSAN exile leader ORLANdI ■tf'^ 0.5 C'H 
^EnIeUELA-UnDER the protection of VENE2UEUN_^^1^'T C ARLj S 


,« YcnBCVBU"; -/ 

|5 /'J)V1rS^^"r'e;z.- furthermore, peree hAd- appointed his security 
|' l*''^rf'A^}flTELLrGENCE adviser OHLANDtfl^A R C I A .TO PROTECT AND ASSIS 
|'!fV Y'^SCH-DURINrHlS STAY IN VENEZUELA. , INFORMATION SEE ^ 

- 76 . II' j||ffA 83 . TDFIRDB- 3 i 5 /nBM 3 n^^ 

■ •• :. SECRET TT 
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'l ': . WARNING NpnCE 

. SENSITIVE INTEIXIGENCE SOURCES AND METHODS INVOLVED 


1^ Qt^3]Ql 
roHRl>B-31S/in2St-7t 
PAGE 2 OF S PAGES 


ft SECRET 

'fJIcMWcartSrtJ 


further dissemination and use- of this information SUBJEa TO 

CONTROIS STATED AT BEGINNING AND END OF REPORT. 




■i.’’ 


or MID-SEPTEMBER'i a SOURCE'or undetermined reliability 
'■'litEPORTED THAT B-OSCH ARRIVED IN VENEEUtLA UN APPROXIMATELY 13 SEPTEMBER •; 

■ "' :2.-L UPON HIS arrival' IN CARACAS. BOSCH WA.i''MBT AT THE AIRPORT 

'■f- ■ . - ' • 

'.'by GARCIA AND LUIS CLEMENTE P 0 S A D A, A PRIVATE INVESTIGATOR 
LiAND ONE-TIME MEMBER OP THE DIRECTORATE FOR THE SERVICES OF INTELLIGENCE 
' /AND PRSVENTION -IDISIP.). WHO ESCORTED BOSCH IP HTS CARACAS HOTEL. 
■■'-.(FIELD COMMENT! .-WHILE- CURRENTLY NATURAIUED -VEtjeSUELAN OITUENS.- 
■O'iiSOtH -OAHC lA.- AND POSADA ARE NATIVE-BORN CUBANS.) 

‘V.i.'-'c 3 .. : SOHETIHE /OLLOWING.BOSCHtS ARRIVAL IN CARACAS.. A BS., . 

rr s', ( approximately U.S. ■si.US) A Pl^ FUND'.RAISING D-imE^FOR--| 

■Tih'.'- ...ur. "■‘.do>a!t ) u a a r. a promjnenx. 


^’■SOScK- was'. HELD' AT' THE HOME OF HILDC 


'.|?SURG'EtfNtA{iD2cW^ EXIL^ IN ADOIT^N TD BOSCH; A^G THOSE ATTENDING 
(ft.'T'HE 'p'lNNE^-'wERB GARCI.AI RICARDO Jj^lM R -A- L E S i^^rmRlTTp. GA^Cim^- ' 
Al's^^ n ative-born CUB aNI POSADAi and an ij.Nl136^rFTFrED 
';fi'' Hi^LtVEL. pF,Pl0.lAL\OF THE MINISTRY or - 1 NTMIPR. - ' 

'.ft''.-. , A ,. ttURt^D. THE evening BOSCH APPROACHED THE MINISTRY OF INTERIOR 
PVTICIA'i. ,fiilSOUGH:;GARclA proposing THAT THE VENEZUELAN GOVERNMENT MAKE 
■ft'* '.Ai.:silBStAN,TiAL''rCASH CONTRIBUTION TO HIS ORGANIZATION. IN RETURN. 

,apSCH.AGREEDVtp-GUARAN.TEE THAT THERE .WOULD .BE' NO CUBAN' EXILE DEMON- . 
J-'' StRATiidNSVlfl,''^'-'^'! UNITED STATES DURING PRESIDENT PEREZ' . PLANNED ' _ 

. secr' 
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Th ' 


■ ■'\ 4 s 4 'j/; ,V^;■'■ ‘hv^MHoiG IfoncB 


ft.wWAaNIN'o.lfOTICB < ■-S'-'t f >;••:■■'!' i' t-W i' ^ ,-'l 

ST'! rr • SENSITIVE 1NTE(.LI6ENCE SOtlBCES AND MEtHOI^ INVOLVED^ .' iSfAr" 

,0 'SECRET , further DISSEMINATION ANitt USE OF THIS INF^B^TiSn's^Wct lO 

4 |,ri#!fF®S; 4 ; '; 45 ^'? F- " ■•. •• .;XONTROLS-StATBJ;Af 6 EGlNl<»NOiA(®vi® OF REPqinJ.-^ - 
ffif.ft!. », ■ ■gg-'IgS' ,, , 

■' ' . — ma ■ — r- 





i % \ 






iV 


i {fitV^MSEf! appearance AT THE UNl TED -NATlaNS(.UN) t •/TpURCE',,CpMftiM;T I ' | 

.r.' 5 ;,' '■ - ^ v ■ ■ -a:?,;"-;- ■ .' 


s 


i’^T (l^fi^ElEVfeD .tHAT BOSCH'S' PHppaSltXb)^"W>S;;‘Ay .L;|P| . 

|qfiE$T|D;&f'iTHEvHlNiSTRY OF INTERIOR ORClClAU; ■-•;■ ■. 

i\^ THE EVENING BOSCH ^jADE,^TH|,:STAteME^.THA|^^^^^ 

;W>l|^-^UR.S0'^0AN4E^ HAS'^COME OUT OF-TtilE LETEUt'Et ^OefLOpSlNS SO'ODy^ 
He'ARE;iG0'IllfS'''T-0-.,T’RY. SOMETHING .ELSE bBscH . 01 D ^.NDT ; NaHE, .IH^URGAN fi 


fATI 0N.!^N0RfBip. HE.; EARAND ON HIS MEANING'. 


■('FIELD „S0MHENTi;...,J>IE .:. ; 



'tfNiv34 , seSt Em'^E : ■■: 


,|'W£ are. GOING. T‘ -■ .■-- 


TO HI.T A ..ppBAJY 



Sftt(i.''(10Wl..NO.;ii:Hp' 6 "<DC.T!(IBbR CUPANAVA?!Tfttii'itNE'®liP'>DF«>|te '. 

eosdH,.; garci'A 'And. pPsi’D'A''’?^ii]®liPTft'AT 

Ji!> lUi ,-. 1 , I 

sE^TyPOR 'BOSCHfTOttl'AVI-r^PlNEEUEtA, ■ THEsEF^OAISSfl'N^l.!'' OCT'O®'"',. : 

-•aH. ' ''T- " ■ . ■ ' •: i' ‘ A'--' 

escorted;8osph:to THE ■ 

' THE <LATTEB'iCH0-SSBO OVER INTO .BPlOMBIaH TEHRj’Tff|yr’ ' "‘j’' 

',' 8.',';i/0N; TM'E;.. Basis OF- 'iNFORMATION RECEIVED FROH. TRINI.DAlSrAN., 'V.''. 
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i)*fe ’? ff-iiftiitt ' ■' SS‘feU"» ' 

TOFiRDSs“S]s/in2sii^% V 


» fi/ -’ ' WARNING HOTICE '■ •• ■ u 

' 5 SflNSITlVC INTELUCENCE SOURCES METHODS INVOLVED PAGE M OF S. SAlJES 

l( ^ ^ ^ *'■ ■• . ■' --'-L i ' 

I ‘ ^ SECRET r FURIHEIi dissemination and. use of. XHlilf^FORMATlOW.^SyjiECT. TO 

^ ^ ; CoKffROl5:^TAtED?AT'.BEGINNI«O^A^^tEHO^O|>,^^P<:^Ti^ ( 

i "<*f- '■' 










' 'r. --. ■' 
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'ational security council 

WASHINGTON. D-C. 20504 

January 25, 2001 

INFORMATION 

MEMORANDUM FOR CONDOLEE2ZA RICE 
FROM: RICHARD A, CLARKE/ 


SUBJECT: 





Presidential Policy Initiative/Review -- The AJ- 
Qids Network 


St^ve asked today that we propose major Presidential policy 
reviews or initiatives. Me urcrencly need such a Principals 
level review on the al Qida network. 


Just some Terrorist Group? 


As we noted in our briefings for you, ai Olda is not some 
narrow, little terrorist issue that needs to be included in 
broader regional policy. Rather, several of our regional 
policies need to address centrally the transnational challenge 
to the US and our interests posed by the al Oida network. By 
proceeding With separate policy reviews on Central Asia, the 
GCC, North Africa, etc. we would deal inadequately with the need 
for a comprehensive multi- regional policy on al Oida. 

al Oida is the active, Organized, major force that is using a 
distorted version of Islam as its vehicle to achieve two goals; 

, --to drive the US out of the Muslim world, forcing the 
withdrawal of our military and economic presence in countries 
from Morocco to Indonesia; 


--to replace moderate, modern. Western regime in Muslim 
countries with theocracies modeled along the lines of the 
Taliban. 


al Oida affects centrally our policies on Pakistan, Afghanistan, 
Central Asia, North Africa and the GCC. Leaders in Jordan and 
Saudi Arabia see al Qicfa as a direct threat to them. The 
strength of the network of organizations limits the scope of 
support friendly Arab regime.s can give to a range of US 

NSC DECLASSIFICATION REVIEW |E.0. 12958] 
/V Exempt In part and redact as shown 
by D.Sanbom Date 4/7/2004 


Classified by: Richard A. Clarke 
Reason; l.S(d)(x6) 

\ Declassify Oh: 1/25/25 
j^erlved From: Multiple Sources 
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policies, including Iraq policy and the Peace Process. He would 
make a major error if we underestimated the challenge ai Oida 
poses, or over estimated the stability of the moderate, friendly 
regimes aJ Qida threatens. 

Pending Time Sensitive Decisions 

At the close of the Clinton Administration, two decisions about 
al Qida were deferred to the Bush Administration. 

-- First, should we provide the Afghan Northern Alliance 
enough assistance to maintain it as a viable opposition force to 
■the Taliban/al Qida ? If we do not, I believe that the Northern 
Alliance may be effectively taken out of action this Spring when 
fighting resumes after the winter thaw. The al Qida 55'^'' 

, Brigade, which has been a key fighting force for the Taliban, 
would then be freed to send its personnel elsewhere, where they 
would likely threaten US interests. For any assistance to get 
there in time to effect the Spring fighting, a decision is 
needed now, 

-- Second, should we increase assistance to Uzbekistan to 


Three ocher issues awaiting addressal now ares 

--First, what the new Administration says to the Taliban 
and Pakistan about the importance we attach to ending the al 
Qida sanctuary in Afghanistan. We are separately proposing 
early, strong messages to both. 

--Second, do we propose significant program growth in the 
FY02 budget for anti-al Qida operations by CIA and counter- 
terrorism training and assistance by State and CIA? 

--Third, when and how does the Administration choose to 
respond Co the attack on the USS Cole. That decision is 
obviously complex. We can make some decisions, such as the 
those above, now without yet coming to grips with the harder 
decision about the Cole. On the Cole, we should take advantage 
of the policy that we ’will respond at a time, place, and .manner 
of our own choosing" and not be force-3 into knee jerk responses. 









Attached is the year-end 2000 strategy on al Qida developed by 
the last Administration to give to you. Also attached is the 
1990 strategy. Neither was a "covert action only" approach. 
Both incorporated diplomatic, economic, military; public 
diplomacy and intelligence tools. Using the 2000 paper as 
background, we could prepare a decision paper/guide for a PC 
review. 

I recommend that you have a Principals discussion of al Qida 
soon and addresss the following issues: 

1. Threat Magnitude ; Do the Principals agree that the al 
Oida network poses a first order threat to US interests, in a 
number or regions, or is this analysis a "chicken little" over 
reaching and can we proceed without major new initiatives and by 
handling this issue in a more routine manner? 

2. Strategy : If it is a first order issue, how should 
the existing strategy be modified or strengthened? 

Two elements of the 'existing strategy that have not been nade to 
work effectively are a) going after al Qida's money and bl 
public information to counter al Qida propaganda. 

3 . FY02 Budget ; Should we continue the funding increases 
into FY02 for State and CIA programs designed to Implement the 
al Qida strategy? 

4. Inmediat e D ecisions ; Should we initiate K funding 
to the Northern Alliance and to the Uzbek's? 


Please let us know if you would like such a decision/discussion 
paper or any modifications to the background paper. 

fc :curre^ces by: Mary McCarthy, Dan Fried, Bruce Reidel, 

Camp 


Attachment 

Tab A December 2000 Paper; Strategy for Eliminating the Threat 
from the Jihadist Networks of al-Qida: Status and Prospects 

Tab B September 1958 Paper: Pol-Mil Plan for al-Qida 
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i->wbod, Courtney 

From: Oavid.Kfis@timewarner.com 

Sent Thursday. December 22, 2005 12:37 PM 

To: Eiwood, Courtney 

Subject: Re; NSA talkers 


Thanks, Courtney, these are very helpful and interesting. From a quick read 
on my BB, it looks like you guys are leading with Article II and using the 
AIMP as support, rather than leading with the AlWF interpreted broadly in 
light of constitutional avoidance doctrine, and then failing back to Article 
II, If I'm reading it right, that's an interesting choice -- maybe it 
reflects the VP's philosophy that the' best defense is a good offense (I 
don't expect you to COTunent on that i-)). Thanks again for sharing these 
and I hope y ou have a nice holiday. I'll be in Texas (BB and cell: 

Hlllllll ^ FOIA EXEMPTION biz- 

Original- Message 

From; Courtney. Elwood@usdoj .gov 
To: Kris, David , 

Sent: Thu Dec 22 12:05:26 200S 
Subject; NSA talkers 


PYI. 


This message is the property of Time Warner Inc. and is intended only for the use of the 
addressee(s) and may be legally privileged and/or confidential. If the reader of this 
message is not the intended recipient, or the employee or agent responsible to deliver it 
to the intended recipient, he or she is hereby notified that any dissemination, 
distribution., printing, forwarding, or any method of copying of this information, and/or 
the taking of any action, in reliance on the information herein is strictly prohibi.ted 
except by the original recipient or those to \diom he or she intentionally distributes this 
message. If you have received this conuminication In error, please iiwnediately notify the 
sender, a nd delete the original message and any copies from your computer or storage 
system. Thank yoii 
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Original Message--; — 

Fromi David . Krisstimewamer . com <David . Kr iaatimewarner .com> 
To: Blwood/ Courtney <CourtneY. Elwood®SHOJMD.USDOJ.gov> 
Sent: Thu Jan 19 23:31:45 2006 
RiiV>j eCt : RE : MSA 


tinp-htn (6 KB) 

Courtney 

I'm making my way through the whitepax>er now, and of course it's very 
professional and thorough and well written. I kind of doubt it's going to 
bring me around on the statutory arguments -- vrtvich I have always felt had a 
slightly after-the-fact quality or feeling to them -- but you never know, 
and in any event I can respect the analysis even if I don't fully agree. 

And I will remain open on the consCltutional arguments, which is what I have 
always felt this was really about; I just don't feel I have much to say on 
the constitutional issues without knowing the facts. 

But I do have one fairly minor c(uestion about this whitepaper that I may 
as well send you now. I am a little puaaled as to why you guys didn't rely 
more heavily on footnote 54 on page iOO of the 1978 House Intelligence 
Cotmaittee Report. You have the New York Telephone case cited and you make 
the pen -trap argxiraent (on page 22), but I would have thought you'd put 
footnote 54 in neon lights. 

Talk CO you later . 

fJot fespcrsiifc ifc) 





157 


Bwood, Courtney 

From: David.Kris@timewamer.com 

Sent; Wednesday. December21, 2005 6^>4 PM 

To: Eiwood, Courtney 

Subject: RE: IN CASE YOU MISSED IT: President Had Legal Authority To OK Ta ps 


My major disagreement with this, I Chink, is that the President's inherent 
authority to conduct elecCronic surveiHance or physical searches in the 
♦absence* of legislation is not the same as his inherent authority Co do so 
in the ‘presence* of such legislation. 


Original Message 

From: Courtney.Elwood@usdoj.gov [mailto:CouJrtivey.Blwood@usdoj.gov] 

Sent: Wednesday, December 21, 2005 3:37 PM 
TO: Kris, David 

Subject: Fw: IN CME YOU MISSED IT: President Had Legal Authority To OK Taps 
Importance : Low 


I am sure you saw this . 

Sent from my BlackBerry Wireless Handheld 


f4£ (esponsiie. t> 
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REVIEW & OUTLOOK (Editorial) 


Open the Iraq Files 


967 words 

3 March 2006 

The Wall Street Journal 

AlO 

English 

(Copyright (c) 2006, Dow Jones & Company, Inc.) 


When the 9/11 Commission bullied Congress into creating the Directorate of National Intelligence, we doubted that another layer 
of bureaucracy on top of the QA would fix much of anything. Our skepticism has since been largely reinforced — most recently 
by the DIMI's reluctance to release what's contained in the millions of "exploitable" documents and other items captured In Iraq 
and Afghanistan. 

These items '■ collected and examined in Qatar as part of what's known as the Harmony program -- appear to contain 
Information highly relevant to the ongoing debate over the war on terror. But nearly three years after Baghdad fell, we see no 
evidence that much of what deserves to be public will be anytime soon. 


For example. If It hadn't been for the initiative of one Bill Tierney, we wouldn't know that Saddam Hussein had a habit of tape 
recording meetings with top aides. The former U.N. weapons inspet^or and experienced Arabic translator recently went public 
with 12 hours (out of a reported total of 3,000) of recordings in which we hear Saddam discuss with the likes of Tariq Aziz the 
process of deceiving U.N. weapons inspectors and his view that Iraq’s conflict with the U.S. didn’t end with the first Gulf War. 


In one particularly chilling passage, the dictator discusses the threat of WMD terrorism to the United States and the difficulty 
anyone would have tracing It back to a state. With the 2001 anthrax attacks still unsolved, that strikes us as bigger news than 
the DNl or most editors apparently considered It. 


In another disclosure, the Weekly Standard's Stephen Hayes was told by about a dozen officials that Harmony documents 
describe in detail how Saddam trained thousands of Islamic radicals in the waning years of his regime. So much for the 
Judgments of many in the Intelligence community -* including Paul Pillar, tiie latest ex'spook to go public with his antiwar 
message — that the secular Saddam would never consort with such religious types. 


To Its credit, the DNl did bless the recent release of about two dozen documents from Afghanistan as part of a West Point study 
painting a portrait of al Qaeda's organizational structure. They show that al Qaeda functioned like a corporation in some ways, 
with' fixed terms for employee benefits such as family leave, and seem vindicate the once-controversial decision to move 
quickly to destroy al Qaeda's base of operations in Afghanistan. 

But these tantalizing tidbits represent only a fraction of what's in U.S. possession. We hear still other documents expand 
significantly on our knowledge of Saddam's WMD ambitions (including more on the Niger-uranium connection) and his support 
for terrorism, right down to lists of potential targets in the U.S. and Europe. Former Assistant Defense Secretary Richard Perle 
accuses the DNl of "foolish restraint" on releasing information that could broaden understanding and bolster support for a war 
that Is far from won, Representative Pete Hoekstra (R., Mich.) echoes that criticism. And after chatting with the Congressman 
and with someone we agreed to describe as a "senior intelligence official familiar with the program," we largely agree. 


The intelligence community has a point that some caution must be exercised. For example, the senior intelligence official pointed 
out, some documents describe in detail rapes and other abuses committed by Saddam's regime — details that could still haunt 
living victims in such an honor-bou.nd society as Iraq. &Jt while it would seem to make sense to screen the documents for such 
items — and perhaps terrorist recipes such as ricin -- we still can’t understand how that justifies the current pace and method of 
making irformatinn public. 


And our aiarm bells really rang when the intelligence official added another category of information that's never slated to see the 
light of day: "We cannot release wholesale material that we can reasonably foresee will damage the national interest." Well, 
what exactly does that mean and who makes the call? The answer, apparaitly, is unaccountable analysts following State 
Department guidelines. 


But consider just one hypothetical: Is it in the "national irrterest" to reveal documents if they show that Jacques Chirac played a 
more substantial role in encouraging Saddam's irrtrartsigence than is already known? No doubt some Foggy Bottom types would 
say no. But we’d strongly disagree. The "national interest" exception is so broad and vague that It would end up being used to 


htt!T//intp.p'ratft far.tiva r.nm/en/searrh/artirle asT> 
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justify keeping secret the merely embarrassing, 

What's more, according to Mr. Hoekstra, the DNI reiease plans don't call for making any documents pubilciy available per se, but 
only through scholars In the manner of the West Point study. As he puts It, the decision to move everything through analysts 
and carefully chosen outsiders is an "analog" method in a "digitar age, when we could be calling on the interpretive wisdom of 
so many by putting much of it on the Internet. 

Yesterday Mr. Hoekstra introduced a bill to require the intelllgeixe community to be more forthcoming with the Iraq and 
Afghanistan documents. "I'm beginning to believe the postwar intelligence may be as bad as the prewar intelligence," he says. 
Another person who sees vast room for improvement is Iraqi scholar Kanan Makiya, who founded the Iraq Memory Foundation. 
While he shares the DNI's concerns about potential damage to some people mentioned therein, he also says the U.S. 
government has gone too far and needs to find better ways to grant access to this information. 

America went to war in Iraq and Afghanistan because we believed that the truth about the regimes in those countries justified it. 
Why should so much of that truth now be deemed so sensitive? 

Document J000000020060303e2330001k 


Retu rn to Headlines 


factiva. © 20O6 Fadlva, Dow ]ones & Reuters 
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Mr. Shays. At this time, the chair would recognize Mr. Van 
Hollen. 

Mr. Van Hollen. Thank you, Mr. Chairman. I want to thank 
you and Mr. Kucinich for holding these hearings and thank the 
witnesses for being here. 

The latest episodes we have seen of the administration scram- 
bling to reclassify information that had been declassified is just the 
latest sign of an obsession with secrecy over the public interest. I 
think it is amazing now that an individual working for the govern- 
ment could be criminally liable for providing to a Member of Con- 
gress in an unclassified setting a document that had been pub- 
lished by the U.S. Government. That turn of events, it seems to 
me, shows how we have our policies just turned on their head. 

I would just like to very briefly read from the 9/11 Commission, 
which was a bipartisan commission that identified this over-classi- 
fication problem as a national security problem, where they stated 
that the security concerns need to be weighed against the cost. 
“Current security requirements nurture over-classification and ex- 
cessive compartmentalization of information among agencies. Each 
agency’s incentive structure opposes sharing, with ris& but few re- 
wards for sharing information. No one has to pay the long-term 
costs of over-classifying information, though these costs, even in lit- 
eral financial terms, are substantial.” There are no punishments 
for not sharing information, and they go on to talk about this issue. 

It seems to me that from a pure national security perspective, in 
this day and age where we learned from over-compartmentalization 
before September 11th the dangers to our national security of peo- 
ple not talking to each other, we should learn the lessons of more 
sharing of information. Instead, what we have seen is an effort to 
use the classification system not to hide information from our en- 
emies, but in many cases, to hide embarrassing analyses and facts 
from the Congress and the American people. 

So I hope, Mr. Chairman, that we will continue to explore this 
area. The other thing that, of course, I think, rankles many people 
is not just the classification process, but the random ad hoc declas- 
sification process, where all of a sudden you read that the adminis- 
tration has released classified information selectively for their own 
political benefit. I mean, we read now in the Valerie Flame case, 
oh, yes, well, they were able to leak classified information to the 
press. Why? Because the Vice President has the ability to declas- 
sify whenever he decides to declassify something. That breeds cyni- 
cism in the system and public distrust. If we think that the admin- 
istration or any executive branch agency is playing politics with the 
release of classified information, is playing politics with the classi- 
fication of information, it will undermine the public’s trust in our 
entire system and breed increasing cynicism, and I think that is 
what we are seeing, Mr. Chairman. 

So hopefully, we can begin to shine a little sunshine on this and 
reverse that cynicism. Thank you. 

Mr. Shays. I thank the gentleman. 

At this time, the chair would recognize the gentlelady from New 
York, Mrs. Maloney. 

Mrs. Maloney. Again, I want to thank the Subcommittee on Na- 
tional Security for their continued work on really sensitive issues 
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of our country. I want to cite the chairman’s efforts on the creation 
of the 9/11 Commission report and then working with me and 
many others to author the recommendations into law and to finally 
pass it. 

We all understand that classification is necessary. Maintaining 
access to sensitive information helps ensure the safety of all Ameri- 
cans. No one can argue that. However, over the last few years, a 
number of us have become very concerned with the dramatic surge 
in what is being classified and the advent of new pseudo-classifica- 
tions of information. 

At the last hearing the subcommittee held on the subject, I held 
up a poster of a redacted copy of a staff report from the 9/11 Com- 
mission. Black ink was practically poured over the whole docu- 
ment. What was amazing about the redactions on this poster were 
that they clearly covered up public testimony that was available on 
the Internet. Holding them side to side, we found one redacted line 
that read, literally — you can’t make this stuff up — this was the 
line: “This, this, this, and this.” That was redacted. It was more 
bad English than sensitive information, and that is our concern 
here. 

There is a huge upswing in classified information, a result of 
more information that needs to be classified or is it just really more 
convenient to keep it classified? Is information kept classified be- 
cause it is embarrassing? That is another concern. Or inconven- 
ient? 

We know that under an Executive order signed by President 
Clinton, we were able to declassify 864 million documents, but an- 
other Executive order by the Bush administration has halted these 
efforts by allowing officials to classify information even when there 
is significant doubt that this information needs to be classified. 

I know that I have had to fight for the release of information 
held by government. I had a bill in on the Nazi War Crimes Disclo- 
sure Act. It has been years since World War II. It became law in 
1998 and we really disclosed more information than we have had 
since the Nuremberg trials, and this was important for us to un- 
derstand many things, not only our history but now to address in- 
formers and security matters in today’s troubled times. 

I am very concerned about the uniformity, the point that my col- 
league made that some ridiculous items are classified and then 
some information that may help a political cause, such as the Val- 
erie Plame case, is released. 

I also am concerned about that there is no review. Say you get 
a document back, like the 9/11 Commission report that was all re- 
dacted. How do we appeal to see if this is really, truly something 
that should be redacted or not? There is no appeal process. I think 
that the right of citizens to have access to their government files 
when this is appropriate helps build strength and support for our 
democracy. 

So I want to thank Chairman Shays for holding this hearing and 
really for his continued work on it. I think it is important. I think 
it is an important part of our government and I think it does need 
to be reviewed. I find it infuriating — can I add this? I have con- 
stituents who come to me and they have tried to get documents 
from the EPA or whatever. The document comes back completely 
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redacted. I mean, what kind of response is that? Who do they ap- 
peal when it concerns their family farm or their family business? 
I think this is a serious matter and I appreciate the chairman look- 
ing at it. 

Mr. Shays. I thank the gentlelady from New York. 

[The prepared statement of Hon. Carolyn B. Maloney follows:] 
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Statement of Congresswoman Carolyn B. Maloney 
Government Reform Subcommittee on National Security, 
Emerging Threats and International Relations 
Drowning in a Sea of Faux Secrets: 

Policies on Handling of Classified and Sensitive Information 
2154 Rayburn House Office Building 
March 14. 2006 
2:00 pm 


I would like to thank Chairman Shays 
for holding this important hearing 
and his continued work in this area. 

We all understand the need for the classification. 

Maintaining access to sensitive information 
helps ensure the safety of all Americans. 

No one can argue with that. 

However, over the last few years, 

a number of us have been concerned 

with the dramatic surge in what is being classified 

and the advent of new pseudo-classifications 

of information. 

At the last hearing on this subject. 
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I held up a poster of a redacted copy 
of a staff report of the 9/11 Commission. 

Black ink was practically poured all over this report. 

What was amazing about the redactions 
on this poster were that they clearly covered-up 
public testimony, 
available on the internet. 

Holding them side-to-side, 
we found redacted line read: 

“This, this, this and this” 

It is more bad English than sensitive information. 

That is what our concern is here. 

Is the huge up-tick in classified information a result 
of more information that needs to be classified 
or is it just more convenient to keep it classified? 

Is information kept classified just because it is 
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embarrassing? 

We know that under an Executive Order 

signed by President Clinton, 

we were able to declassify 864 million documents, 

but another Executive Order 

by the current administration 

has halted these efforts by allowing officials 

to classify information even when there is significant 

doubt that this information needs to be classified. 

I know that I have had to fight for the release of 
information held by the CIA 
regarding our government’s relationships 
with Nazi war criminals after World War II - 
relationships that were illegal. 

I sponsored a bill that became law in 1998, 
the Nazi War Crimes Disclosure Act, 
but still to this day we are battling with the CIA f 
or the full disclosure of these documents. 

I would be hard pressed to find a current-day 
need to continue to keeps these relationships 
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and interactions a secret. 

But that does not seem to matter. 

Certainly the right of the American people to know 
is long overdue. 

Information that we can use 
to make sure that this piece of history is not lost, 
instead it can be something that we can learn from 
and make sure we never do again. 

Anyway, I look forward to the testimony 
of our witnesses 

and I thank the Chairman for holding this hearing. 
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Mr. Shays. Let me just take care of a few business items before 
we swear you in, and thank you all for your patience. 

I ask unanimous consent that all members of the subcommittee 
be permitted to place an opening statement in the record and the 
record remain open for 3 days for that purpose. Without objection, 
so ordered. 

I ask further unanimous consent that all witnesses be permitted 
to include their written statements in the record, and without ob- 
jection, so ordered. 

I ask even further unanimous consent that the following be made 
part of the record: A GAO report titled “Managing Sensitive Infor- 
mation: Departments of Energy and Defense Policies and Oversight 
Could Be Improved;” George Washington University National Secu- 
rity Archive report, “Pseudo Secrets: Freedom of Information Audit 
of Sensitive But Unclassified (SBU) Policies in the U.S. Govern- 
ment;” a letter from Senator Jim Banning Concerning the improve- 
ment of storage of classified information by defense contractors; 
and finally, a letter from Mr. Lamar Waldron from Marietta, Geor- 
gia, concerning the reclassification of government records. Without 
objection, the reports and correspondence will be made part of the 
record. 

[Note. — The GAO report entitled, “Managing Sensitive Informa- 
tion, Departments of Energy and Defense Policies and Oversight 
Could be Improved,” may be found in subcommittee files.] 

[The information referred to follows:] 
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Sensitive Unclassified fnformatm Audit 

National Security Archive • March 2006 


EXECUTIVE SUMMARY 


Although the numerous investigations into the September 1 1 attacks on the United States each concluded that excessive 
secrecy interfered with the detection and prevention of the attacks, new secrecy measures have nonetheless proliferated. 
This is the first comprehensive Report to summarize the policies for protection of sensitive unclassified information from 
a wide range of federal agencies and departments and identify the significant security, budgetary, and government 
accountability risks attendant to unregulated and unmonitored secrecy programs. 

The picture that emerges from the diverse policies examined shows little likelihood that Congress or the public will be 
able to assess whether these policies are being used effectively to safeguard the security of the American public, or 
abused for administrative convenience or for improper secrecy. Unlike classified records or ordinary agency records 
subject to FOIA, there is no monitoring of or reporting on the use or impact of protective sensitive unclassified 
information markings. Nor is there a procedure for the public to challenge protective markings. Given the wide variation 
of practices and procedures as well as some of their features, it is probable that these policies interfere with interagency 
information sharing, increase the cost of information security, and limit public access to vital information. 

The September 1 1 attacks on the United States and a March 2002 directive from White House Chief of Staff Andrew H. 
Card to federal agencies, requesting a review of all records and policies concerning the protection of “sensitive but 
unciassified" information spurred Congress and agencies to increase controls on information. What followed was the 
significant removal of information from public Web sites, increased emphasis on FOIA exemptions for withholding, and 
the proliferation of new categories of information protection markings. 

Using targeted FOIA requests and research, the Archive gathered data on the information protection policies of 37 
major agencies and components. Of the agencies and components analyzed, only 8 of 37 (or 22%) have policies that are 
authorized by statute or regulation while the majority (24 out of 37, or 65%) follow information protection policies that 
were generated internally, for example by directive or other informal guidance. Eleven agencies reported no policy 
regarding sensitive unclassified information or provided no documents responsive to the Archive's request. 

Among the agencies and components that together handle the vast majority of FOIA requests in the federal government, 
28 distinct policies for protection of sensitive unclassified information exist: some policies conflate information 
safeguarding markings with FOIA exemptions and some include definitions for protected information ranging from very 
br oad or vague to extremely focused or limited. 

• 8 out of the 28 policies (or 29%) permit any employee in the a^ncy to designate sensitive unclassified information 
for protection, including the Department of Homeland Security (DHS is now the largest agency in the federal 
government other than Defense, with more than 180.000 employees): 10 of the policies (or 35%) allow only 
senior or supervisory officials to mark information for protection: 7 policies (or 25%) allow departments or offices 
to name a particular individual to oversee information protection under the policy: and 3 policies (or 1 1%) do not 
dearly specify who may implement the policy. 

• In contrast, 1 2 of the policies (or 43%) are unclear or do not specify how, and by whom, protective markings can 
be removed. Only one policy includes a provision for automatic decontrolling after the passage of a period of time 
or particular event. This is in marked contrast to the classification’ system, which provides for declassification after 
specified periods of lime or the occurrence of specific events. 

• Only 7 out of 28 policies (or 25%) include qualifiers or cautionary restrictions that prohibit the use of the policy 
markings for improper purposes, including to conceal embarrassing or illegal agency actions, inefficiency, or 


* The terih ''classified" at "ciassificacion" refers to information designated as protected urider Executive Order 1 2958, as emended by E O. T 3292. 
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administrative action. Again, this is distinguishable from the classification system, which expiicitiy prohibits 
classification for improper purposes. 

• There is no consistency among agencies as to how they treat protected sensitive unclassified information in the 
context of FOIA. In a number of the agency policies, FOIA is specifically incorporated-either as a definition of 
information that may be protected or as a means to establish mandatory withholding of particular information 
subject to a sensitive unclassified information policy. Some agencies mandate ordinary review of documents before 
release, without regard to any protective marking. Others place supplemental hurdles that must be surmounted 
before sensitive information may be released to the public, for example the requirement of specific, case-by-case 
review by high-level officials for each document requested. 

This Study finds that the procedures and regulations for safeguarding sensitive but unclassified information that were in 
use before September ll-particularly those protecting nuclear and other major, potentially-susceptibie infrastructure 
information-differ markedly from the post-September 1 1 regulations The newest information protection designations 
are vague, open-ended, or broadly applicable, thus raising concerns about the impact of such designations on access to 
information, free speech, and citizen participation in governance. As these findings suggest, more information control 
does not necessarily mean better information control. The implications certainly suggest that the time is ripe for a 
government-wide reform-with public input-of information safeguarding. 


WHAT THE EXPERTS ARE SAYING 


■[Nlever before have we had such a clear and 
demonstrable need for a seamless process for sharing 
and protecting information, regardless of classification." 

- J. William Leonard, ISOO Director (2003)' 

"One of the difficult problems related to the effective 
operation of the security classification system has been 
the widespread use of dozens of special access, 
distribution, or control labels, stamps, or markings on 
both classified and unclassified documents," 

- Report, U.S. House of Representatives, 
Committee on Gov't Operations (1973)' 

'TTjhese designations sometimes are mistaken for a 
fourth classification level, causing unclassified information 
With these markings to be treated like classified 
information." 

- Moynihan Commission Report (1997)' 

"(Tlhose making SSI designation . . . should have special 
training, much as FOIA officers do, because they are 
being asked to make difficult balancing decisions among 
competing values." 

- Coalition of Journalists for Open 
Government (2004)" 


"Legally ambiguous markings, like sensitive but 
unclassified, sensitive homeland security information 
and for official use only, create new bureaucratic 
barriers to information sharing. These pseudo- 
classifications can have persistent and pernicious 
practical effects on the flow of threat information,' 

- Representative Christopher Shays (2005)' 

"Terms such as 'SHSI' and 'SBU' describe broad types 
of potentially sensitive information that might not even 
fall within any of the FOIA exemptions." 

- Department of Justice, Freedom of 
Information Act Guide (2004)” 

"The fact that for official use only (FOLIO) and other 
sensitive unclassified information (e.g. COtdOPS, 
OPLANS, SOP) continues to be found on public web 
sites indicates that too often data posted are 
insufficiently reviewed for sensitivity and/or 
inadequately protected," 

-- Sec. of Defense Donald Rumsfeld (2003)'" 

"[Vlery little of the attention to detail that attends the 
security classification program is to be found in other 
information control marking activities." 

- Harold C, Relyea, 

Congressional Research Service (2005)"" 
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NTRODUCTION 


Four months after the September 11 attacks, the New York Times published a front page story that reported "the 
government is still making available to the public hundreds of formerly secret documents that tell how to turn dangerous 
germs into deadly weapons."' That story started a chain of events including, in March 2002, explicit direction from 
President Bush's Chief of Staff Andrew H. Card for all federal agencies and departments to review their methods for 
safeguarding records regarding weapons of mass destruction (WMD), including chemical, biological, radiological, and 
nuclear weapons ("Card Memorandum"). Attached to the Card Memorandum was a memorandum from the Acting 
Director of the Information Security Oversight Office (ISOO) and the Co-Directors of the Justice Department's Office of 
Information and Privacy (OIP) ("ISOO-DOJ Guidance") that concerned handling classified, declassified, and sensitive but 
unclassified information. 


Since that time there have been reports about the proliferation of new categories of "safeguarded" sensitive unclassified 
information, congressional and public criticism about unregulated "pseudo-classification," and calls for reform.^ Aside from 
a few studies looking at the origins of protection of sensitive, unclassified information, however, there is very little 

information in the public domain that could be used to assess 
such safeguarding. This Study examines the implementation 
of the Card Memorandum, the attributes of the new 
safeguard markings, and the impact that this extra protection 
of sensitive unclassified information may have on information 
disclosure. 


The government's safeguarding or restricting access to 
documents and other information that does not /a// within the 
purview of the national security classification system has 
been an issue for decades. In its first omnibus hearings on the 
implementation of the Freedom of Information Act (FOIA), 
in 1972, the Foreign Operations and Government 
Information Subcommittee of the House Government 
Operations Committee raised the issue of the "secrecy 
terms" that are used to identify and restrict access to 
government information outside of the classification system. 
The subcommittee identified 63 separate terms at that time 
which, according to Chairman William Moorhead, "range(dl 
from the asinine to the absurd.'^ 


/ do not see how nine categories of information can bi 
expanded to 63 secrecy stamps. It might require furthe. 
iegisiation to convince the secrecy-minded bureaucrats tha 
Congress meant what it said 5 years ago when it passet 
the first Freedom of Morrnation Act 

-Chairman William Moorhead. House Subcommittee 
oniofeign Operetions and Gov't Operations (I973f' 


The predominant congressional concern at that time was the 
overuse of control markings and distribution restrictions, 
applied to both classified and unclassified information, in the 
context of FOIA exemption 1, which permits information to 
be withheld because it is properly classified pursuant to 
Executive Order. In addition, the subcommittee evaluated 

Lise of 63 labels identified by the Foreign Operations 

and Government Information Subcommittee in 1972. *1 


DoC^MEXT Co^TltOL ST EztCVTIVC r^TAaTUtSTS AXR AM-TCW 

tsbel ; af agcMta atlsvni 

ACDA ^ OTiy — — I 

AddnsHc 


Ad»iDlstntiTe-lDt«mi uae selr^ 
AdnlnMnitiTi^ ecBiMtntlaU 

ATOMAL 

A’m^L/^SMlC - 


CooMsy ecnl 
OwoAci^l . 


UttriSatMis to If.S. Ooivnoent scowIm 

DbttfiwHoa T<gitrkt)d-~8a» DoD aip or Cbsrt Cauiog for CoiAaaee 

AT RdoBM OqUM* tfJ. Cktrennsoat 

RiM 


F\)r coly..^ 
For oAdst UB 
VtVHUCuwa' 


UnK dbiMliottoa^ 


LU&tttd tfiCMM 

OMrttHrtldA.-.^ 

oActal uso cfllr.. 

TJmiMIi' 


LtmiM oflrUil SM.. 


1^0 

HoawMIe 

?f« iJBhllc {tromathm — 

Oflieta! n» arty... 

Pftwinal 

PrtKite 


Proprietary ... 

— 

IMricted 


8K)P-BSI 

SIOP/l^iBl liaBtfUi« sot ntetaablo 
8PRCAT ... 

S«BSa»e 

SmritinyiB coaSiteoee. 


ApeeMil aol KleasaUe to saUo&aU... 

IT.S. OortRaKi^ m OBiy — — 

Wei|K»tt data ... ■ , 


© 2006, The National Security Archive 




173 


Sensisive Unclassified Uormatbn Audit 

National Security Archive • March 2006 

the implications of the new Executive Order and the attendant security of classified information: "It is a concern because 
the more stamps you put on documents the less security you are going to have at the very sensitive ieveis where 
maximum security shouid be aiways safeguarded."’ 

Foilowing these early congressional discussions, little action was taken beyond the threatening message that Chairman 
Moorhead sent to federal agencies about their use of control markings. Nonetheless, it appears that the use of such 
markings decreased, and public discussion of the matter quieted down in the subsequent years. In 1 977, President Jimmy 
Carter issued a Directive mandating federal protection of telecommunications materials "that could be useful to an 
adversary."® Subsequently, one of President Ronald Reagan's National Security Decision Directives referred to "sensitive, 
but unclassified, government or government-derived information, the loss of which could adversely affect the national 
security interest" and, without further defining such information, ordered that it should be "protected in proportion to 
the threat of exploitation and the associated potential damage to the national security."® 

The Computer Security Act of 1987 was passed in response to the proliferation of elettronic communications and 
information systems and uncertainty about the nature of their security vulnerabilities. The Act defined "sensitive" 
information as "any information, the loss, misuse, or unauthorized access to or modification of which could adversely 
affect the national interest or the conduct of Federal programs, or the privacy to which individuals are entitled under . . 
the Privacy Act, but which has not been specifically authorized under criteria established by an Executive order or an Act 
of Congress to be kept secret in the interest of national defense or foreign policy,"’ The implementation of the Computer 
Security Act, directed in part by guidance from the National Institute of Standards and Technology, emphasized a "risk- 
based approach" to safeguarding information, in which agencies in their discretion were to determine the required level of 
protection for designated "sensitive" information in their computer systems, based on the nature of the information. 

In 1997, Senator Daniel Patrick Moynihan’s Commission on Protecting and Reducing Government Secrecy recognized 
the mounting difficulties with the use by more than 40 departments and agencies of various protective markings for 
unclassified information; "there is little oversight of which information 
is designated as sensitive, and virtually any agency employee can 
decide which information is to be so regulated." As to the general 
lack of understanding and consistency in the management of such 
protected information, the Commission found: "these designations 
sometimes are mistaken for a fourth classification level, causing 
unclassified information with these markings to be treated like 
classified information,"® 

Since the September 1 1 attacks and the inception of the War on 
Terrorism, new protective markings for unclassified information have 
been created, while numerous others have been updated, broadened, or used with increasing frequency. The Homeland 
Security Act of 2002 mandated information sharing among federal, state, and local authorities, and in conjunction 
directed the President to "identify and safeguard homeland security information that is sensitive but unclassified."® In 
2003, President Bush delegated responsibility for protecting Sensitive Homeland Security Information (SHSI) to the 
Secretary of Homeland Security, but no regulations or other formalized SHSI protections have been implemented. 

in December 2005, President Bush issued a memorandum for department heads regarding "Guidelines and Requirements 
in Support of the Information Sharing Environment." In this memo, the White House directed the agencies to develop 
standard procedures for handling Sensitive But Unclassified (SBU) information, including SHSI. These procedures, the 
memo asserted, "must promote appropriate and consistent safeguarding of the information and must be appropriately 
shared with, and accommodate and reflect the imperative for timely and accurate dissemination of terrorism information 
to, State, local, and tribal governments, law enforcement agencies, and private sector entities," The memo prescribes 
several action items, beginning with mandatory agency inventories of SBU procedures, followed by the Secretary of 
Homeland Security along with the Attorney General, the Secretaries of State, Defense, and Energy, and the DNI 
developing a recommendation for standardization of all the SBU policies, and finally implementing the standardized 
procedures through the Office of Management and Budget (OMB). To date, no proposals have been disseminated. 


Only an alert and knowledgeable 
citizenry can compel the proper 
meshing of the huge industrial and 
military machinery of defense with our 
peaceful methods and goals, so that 
security and liberty may prosper 
together. 

- Ptssidsm Dwight D. Bsenhowef' 
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METHODOLOGY 


This Study seeks to evaluate the impact of the Card Memorandum directing the safeguarding of unclassified information 
and the breadth of policies related to the protection or control of unclassified information across the federal agencies. A 
number of recent reports have compiled lists of the array of different categories for non-classification protection, but 
none have requested and compared information from a broad swath of federal agencies on the protection of information 
that cannot properly be classified under existing procedures guided by the President's EO 12958, The Archive used 
Freedom of Information Act requests to compile data from federal agencies. 

Impact of Card Memorandum 

On March 1 9, 2002, President Bush's Chief of Staff Andrew H. Card sent a memorandum ("Card Memorandum") to the 
heads of all executive departments and agencies of the Federal Government, The Card Memorandum called on 
departments and agencies to immediately reexamine current measures for identifying and safeguarding records regarding 
weapons of mass destruction (WMD), including chemical, biological, radiological, and nuclear weapons. 

The Acting Director of the Information Security Oversight Office (ISOO) and the Co-Directors of the Justice 
Department's Office of Information and Privacy (OIP) prepared guidance ("ISOO-DOJ Guidance") that was attached to 
the Card Memorandum to assist the information reviewing process. The ISOO-DOJ Guidance examines three levels of 
sensitivity for government information and the corresponding steps necessary to safeguard that information. These are: 
1) Classified Information: 2) Previously Unclassified or Declassified Information; and 3) Sensitive but Unclassified 
Information. The guidance also reminds departments and agencies to process FOIA requests for records containing 
WMD or national security information in accordance with Attorney General John Ashcroft's FOIA Memorandum 
("Ashcroft Memorandum") of October 12, 2001, by giving full and careful consideration to all applicable FOIA 
exemptions, 

The Card Memorandum directed each department and agency to report its findings directly to the Office of the White 
House Chief of Staff or the Office of Homeland Security no later than 90 days from the date of the Memorandum. 
Agencies and departments were also instructed to contact the Department of Energy's Office of Security for assistance in 
determining the classification of nuclear and radiological weapons information under the Atomic Energy Act, and to 
contact the Justice Department's Office of Information and Privacy for assistance in applying exemptions of the Freedom 
of Information Act (FOIA) to sensitive but unclassified (SBU) information. 

The National Security Archive (“Archive") made FOIA requests to each of thirty-five (35) federal agencies, departments 
and offices. The 35 agencies included the 25 agencies surveyed by the Government Accountability Office (GAO) in its 
2001, 2002, and 2003 reports regarding administration of FOIA. These agencies account for an estimated 97% of all 
FOIA requests government-wide. The Archive also submitted FOIA requests to ten (10) additional agencies and 
components to which the Archive frequently submits FOIA requests. Each FOIA request asked for: 

All records, including but not limited to guidance or directives, memoranda, training materials, or legal analyses, 
concerning the March 19, 2002 memorandum issued by White House Chief of Staff Ahdrew Card to the heads 
of all federal departments and agencies regarding records containing information about Weapons of Mass 
Destruction (WMD). Attached with this memo was a supporting memorandum by the U.S. Department of 
Justice and Information Security Oversight Office. 

With one exception, all requests were faxed to the central FOIA processing office of each department or agency on 
January 8, 2003,'° Ttie 20-business day statutory time limit for a substantive FOIA response expired on February 5 or 6, 
2003. On February 7, 2003, after 21 or 22 business days had expired, appeals were filed with 30 agencies that had not 
substantively responded to the requests. The Chart presented in Appendix I summarizes agency processing times and 
informatJon releases, 
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Policies on Protection of Sensitive Unclassified Information 

The Archive submitted FOIA requests to each of 43 different federal agencies, departments, and offices. This survey 
included the 25 agencies examined by the Government Accountability Office (GAO) in its annual reports: the agencies 
considered by the GAO represent an estimated 97% of all FOIA requests. We selected ten additional agencies and 
components to which the National Security Archive submits a substantial number of FOIA requests each year, as well as 
eight agencies that we believed, because of the nature of their functions, might play an important role in the protection of 
sensitive unclassified information. Each request sought: 

All documents including, but not limited to, directives, training materials, guides, memoranda, rules and regulations 
promulgated on and after January 1 , 2000, that address the handling of, 

"sensitive but unclassified," (SBU) 

"controlled unclassified information," (CUI) 

"sensitive unclassified information," (SUI) 

"sensitive security information,” (SSI) 

"sensitive homeland security Information," (SFISI) 

"sensitive information," (SI) 

"for official use only," (FOUO) 

and other types and forms of information that, by law, regulation or practice, require some form of protection but 
are outside the formal system for classifying national security information or do not meet one or more of the 
standards for classification set forth in Executive Order 1 2958 as amended by Executive Order 1 3292. 

The requests were faxed to the central FOIA processing office of each agency or department on February 25, 2005. In 
some cases separate requests were submitted to component agencies that may have occasion to independently safeguard 
unclassified information. The 20-business day statutory time limit for a substantive FOIA response expired on March 25, 
2005. The chart presented in Appendix III summarizes agency processing times and information releases. 

Agency responses were examined for: 

• Authority (statutory or internal) for the policy: 

• Definition and guidance: 

• Power to designate protected information: 

• Power to remove designation: 

• Government employees’ access to information: 

• Physical protections for information; 

• Limitations on use of designation; 

• Relation to or effect on Freedom of Information Act (FOIA) policies. 

Each of the above categories corresponds with the explanatory sections below (see Findings). The constraints of this 
Report format do not allow the details of each agency policy to be communicated: instead, we have drawn generalized 
findings based on an overall review and used specific aspects of agency responses as examples or case studies within our 
broader discussion. The complete documentation of each agency's response is available on file with the National Security 
Archive, http://www,nsarchive,org. 

What Is Sensitive Unclassified Information? 

This study is focused solely on security sensitive information that does not meet the standard for classification or, for 
some other reason, is not classified in accordance with Executive Order 12958 (as amended by E.O. 13292). When 
referring generally to the category of policies examined in this Study, rather than a specific agency policy (the names of 
which are denoted in bold text), we use the term "sensitive unclassified information” policies. Because of the number of 
policies and the extent to which they overlap-some use the same terminology but differ in substance-this is used as a 
generic phrase, as it incorporates the two common elements (the claimed sensitivity of the information and its unclassified 
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nature). We include as "security''-related concerns those potential harms related to national security or law enforcement, 
as well as protection of other information the release of which may impair the functioning of the government, 

What Is Sensitive Unclassified Information? 

The web of government information control policies and practices is vast and complex. As this Study makes clear, many 
documents may potentially fall Into multiple categories or be marked with more than one type of restriction. For 
purposes of clarity and focus, this Study examines specifically those policies aimed at controlling unclassified information 
for purposes of security. This category of information overlaps substantially with what are often referred to as 
"dissemination control markings"'^ or routing guidelines. Such markings may be applied to either classified or unclassified 
information, and serve the purpose of directing where a given document may go and who may receive it, rather than 
characterizing the substantive content of the document. 

Examples of these "caveats" or "special handling designations" used by the Department of Defense and exclusively 
applicable to classified information include: ATOMAL (containing atomic materials): NATO (NATO classified 
information): and SIOP-ESI (Single Integrated Operations Plan-Extremely Sensitive Information) and other SPECAT 
(Special Category) designators.'^ The Department of State and several other agencies recognize markings specifically 
prescribing distribution restrictions for the document, including: EXDIS ("exclusive distribution to officers with essential 
need to know"): LIMDIS ("distribution limited to officers, offices, and agencies with the need to know, as determined by 
the chief of mission or designee"): NODIS ("no distribution to other than addressee without approval of addresser or 
addressee. NODIS is used only on messages of the highest sensitivity between the President, the Secretary of State, and 
Chiefs of Mission."):'^ and NOFORN ("intelligence which . . , may not be provided in any form to foreign governments, 
international organizations, coalition partners, foreign nations, or immigrant aliens without originator approval.")''' 

Notes ON Findings 

The Study's findings are qualified on a number of grounds. First, there are limitations to the method of requesting 
documents under the FOIA. The Archive cannot be certain that every relevant office was searched, that every responsive 
document was found, or that all the data on these issues was released. The wide range of responses received suggests 
that there almost certainly are additional responsive documents that were not provided to the Archive. 

Second, as to the sensitive unclassified information policies presented in this Study, in the majority of cases, we were 
unable to determine to what extent these policies have affected agency practice. Due to the amorphous, decentralized, 
and generally unmonitored nature of policies controlling unclassified information, it is impossible to discern how many 
employees in a given agency are using the policy and how much information has been designated for protection or 
withholding under the policy. Some inferences can be drawn in cases where the means of dissemination of a given policy 
can be discerned, but this was not possible with the material provided by most agencies. 

Third, as of today, 258 business days since submission of the FOIA request for documents on sensitive unclassified 
information policies, only 32 agencies out of 42 surveyed (or approximately 76%) have responded, but only 20 or 48% 
have provided responsive documents. In some cases, such policies are created by statute or have been pronounced 
publicly as agency policy. Therefore, the agency FOIA responses were supplemented with research based on publicly- 
available materials. Thirty-three out of 35 agencies surveyed (approximately 91%) have responded to our Card 
Memorandum request, but over 750 business days have passed since those requests were submitted. 

Finally, there are many different tallies of the total number of sensibve unclassified information policies. Several attempts 
have been made to measure the volume of distinct designations used to protect unclassified information, but each 
organization has employed Its own approach and, in particular, its own interpretation of how the boundaries of the 
category should be defined. In 1972, a study commissioned by the House Government Operations Committee revealed 
63 separate "control labels" used by various federal agencies; however, a number of the labels Included In that count are 
applied only as an additional safeguard to classified information-for example. Restricted Data, Siop-Esl ("Single integrated 
operational plan-extremely sensitive information"), and Noforn ("No foreign distribution"). Further, at least eight of the 
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agencies included in that survey are no longer in existence, and others are small agencies that were not included in this 
Study. 

A more recent quantification of sensitive unclassified information poiicies was completed by OpenTheGovernment.org as 
part of their Secrecy Report Card 2005.'^ OpenTheGovernment.org referred to 50 "restrictions on unclassified 
information"; included in this count, however, are the nine defined exemptions under the Freedom of Information Act, as 
well as several other restrictions that were not reported by the agencies surveyed for this Study or that do not clearly 
qualify as either distribution or control nnarkings-for example, protective measures in place under the Export 
Administration Regulations and restrictions applied to Grand Jury Information under the Federal Rules of Criminal 
Procedure, Once again, for this Study we considered principally the information and policies provided by the agencies in 
response to FOIA requests. The deviations as to the total number of policies exhibits two conclusions about the state of 
sensitive unclassified information regulation-namely, that these diverge policies are not clearly set out by the agencies or 
publicly available, and that there is even misunderstanding and disagreement within agencies about the nature and 
application of the policies. 
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FINDINGS 


Card Memorandum and Protection of 
Unclassified Homeland Security Information 

Of the 35 FOIA requests, the Archive received 24 responses with documents. Nine departments responded that their 
searches yielded "no records." Finally, two departments (USAID and CIA) have not provided any formal response to the 
Archive’s initial request after more than three years nor formally responded to administrative appeals based on their non- 
responsiveness. Surprisingly, seven agencies apparently did not provide a report back to Mr. Card despite his explicit 
direction to prepare such a report. The agency response times ranged from 9 to 702 business days. A summary of the 
agency processing times and document releases is attached in Appendix I. 

Each agency that provided records indicated taking some action in response to the Card Memorandum and/or the 
ISOO-DOJ guidance. A summary of the agencies responses to the Card Memorandum is attached in Appendix II and the 
agencies complete responses are available on our Web site at http://www.nsarchive.org. Overall, the Card 
Memorandum appears to have resulted in increased withholding of information, both in the form of information removal 
from Web sites and increased emphasis on using FOIA exempUons. Some of the new security measures put into place at 
agencies, including Web site policies, appear to have been long overdue and are likely to increase the security of sensitive 
information. 

Review of Records for WMD or Other Sensitive Information 

At a minimum, responsive departments and agencies provided records indiating that they reviewed their records and 
identified whether they held WMD information. Some departments conducted much more expansive searches to identify 
a far broader range of potentially sensitive information, including "Sensitive Homeland Security Information" (SHSI), 
classified information, "Safeguard Information." "potentially sensitive information," and "other information that could be 
misused to harm the security of [the] nation or threaten public safety." 

Web Site Information Removal 

At least ten agencies indicated that they removed information from their Web sites or blocked access to their Web sites. 
Several departments and agencies reported identifying WMD informabon, national security, and public safety information 
on their public Web sites. The common reaction by these departments and agencies upon identifying this information was 
to immediately remove the information or begin the bureaucratic process of removing it. This number almost certainly 
underestimates the number of agencies that removed data from Web sites post-September 1 1 , as many agencies, such as 
the Nuclear Regulatory Commission, began closing access to online information prior to receiving the Card 
Memorandum, 

Individual approaches to identifying information on Web sites and making the decision to remove the information varied. 
A few respomses indicated that special task forces or teams were created to inventory Web sites, identily sensitive 
information on the sites, and to assess whether the information should be removed. Some agencies had teams 
immediately remove all sensitive information from public Web sites and then either used those same teams or other 
individuals, including FOIA officers or other authorized personnel, to determine what information could be reposted. 
Additionally, a number of agencies created specific protocols or policies for posting future potentially sensitive content on 
public Web sites. 

Some agencies used the review as an opportunity to Increase cyber-security by installing firewalls, conducting vulnerability 
scans on Web sites, and enhancing access restrictions. 
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Increased Emphasis on Using Applicable FOIA Exemptions 

At least 16 of the 24 agencies that responded provided records that demonstrated an increased emphasis on using FOIA 
exemptions to withhold information. Several agencies that would be expected to hold or handle WMD or other sensitive 
information emphasized to FOIA officers that they should use careful consideration in determining the applicability of ali 
FOIA exemptions when processing a request for sensitive information, often citing verbatim the language and instruction 
of the ISOO-DOJ guidance. For example, the Office of Security in the Energy Department generated; a list of "Subject 
Area Indicators and Key Word List for Restricted Data and Formerly Restricted Data" and an “Interim Guide for 
Identifying Officiai Use Only Information." These Hsts include scientific terms, sites, or organizations associated with 
Restricted Data and Formerly Restricted Data, frequently encountered names of people involved in Nuclear Weapons 
Programs, and "possible markings," These lists presumably will be used by FOIA officers to help determine the 
applicability of FOIA exemptions to records containing one or more of the words on the lists. The "Interim Guide" 
emphasizes usage of all FOIA exemptions and offers examples trf situations in which a particular FOIA exemption could 
be applied. 

In addition, some agencies either employed additional review of FOIA requests or developed new procedures. For 
example, a Joint DOD response indicates a decision that any Chemical, Radiological, Biological, and Nuclear (CBRN) is 
found subject to declassification, then it must be approved by Washington Headquarters Services, Directorate of 
Freedom of Information and Security Review (WHS/DFOISR). DFOISR planned to issue a change to DoD Directive 
5230,29 to require CBRN to be referred to DFOISR before public release of such information. 

Several agencies implemented ongoing training programs or training sessions for FOIA officers to ensure future 
compliance with the ISOO-OIP Guidance, 

Only two agencies provided statements to balance out any increased emphasis on withholding. In a memorandum 
disseminating the Card Memorandum and ISOO-OIP Guidance, the EPA informed its offices that no EPA policies were 
changed as a result of the memoranda and indicated that EPA offices should recognize both the risks and the benefits of 
disclosure. Similarly, DOD provided records indicating that safety should be considered alongside the benefits associated 
with the free exchange of information. 

Implementing New Security and Safeguarding Measures 

Several agency responses indicated that the agencies implemented new security and safeguarding measures. For example, 
the Department of Agriculture commenced parallel in-house and external reviews of its most sensitive research 
laboratories, with a major focus of the reviews being "human reliability" and "information security," In addition, the 
Department "ramped up" its department-wide personnel security and information security programs by "increasing the 
budget for personnel security investigation and adjudications severaPfold" and "drafting an updated departmental 
regulation on protecting national security information." 

Dissemination of Card Memorandum 

Agencies that would not be expected to handle WMD information or other sensitive informabon, in some cases, simply 
forwarded the Card Memorandum and the ISOO-DOJ guidance to its FOIA offices in a "for your information" manner. 

No Records or No Response 

Nine agencies responded that they held no documents responsive to the Archive's FOIA request. Those agencies include: 
(1) Social Security Administration: (2) Office of Management and Budget: (3) Department of Housing and Urban 
Development: (4) Department of Health and Human Services (HHS): (5) Federal Bureau of Investigation (FBI): (6) 
Department of Education: (7) Defense Intelligence Agency (DIA): (8) Office of Personnel Management (0PM): and (9) 
Central Command (CENTCOM). Since the Card Memorandum required each agency to submit a report to either the 
Office of the White House Chief of Staff or to the Office of Homeland Security, these agencies either failed to release 
their reports to the Archive or failed to submit the report requested by Mr. Card. Two agencies, CIA and AID, have not 
provided any substantive response, despite administrative appeals by the Archive. 
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For those agencies that do not deal with military or intelligence issues, it is not surprising that the Card Memorandum did 
not result in much activity, including possibly the failure to submit a formal response to the White House Chief of Staff or 
the Office of Homeland Security. Other "no records" responses raised questions, however. For example, although HHS 
reported holding no documents responsive to the Archive's request, the HHS Web site shows that the department, 
particularly through the Center for Disease Control (CDC), disseminates information regarding biological, chemical, and 
radiological weapons. 


Agency Control of Sensitive Unclassified Information 
Authority for Policy 

The agencies and departments examined in this study present a broad range of varied approaches to protecting 
information that is not subject to security classification. The authority for these diverse policies ranges from an agency's 
inherent information management authority to specific statutory 
direction. It is striking to note the multiplicity of policies and terms 
that agencies have created internally to apply to unclassified 
information, as compared to the relative simplicity and perceptible 
origins of statutorily-authorized policies. The "patchwork quilt" of 
guidelines related to sensitive unclassified information is made up 
primarily of squares sewn with agency-rather than congressional- 
threads. 

Agency-Originated Policies 

Of the 37 agencies surveyed (both by way of responses to our 
requests as well as by outside research, see chart at Appendix 111), 24 follow one or more different internally-generated 
policies (in some cases, an internal agency policy statement will draw on the 
definition and criteria in a statute or another agency's policy) to protect 
information that is considered "sensitive" for security reasons. In general, because 
of tbeir less formal nature, these policies are less restrictive in terms of which 
employees or officials may mark sensitive information and are more expansive in 
terms of what information may potentially be covered. Definitions tend to be less 
precise or concrete in their application than statutorily-authorized policies. 

Some of the materials provided regarding these agencygenerated policies consist 
of formal orders or directives establishing agency policy and procedures; in other 
cases, particularly those agencies that have little involvement in security matters, 
the policies are contained within employee handbooks or manuals, or even training 
materials such as pamphlets and Power Point presentations assumedly targeted to provide essential but simplified 
background to new employees or security trainees. Unfortunately, it is impossible to reach any conclusions as to the 
extent of use or dissemination of the policy based on the form or content of these documents. 

It is clear from the multiplicity of internal policies that there has been no coordination among agencies as to the content 
of the policies. This is also particularly evident in the fact that many of the agencies use the same terms or markings for 
their policies, but control, monitor, and release designated documents according to very different guidelines. 



I firmly believe that never before have v/e 
had such a clear and demonstrable need 
for a seamless process for sharing and 
protecting information, regardless of 
classification. Yet in many ways, we are 
not only continuing the current 
'patchwork quilt' but we are quite 
possibly adding new seams every day. 

-l WiUBm Leonard ISOO Director 
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A&rKCYoraci 

ilTEt) POLICIES 

Agency 

Policy 

Agency for International Development (AID) 

Sensitive But Unclassified (SBU) 

Centers for Disease Control (CDC) * 

Sensitive But Unclassified (SBU) 

Citizenship and Immigration Services (CIS) * 

Sensitive But Unclassified (SBU) 

DHSl 

Customs and Border Protection (CBP) * 

Sensitive But Unclassified (SBU) 

DHSl 

Department of the Air Force ("Air Force") ’ 

For Official Use Only (FOUO) [DOD] 

Computer Security Act Sensitive Info [DOD] 

Department of Agriculture ("USDA") 

Sensitive Security Information (SSI) 

Department of the Army ("Army”) * 

For Official Use Only (FOUO) 

Department of Defense (DOD) * 

For OfTicial Use Only (FOUO) 

Department of Energy (DOE) 

Official Use Only (OUO) 

Department of Homeland Security (DHS) 

Sensitive But Unclassified (SBU) 

Department of Justice (DOJ) 

Limited Official Use (LOU) 

Department of State (DOS) 

Sensitive But Unclassified (SBU) 

Department of the Treasury ("Treasury") 

Sensitive But Unclassified (SBU) 

Drug Enforcement Agency (DEA) 

DEA Sensitive 


Confidential Agency information (CAI) 

Confidential Business Information (CBI) 



For Official Use Only (FOUO) 

General Services Administration (GSA) 

Sensitive But Unclassified Building Info 

Immigration and Customs Enforcement (ICE) * 

Sensitive But Unclassified (SBU) [DHS] 

National Aeronautics and Space Admin, (NASA) 

Administratively Controlled Info (ACI) 

National Geospatial-Intelligence Agency (NGA) 

For Official Use Only (FOUO) [DOD] 

National Reconnaissance Office (NRO) 

For Official Use Only (FOUO) 

National Science Foundation (NSF) 

Sensitive Information 

Nuclear Regulatory Commission (NRC) 

Official Use Only (OUO) 

Proprietary Information (PROPIN) 

Transbortation Security Administration (TSA) 

Sensitive But Unclassified (SBU) [DHSl 


■ The information was not provided Py this agency, but rather is based on independent research or materials submitted by other agencies, 


Statutory and/or Regulatory Policies 

Of the agencies analyzed, eight follow one or more statutory guidelines applicable to 
unclassified information, Two of these agencies-the Department of Energy and the 
Nuclear Regulatory Commission-have long-standing policies, based on the Atomic 
Energy Act of 1954, The remaining statutory policies were created or restructured 
from previous enactments by the Homeland Security Act of 2002. They include: 

• Sensitive Security Information (SSIl 

Sensitive Security Information (SSI) related to civil aviation has 
been statutorily safeguarded for more than three decades under the Air 
Transportation Security Act of 1974. It was initially intended to prevent 
airplane hjjackings. These provisions have been expanded under the 
Homeland Security Act. New authority to withhold information has been 
extended to the Under Secretary of Transportation for Security and 
authority has been extended to the TSA and the DHS. The SSI restrictions 
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are now applicable to ail transportation information and to maritinne-reiated security information under the 
Jurisdiction of the Coast Guard, 

• Prnfflcted Critical Infrastructure Information fPCIlf 

The Department of Homeland Security (DHS) issued regulations in 2004 based on provisions of 
the Homeland Security Act, creating its Protected Critical Infrastructure Program. The program applies to 
"critical infrastructure information" (Cll)-information "not customarily in the public domain and related to 
the security of critical infrastructure or protected systems." which, if sabotaged, attacked, or otherwise 
impeded, would result in the incapacitation of interstate commerce, national security, or public health or 
safety-that is voluntarily submitted to DHS by private sector entities. A new office established within DHS 
will handle applications connected to the submission of Ql, and will grant PCII status if certain conditions are 
met; once designated as PCII, this information will be withheld on FOIA exemption 3 grounds.'® 

• Sensitive Homeland Security Information fSHSh 

The 2002 Act defines "homeland security information" (HSI) as "Any information possessed by a 
Federal, State, or local agency that (A) relates to the threat of terrorist activity; (B) relates to the ability to 
prevent, interdict, or disrupt terrorist activity; (C) would improve the identification or investigation of a 
suspected terrorist or terrorist organization: or (D) would improve the response to a terrorist attack."” 

The President is granted authority to safeguard homeland security information-that which is 
classified as well as that which he deems to be "sensitive but unclassified." The statute outlines the ways in 
which this type of information should be shared among federal, state, and local officials and personnel, 
including in particular, "[wjith respect to information that is sensitive but unclassified, entering into 
nondisclosure agreements with appropriate State and local personnel."’® 

President Bush delegated to the Secretary of Homeland Security the task of promulgating 
procedural regulations to comply with the statutory provisions. DHS has yet to issue formal proposed 
regulations implementing the SHSI provisions of the Homeland Security Act, 




” 

Statutorv/Requlatory Authoritv 

E3H 

Sensitive Information 

Computer Security Act of 1 987, P.L. 100-235 

DHS 

Sensitive Security Information (SSI) 

49 U.S.C,A, §40119 

49 C.F.R.i 1520,5 


Protected Critical Infrastructure information (PCII) 

Homeland Security Act of 2002, 6 U.S.C.A, § 1 31 

6 C.F.R. § 29 

DOD* 

Unclassified Controlled Nuclear Information (UCNI) 

10U.S.C.A,§128 

32 C.F.R, § 223 


Sensitive Information 

Computer Security Act of 1987, P,L, 100-235 

DOE 

Unclassified Controlled Nuclear Information (UCNI) 

Atomic Energy Act of 1 954, 42 USCA § 201 1 
10 C.fr §1017.7 

FAA/ 

DOT 

Sensitive Security Information (SSI) 

Air Transportation Security Act of 1974 

Homeland Security Act of 2002, 6 U.S.C.A. § 101 

49 C.F.R, Part 15.5 

NRC 

Safeguards Information (SGI) 

Atomic Energy Act of 1954, 42 USCA § 2167 

10 C.F.R.§ 73.21 

TSA 

Sensitive Security Information (SSI) 

49U.S.C.A. § 40119 

49 C.F.R. § 1520.5 


Protetted Critical Infrastructure Information (PCII) 

Homeland Security Act of 2002, 6 U .S.C.A. § 131 

6 C.F.R. § 29 


* The information was not provided by this agency, but rather is based on independent research or materials submitted by other agencies. 
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Labels, 26 Distinct Agency Policies 


or other procedural document. The definitional features -ss" 

considered were whether the policy relies on a broad/spaific 

definition: deiineated categories/criteria of information to be protected (broad or specific); examples of agency-specific 
materials to clarify either a definition or set of categories: and any other statutory guidance to which the policy refers, for 
example, one or more of the nine exemptions under FOIA, 5 U.S.C. §552(b), See charts. Appendices IV and V. 


The degree of guidance offered is an essential consideration in our analysis of 
these policies because it shows to what extent government officials (and, in 
some cases, low-level employees) are constricted in their decision to mark 
information for protection. Facing challenges to its SSI policy in 2004, the TSA 
Internal Security Policy Board concluded: , . {EJxacting specificity with respect 
to what information is covered and what is not covered. . . . could be 
documented in a classification guide type format because imprecision in this 
area causes a significant impediment to determining SSI. Experience has shown 
that employees unsure as to what constitutes SI may err on the side of 
caution and improperly and unnecessarily restrict information, or may err 
inappropriately and potentially disastrously on the side of public disclosure."^" 


"Sensitive but unclassified 
information is a very imprecise 
term that has more often than 
not been misunderstood. It 
might refer to information that 
should be protected from public 
disclosure, or should be 
safeguarded, or both. " 

■I. William leonard, iSOODirectof’ 
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More constrained, specific policy guidance-as opposed to broad, general criteria or categories-allows for only a narrow 
range of interpretation and prevents misunderstanding or abuse of the policy. 

In comparison to the strict, detailed principles of the national security classification regime, the formal categories and 
criteria in protective markings for unclassified materials are often sparse, inconsistent, and ambiguous. Because, as ISOO 
Director J. William Leonard has highlighted, ’[tlhere is no underestimating the bureaucratic impulse to 'play it safe' and 
withhold information,"^' the poor guidance in many cases may presage poor decision-making, or at least increase the 
likelihood that secrecy by default will become the rule rather than the exception. 

FOIASased Definitions 


In a number of agencies, FOIA exemptions two through nine are transposed into sensitive unclassified information policies 
by way of definition. The potential for conflating the statutorily defined FOIA exemptions with broader notions about 
potentially sensitive information is significant. For instance, the State Department manual, 12 FAM 540, defines SBU as 
"information which warrants a degree of protection and administrative control that meets the criteria for exemption 
from public disclosure set forth under ... the Freedom of Information Act and the Privacy Act." The provision goes 
further to illustrate what information is covered, explaining: "SBU information includes, but is not limited to , . . [mjedical, 
personnel, financial, investigatory, visa, law enforcement, or other information which, if released could result in harm or 
unfair treatment to any individual or group, or could have a negative impact upon foreign policy or relations." 

Other FOIA-based definitions-the Department of Defense FOUO information, for example-expressly limit protected 
information to that which is subject to withholding under the FOIA exemptions. The problem with this approach is that 
the goal of FOIA is disclosure, while the goal of SBU-type policies is information safeguarding or non-disclosure. It is 
important that sensitive unclassified information designations not be seen as determinant of FOIA releasability, particularly 
because FOIA release decisions for the same documents may change over time. Especially where these policies can be 
invoked by any employee, it is acutely important that their scope and purpose be limited to avoid potential misuse and 
excessive secrecy. The one benefit of FOIA-based definitions, however, is that there are statutory definitions and a body 
of administrative and public law interpreting those definitions. Nonetheless, it remains imperative that FOUO not be 
considered a FOIA exemption, 

Definitions Versus Categories 

In most cases, agency policies include a definition, which is often broad or circular in terms of describing the information 
to be protected. For example, the Department of Justice authorizes selected personnel to designate agency information 

as "Limited Official Use" (LOU); LOU is defined as "[ulnclassified information 
of a sensitive, proprietary or personally private nature which must be 
protected against release to unauthorized individuals." (DOJ 2620.7). Like a 
number of other agencies, DOi's policy lists the types of information that fit 
under this definition, some very narrow and statutorily deflned-for example. 
Grand Jury information and Privacy Act-protected information-and some 
vague and open-ended-'Reports that disclose security vulnerabilities" and 
"Information that could result in physical risk to individuals," 

Several other policies describe sensitive information broadly in terms of 
national security or general governmental interests, DHS permits any 
employee (the agency is now the largest in the Federal Government, with 
more than 180,000 employees) to mark a document "FOR OFFICIAL USE 
ONLY" if they consider that its contents "could adversely impact ... the 
conduct of Federal programs, or other programs or operations essential to 
the national interest." This directive is further clarified with 9 sub-categories, 
including, among others: "Information that could be sold for profit"; 


The status of sensitive information 
outside of the present ciassification 
system is murkier than ever, , , . 
'Sensitive but unclassified' data is 
increasingly defined by the eye of 
the beholder. Lacking in definition, 
it is correspondingly lacking in 
policies and procedures for 
protecting (or not protecting) it 
and regarding how and by whom it 
is generated and used." 

- iASON Program Office, MITRE Corp.”’ 
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"Information that could constitute an indicator of U.S. government intentions, capabilities, operations, or activities or 
otherwise threaten operations security": and "Developing or current technology, the release of which could hinder the 
objectives of DHS, compromise a technological advantage or countermeasures, cause a denial of service, or provide an 
adversary vvith sufficient Information to clone, counterfeit, or circumtrent a process or system," (DHS Management 
Directive 11042.1) 

Some of the policies surveyed for this project, to their credit offer extremely narrow and well-delineated categories, such 
that it would be very difficult for employees applying the policy to mistakenly conclude that a document does or does not 
need protection. The Nuclear Regulatory Commission, in an internal memo to senior officials, directs that Safeguards 
Information must be withheld from public release: the guidance Includes such materials related to nuclear facilities as: 
"Site-specific drawings, diagrams, sketches, or maps that substantially represent the final design features of the physical 
protection system”: "Details of the onsite and offsite communications systems": "Lock combinations and mechanical key 
design": "Size, armament, and disposition of onsite reserve forces": and "Schedules and itineraries for specific shipments.” 

It is relevant to note that NRC's SGI policy has been in effect since 1981 (although the agency proposed new regulations 
in February 2005 that would expand the existing definition). This change would add a new category of Safeguards 
Information-Modified Handling (SGI-M) to cover many security and emergency planning procedures and particular types 
of safety assessments regarding nuclear facilities. This example exhibits the problematic though critical difference between 
information control procedures before and after September 11: namely, the United States has recognized the extent of 
its ignorance about the precise threat posed by terrorists and through what means a potential future strike might occur. 
Given this uncertainty, the Government has thrown an increasingly 
wide net of protection over information in the hope that the right 
secrets will be kept to avert another attack. 

Designation Authority 

Each agency policy was examined for how it delegates the authority to 
determine what is (and what is not) protected material. In a handful of 
cases, the policies were distressingly ambiguous or did not explicitly 
delegate this role to any particular individuals. It may be that further 
procedural or practical steps taken by the agencies in this regard are 
not reflected in the documentation provided. When a policy was 
ambiguous in a way that suggested intentional breadth and was 
apparently intended to target a broad, agency-wide audience, this 
Study concludes that any agency personnel has the authority to act 
according to its dictates. 

Clearly, individuals who are authorized to designate (rather 
than Just to view or possess) materials as protected have 
great power in terms of the impact of the policy, both for 
dissemination of information within the agency or the 
government (information sharing) and access of the public 
to government information. In particular, with the newest 
policies-those instituted or revamped since September 
n-more agencies are ambiguous in their seleaion of 
responsible employees. Other agencies explicitly have 
assigned the designation role, but to a group of employees 
that is arguably so large as to make training or oversight 
impractical unless directed at the entire agency staff. 

Recently, during consideration of the Department of 
Homeland Security Appropriations Act, 2006, the 
congressional Conference Committee specifically addressed 


Authority to Designate Proteeted Information 


Not Ava9able/ 
Undear 



ktdviduals 


"ITJhose making SSI designation . . . should 
have special training, much as FOIA officers 
do. because they are being asked to make 
difficult balancing decisions among 
competing values. All of us value security, 
but any security gained from the regulations 
is of considerably less comfort if it comes 
with a loss of faith and confidence in our 
local, state and national governments to 
safeguard our other values . " 

- Coalition ofhumaiists for Open Government 
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the use of the Sensitive Security Information (SSI) designation, particularly within components of DHS including the 
Transportation Security Administration (TSA). In its report, the Committee stated: 

The conferees are concerned that because of insufficient management controls, information 
that should be in the public domain may be unnecessarily withheld from public scrutiny. The 
conferees require the Secretary to ensure that each appropriate office has an official with the 
clear authority to designate documents as SSI and to provide clear guidance as to what is SSI 
material and what is not.^^ 

The solution that the congressional committee proposes-requiring each office, department, or division to select a single 
individual to whom they delegate the responsibility of marking, reviewing, and disseminate those documents that are 
"sensitive" or otherwise protected-is one that seven (7) agencies already follow. 

Several other agencies have taken an approach that is effectively a two-step process for designation. A senior-level official 
or other designated authority will first have the task of implementing the stated policy and by indicating particular 
categories or types of information that should be protected within the agency or department. Based on this list of specific 
criteria that constrain decision-making, other employees will then be able to mark and protect particular information they 
produce according to the guidelines. The Department of Homeland Security's FOUO policy takes this approach. The 
DHS policy has been widely criticized for its breadth, but in actuality may be more nuanced in its controlled application: 
"Any DHS employee, detailee, or contractor can designate information falling within one or more of the categories cited, 

, . . Officials occupying supervisory or managerial positions are authorized to designate other information, not listed 
above and originating under their Jurisdiction, as FOUO.' (DHS MD 11042.1). The clarity of the stated categories is 
debatable, as noted above, but they undoubtedly narrow a much larger scope of information that could fall within the 
definition of FOUO and avert the potentiality of haphazard, unguided application that might otherwise exist. 

Similarly, the Department of Energy (DOE) has written its policy in such a way that the terms can evolve based on high- 
level guidance as the agency's needs change over time. The DOE OUO policy includes as a responsibility of both 
Secretarial Officers and the Director of the Office of Security to issue guidance "to assist individuals in determining 
whether a document contains OUO information." Employees may mark a document from their office as OUO if they 
determine that "the information has the potential to damage governmental, commercial, or private interests if 
disseminated to persons who do not need the information to perform their jobs or other DOE-authorized activities": and 
if the information contained therein either is specifically identified as OUO information under the official guidance or if 
they believe the information otherwise qualifies for protection under FOIA exemptions 2 through 9, 



Senior or supervisory officials 

10 of 28 (35%) 

ACi/NASA ("originating NASA management official") 

DEA Sensitive ("senior official") 

FOUO/FAA ("FAA managers") 

OUO/NRC ("Branch chiefs and above” and contractor-appointed) 
SBU/State ("US citizen direct-hire supervisory employees") 

SSI/DOT 

SGI/NRC ("Branch chiefs and above") 

SSI/USDA ("Heads of Departmental Organizations") 

UCNI/DOD ("Heads of DoD components") 

Unclassified Technical Info/DOD 

Designated individuals 

7 of 28 (25%) 

LOU/DOJ f'designateld] subordinate officials") 

PCCI/DHS 

SASI/HHS 

SBU/CDC ("Document control otiicers”) 

SHSI/FAA rSHSI Program Officer") 

SHSI/NRC (staff assigned as "points of contact" for SHSI) 

UCNI/DOE ("Reviewing Official") 
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Any employee 

8 of 28 (29%) 

CAI/EPA ("originator or information manager") 

CBi/EPA ("originator or information manager ") 

ECl/EPA ("originator or information manager") 

FOUO/DHS ("An y DHS employee, detailee, or contractor") 

FOUO/DOD 

FOUO/NRO COriginator of info") 

OUO/DOE ("Any Federal or contractor employee" 
originating/controlling document) 

SBU/GSA 

Not available /unclear 

3 of 28 (11%) 

Computer Security Act Sensitive/ DO D 

PROPIN/NRC 

WMD/State 


Decontrol Authority 

This Study inquired as to whether each policy sets forth a procedure for removing a protective marking or otherwise 
sharing or disseminating the information after it has previously been controlled under one of the subject policies. In 
addition, whether or not such a process was outlined, this Study looks at whether the policy identifies an individual or 
individuals authorized to effectively erase a protective stamp from a sensitive unclassified document and thereby release it 
from safeguarding measures. 

The comparison between the identification of a designating authority and of decontrol authority speaks loudly as to the 
breadth and indeterminate nature of these policies. In fact, the contrast proves stark. While only three out of 28 policies 
(1 1 %) Ob not clearly identify specific authority to designate information for protection, 1 2 of the same 28 policies (43%) 
either were examined in their entirety and clearly provided no guidance on decontrol or were incomplete or ambiguous 
as to establishing a decontrol procedure or authority. Further, although several agencies name individuals responsible for 
decontrol, none has mandatory review or tracking policies for decisions to protect unclassified information, and only one 
has a time limit (USDA, 10 years) and few have 
other restrictions on the use of these 
designations. In a majority of agencies, the only 
opportunity for review of a document 
designated for protection is when the 
information is requested under the FOIA, At 
this point, there are different procedures for 
how an agency will handle such a request, which 
will be discussed below. 

Some of the policies designate a removal 
authority-in many cases limited to the individual 
who placed the original designation (or his or 
her successor or superior). Without any 
mandated review, however, any examination or 
removal of markings (whether by the 
document's originator or other specified 
authority) will inevitably be completed In a 
haphazard manner, NASA's Administratively 
Controlled Information (ACI) policy, for example, states that the "(olfflcial who originally designated material as ACI (or 
successor or superior) are responsible for prompt removal of restricted markings when the necessity no longer exists," 
Without knowing the extent of the paper that one individual official may imprint with the "ACI" stamp on a daily basis 
but considering the nature of the federal bureaucracy, one questions how an already-burdened NASA management 
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official will be capable of paging through his or her filing cabinets to make sure the status of each document has not 
changed. 

The least common approach is to follow the pattern of the classification system, mandating a maximum duration for 
protective marking. At USDA, "[ilnformation shall not remain protected as SSI when it ceases to meet the criteria 
established in sections 6.b of this regulation. Information ordinarily should remain protected as SSI for no longer than 10 
years, unless a designating official makes a new determination the protection is warranted for a longer period." (USDA, 
DR 3440-2), 


AjrfiORIFY 10 OfCOA/THfflPROTECTEblNfORMMlON 

Senior or supervisory officials 

2 of 28 (7%) 

SSI/USDA, maximum W years 

Unclassified Technical Info/DOD 

Designated individuals 

4 of 28 (14%) 

PCCI/DHS 

SASI/HHS 

SBU/CDC ("Document control officers") 

SHSPI/FAA ("SHSI Program Officer") 

Originator or successor / 
supervisor 

10 of 28 (36%) 

ACI/NASA ("originating NASA management official") 

FOUO/DHS ("Any DHS employee, detailee, or contractor") 

FOUO/DOD 

FOUO/FAA ("FAA managers") 

FOUO/NRO ("Originator of info") - with senior authorization 

OUO/DOE ("Any Federal or contractor employee" 
originating/controlling document) 

OUO/NRC ("Branch chiefs and above" and contractor-appointed) 
PROPIN/NRC 

SGI/NRC ("Branch chiefs and above") 

UCNI/DOE ("Reviewinq Official") 

No policy provided 

7 of 28 (25%) 

CAI/EPA ("originator or information manager") 

CBI/EPA ("originator or information manager") 

ECl/EPA ("originator or information manager”) 

SBU/State ("US citizen dirett-hire supervisory employees") 

SBU/GSA 

SHSI/NRC (staff assigned as "points of contact" for SHSI) 

UCNI/DOD ("Heads of DoD components") 

Not available / unclear 

5 0(28(18%) 

Computer Security Act Sensitive/ DOD 

DEA Sensitive ("senior official") 

LOU/DOJ ("designateldl subordinate officials") 

SSI/DOT 

WMD/State 


Government Employees' Access to Protected Information 

Ail of the agency policies included some limit on who may have access to protected unclassified information, both within 
the agency itself and among agencies, government contractors, and other federal (and in some cases state and local) 
government offices. In ail cases, the provision involved some variation of a "need-to-know" requirement. The intention of 
applying this general principle is to minimize distribution and duplication of protected materials, by allowing them to 
circulate only when necessary for government business. 
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The most common specific definition of "need-toknow" refers to those individuals who need the specific information to 
perform their official duties or other agency-authorized activities. In most cases, these individuals can be government 
employees or contractors who require access to particular sensitive information in order to do their job. Some agencies 

also express this restriction as a limitation on access for Job-related 
endeavors or "government business " One example, part of the State 
Department policy, permits that: "Employees may circulate SBU material to 
others. Including Foreign Service nationals, to carry out an official U.S, 
Government function if not otherwise prohibited by law, regulation, or 
interagency agreement." (Department of State, 1 2 FAM 540). 

Some variation can be seen in the specification of who may decide that 
another individual possesses the requisite need-to-know. In a number of 
cases, the policies grant this responsibility to "the person in possession of 
the document," (for example, in Energy's OUO policy) which couid 
assumedly refer to any employee who either originated the document or 
has previously been recognized as having a need-to-know its contents. The 
authority to disseminate protected information presumably also bestows a 
more general duty to protect the information in accordance with the applicable policy. NRO, for example, states In its 
policy that "individuals possessing FOLIO information must ensure the information is only disclosed or revealed to people 
who need the information to conduct business on behalf of the NRO." Similarly, USDA sensitive security information 
(SSI) may be distributed based on a "determination made by an authorized holder of SSI that a prospective recipient 
requires access to that SSI in order to perform or assist in a lawful and authorized governmental function.” (USDA 
Departmental Regulation 3440-2), 

Several agencies also place additional, although relatively minor, conditions on access to protected unclassified 
information, The most common condition is a specific mandate of a security background check, although it is important to 
note that none of the policies in question require authorized possessors of the information to have a security clearance, 
which is generally required to handle classified Information, Agencies that require some form of background check 
include: AID and State (need-to-know access is "permitted only after individuals are granted a favorable background 
investigation'); Nuclear Regulatory Commission (access requires “determination of trustworthiness" (e,g. background 
check). The Department of Defense (DOD) in its policy on Unclassified Controlled Nuclear Information (UCNI) also 
enunciates specific limitations based on citizenship or position: only U.S. citizens who are government or contractor 
employees or members of the armed forces are granted general authorization for others, while exceptions for non- 
citizens to access the information are provided in certain specific situations. 


Legally ambiguous markings, like 
sensitive but unclassified, 
sensitive homeland security 
information and for official use 
only, create new bureaucratic 
barriers to information sharing. 
These pseudo-classifications can 
have persistent and pernicious 
practical effects on the flow of 
threat information. 

- Rep. Christopher .Shays" 


In a few cases, agencies have required contract agreements or other signed notices to protect the integrity of documents 
designated as sensitive. Current GSA policy regarding Sensitive but Unclassified Building Information states that the 
holder of such information "must assure that recipient is an authorized user and completes Document Security Notice," In 
2004, however, the Department of Homeland Security came under fire when it instituted a requirement that all of its 
180,000 employees and contractors sign three-page forms, as a condition of their employment, that prohibit them from 
publicly disclosing SBU information. The policy, announced in May, threatened administrative or disciplinary action and 
potentially criminal or civil penalties for employees who violated the agreement. In addition, the agreement stated that 

signers agreed to consent to compliance searches by 
government inspectors "at any time or place,"^^ In January 
2005, after months of criticism from civil liberties groups, 
unions representing federal workers, and congressional 
members and staff (some of whom had been asked to sign the 
agreements in order to gain access to certain department 
information, but refused to so), DHS repealed the policy.^"' 


"[TJhese designations sometimes are mistaken for 
a fourth classification level, causing unclassified 
information with these markings to be treated tike 
classified information . " 

- Moynihan Commission Report"" 


Since September 1 1 in particular, information dissemination has been as much a critical part of our national security as has 
protecting secrets from potential enemies. The Homeland Security Act of 2002 imposes upon the President not just the 
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obligation to protect potentialiy sensitive information about infrastructure and security, but more importantly to facilitate 
the sharing among federal, state, and local officials such information that is relevant and important to security efforts.^* 
This recommendation was enunciated clearly by the National Commission on Terrorist Attacks Upon the United States { 
"9/1 1 Commission"), which emphasized the role of communication and disclosure over that of protection and secrecy in 
the post-September 11 political climate: 'Information procedures should provide incentives for sharing, to restore a 
better balance between security and shared knowledge. . . . The president should lead the government-wide effort to 
bring the major national security institutions into the information revolution. He should coordinate the resolution of the 
legal, policy, and technical issues across agencies to create a 'trusted information network,'"^® 


Physical Safeguards for Sensitive Information 

Although each policy analyzed has specific and distinct instructions (or lack thereof) for the treatment and safeguarding of 
subject information, most of the policies are similar in many ways and contain protective restrictions or requirements for 
each of several categories of different activities and uses of information. In evaluating the levels of protection and control 
measures prescribed, this study looked at how the policy dictated that information-both physical materials and electronic 
information-should be marked, stored (both during work hours and non-work hours), transmitted, and destroyed. 

The chart below summarizes representative examples of different levels of protection that agencies may apply to 
protected unclassified information. Each agency may not have identical procedures, but this list is useful in understanding 
the general approach of most agencies. Note that the vast majority of policies examined (25 out of 28, or 89%) contain 
what will be labeled as "moderate" protective measures, with only slight variation among the categorized approaches. 
While this approach does serve to illuminate prescribed procedures-which are, in most cases, clearer and more 
expansive than the rest of the agency policies-it is important to keep in mind that this compendium does not reflect the 
actual practice mthin the agencies. 


SAFEGUARD PROCEDURES 


Low/NoiMoecifIc 0 

Moderate 






Work hours 

- Adequately 
safeguarded," 

"reasonable care to limit 
unauthorized 
dissemination" 
(LOU/DOJ) 

- Balancing: value of info 
and probability of 
adverse impact from 
disclosure 
(SensItive/DOD) 

- Keep in access- 
controlled space 

- No entry by 
unauthorized persons 

■ Locked security storage 
container (steel filing 
cabinet, safe deposit 
box) when unattended 

Non-work hours 

* Secure container 
(locked desk, file 
cabinet, office) 

- Locked security storage 
container (e.g, steel filing 
cabinet, safe deposit 
box) 

Electronic 

- Password-protect file 

- No storage on public 
networks, if possible 


Transmission, 




Physical 

- Ordinary mail 

- Opaque envelope; 

- USPS or commeixiai 

- Opaque cover, marked; 

- Government/contract 
messenger 

Electronic 

- Use discretion on 
phone: 

- Follow standard 
computer security 
policies 

- include marking; 

- Secure phone/fax when 
available 

- Encr^ted email when 
available 

- Secure or encrypted 
communications systems 
at all times 
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Destruction 




Physical 

- [earing 

- Other (to prevent 
access) 

- Tearing, 

- Shredding. 

- Burning 

- Shredding, 

- Burning, 

- Pulping, 

- Chemical decomposition 

Electronic 


- Etearoy/erase 
electTOTic media and 
back-up copes 


Marking: ' ' 





- No specific marWng 
requirement; 

- Should carry distribution 
restriction 




Limitations on Use of Information Controls 

The following qualifiers are examples of the types of cautionary or prescribed 
restrictions included In several of the policies: 

• "Information must not be designated as Sensitive Security 
Information (SSI) to conceal violations of law: inefficiency: 
administrative error; prevent embarrassment to a person, 
organization, department or agency: or restrain competition." 

(Department of Agriculture) 

• "No other material shall be considered FOUO and FOUO is not 
authorized as an anemic form of classification to protect national security interests." (Department of 
Defense) 

• "By designation, FOUO is used solely for official purposes, which generally precludes work at a residence or 
other non-official location," (National Reconnaissance Office) 

• "Information must not be designated as Limited Official Use to conceal inefficiency, misdeeds or 
mismanagement," (Department of Justice) 

• "information shall not be designated as FOUO in order to conceal government negligence, ineptitude, or 
other disreputable circumstances embarrassing to a government agency," (Department of Homeland 
Security) 

It is important to note that of these stated restrictions, all except one are part of policies that were in place prior to 
September 1 1 . Only the Department of Homeland Security, which as an entity came into being in January 2003, has a 
newly-crafted qualifier. This restrittion is particularly important in the case of DHS, however, as the FOUO marking can 
be applied by any employee of DHS, and so is potentially open-ended and subject to abuse more so than other, more 
specific policies. 

Certainly this type of precise limitation is highly important as a means to alert employees and officials subject to the policy 
how it should, and should not, be used. Various aspects of these policies governing the protection of sensitive unclassified 
information certainly present a risk of abuse or misapplication. Although our research does not show to what extent 
qualifiers or explicit restrictions on these policies actually influence decision-making, nor does it describe what if any 
punishment might follow from employees' failure to heed such warnings, it is instructive to review the small number of 
provisions that at least on the surface seek to control the rampant protection of unclassified documents. 


Ctaly7owtOFthe28 
policies (25%) wclude 
^anscpHcstipiMion 
against the mane for 
improper purpt^ 
the ififormsBw 
pontrolm^sfves 
contained therein 
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Unclassified Information Policies and the Freedom of Information Act 

The Freedom of Information Act (FOIA) is 
inevitably intertwined with agency policies 
related to the protection, control, or non- 
disclosure of government information. Thus, 
policy changes within the Executive Branch (and 
in some cases initiated or supported by 
Congress) regarding the control of sensitive 
information can affect public access to 
information under the FOIA, 

A majority of the agencies surveyed include in 
their policies some reference to FOIA. In certain 
cases, the FOIA is incorporated as a definition of 

protected information. At the other extreme, certain agency policies declare 
conclusively that a particular category of protected information fits within one 
or more of exemptions under the FOIA, and therefore suggests, encourages, 
or mandates withholding under that exemption unless review determines 
disclosure to be appropriate under FOIA policy. Some agencies stipulate an 
ordinary review of protected information under the FOIA before release, and 
in such cases, the sensitive designation ought not change the status of a 
document in the FOIA context. Others, however, place supplemental 
limitations on disclosure of protected information under FOIA, ranging from a 
requirement of specific authorization from high-level officials for each 
document to a policy of standard withholding of particular types of 
information under a specified exemption(s). 

The instances where a policy absolutely forbids release of certain unclassified 
information involve statutes that clearly proscribe disclosure under Exemption 
3. For example, DHS regulation prohibits any release of Protected Critical 
Infrastructure Information (PCII), a new designation created by the Homeland 
Security Act, Sec. 212: "Protected Cll shall be treated as exempt from 
disclosure under the Freedom of Information Act and, if provided by the 
Protected Cll Program Manager or the Protected Cll Program Manager's 
designees to a State or local government agency, entity, or authority, or an 
employee or contractor thereof, shall not be made available pursuant to any 
State or local law requiring disclosure of records or information."® 

It is important to note several other approaches that agencies have taken in 
light of the conflict between their policies and the statutory language of FOIA. 
Some agencies require specific authorization on a case-by-case basis before 
controlled materials can be released under FOIA. This practice moves review 
of SBU-designated information one step beyond that ordinarily conducted 
under FOIA, such that FOIA managers who receive requests for this type of 
information must consult agency officials outside of their ordinary processing 
protocol. It is unclear whether these agencies have further specified detailed 
procedures for how such a review is to take place. 


! C'A 1 riwt-vih: 

PoScv/Aflenw 

Ordinary review 

FOUd/DHS 

FOUO/NRO 

LOU/DOJ 

OUO/NRC 

No FOIA Release 

SSI/TSA (3) 
SSI/DOT (3) 
PCII/FAA (3) 
PCIi/DHS (3) 
SHSI/FAA (3) 
UCNI/DOD (3) 

FOIA Exemptions. 
Applicable 

CBI/EPA (4) 
ECl/EPA (7) 
FOUO/DOD (2-9) 
FOUO/FAA (2-9) 
OUO/DOE (2-9) 
PROPIN/NRC (4) 
SBU/State (2-9) 

FOIA Exemptions 
Suggested 

CAI/EPA (2.5) 
SSI/USDA (2-4, 7) 
WMD/State (2, 4) 

Ashcroft Memo 

SHSI/NRC 

WMD/State 

WMD/Treas. 

Specific 

Authorization 

PCil/FAA 

SBU/CDC 

SBU/GSA 

SSI/TSA 

SSi/USDA 

No policy/ 
not available 

DEA Sensitive 

Sensitive/DOD 

SGt/NRC 

Technicai/DOD 

UCNi/DOE 


As a final note, agencies should be aware that although various 
government agencies today might use newly created terms to refer to 
categories of homeland seairityrelated information-such as "Sensitive 
Homeland Security information" (commonly referred to as "SHSi"), 
“Sensitive But Unclassified information" (sometimes referred to as 
"SBU information"), or "Critical infrastructure Information" 
(commonly referred to as "Cll") -these categorical labels do not 
indicate classification pursuant to Executive Order 12,958. Terms 
such as "SHSr and "SBU" describe broad types of potentially sensitive 
information that might not even fall within any of the FOIA 
exemptions. 

~ DOT Freedom of information Act Cuidd'" 
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In some cases, as well, agencies have written their policies explicitly to comply with Attorney General Ashcroft's October 
1 2, 2001 memorandum, or at least to abide by the general spirit of its mandate. In it, the Attorney General stated: ‘1 
encourage your agency to carefully consider the protection of all such values and interests when making disclosure 
determinations under the FOIA, Any discretionary decision by your agency to disclose information protected under the 
FOIA should be made only after full and deliberate consideration of the institutional, commercial, and personal privacy 
interests that could be implicated by disclosure of the information."^ Several agencies, including the Departments of State 
and Treasury, have adopted the Card Memo's formulation of weapons of mass destruction (WMD) and other sensitive 
homeland security information as part of their information management program, Other policies reference the memo 
and/or demand more attentive review of specified information under certain exemptions with a view towards 
withholding, if at all possible. 

In other cases, agency officials have provided employees with “suggested' FOIA exemptions, those under which the 
particular information in guestion may qualify for withholding. Potentially, this policy approach could make freedom of 
information personnel more likely to try to "find" an exemption for information that may not be precisely addressed. For 
example, USDA encourages its personnel to process requests "with consideration of all applicable FOIA exemptions" and 
lists four "FOIA Exemptions Potentially Applicable to SSI: 

(1) For SSI pertaining to USDA operations or assets, FOIA Exemption 2 should be considered; 

(2) For current SSi consisting of private sector or industry information submitted voluntarily to USDA that is 
customarily protected by the submitted. FOIA Exemption 4 should be considered; 

(3) For any SSI the disclosure of which is banned by federal statute, FOIA Exemption 3 should be considered: and 

(4) For any SSI that consists of information compiled for law enforcement purposes, FOIA Exemption 7 should be 
considered." 

There are several different but equally significant problems with the treatment of designated sensitive unclassified 
information under the FOIA. The Executive Branch is already governed by an overarching policy regarding the protection 
of information that is unclassified but may nonetheless be inappropriate for public release, codified in FOIA Exemptions 2 
through 9. In 1 966, Congress expressly permitted agencies to shield from public view certain types of information, the 
nondisclosure of which respects a significant and identifiable government interest. Without necessitating amendment, 
Congress also left the door open for itself to expand the scope of FOIA, namely by passing a statute that would exempt 
particular information under Exemption 3, 5 U.S.C, § 552(b)(3), which safeguards information that is exempt under 
other laws. 

The statutory FOIA language, however, nowhere sanctions internal agency decisions that would potentially override the 
FOIA in specific situations. Although none of the agency policies do this overtly, the prevalence of merged definitions, 
where information ordinarily protected under the FOIA is given the additional shield of a formal coversheet and an SBU 
or FOUO stamp, somehow suggests an additional level of security between it and the public. Logic dictates that 
information flagged and reviewed in FOIA offices before it is circulated to members of the public is already getting special 
treatment, and that an additional marking is superfluous: the same rationale would suggest that information designated as 
sensitive unclassified information must be different (i.e. more sensitive) than materials ordinarily controlled under FOIA. If 
nothing else, the psychological impact of supplementary control designations applied to unclassified information has the 
potential to reduce the amount of information that will now be released under FOIA. 
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Agency processing of foia requests 


Processing Time 

For both the Card Memorandum and sensitive unclassified information FOIA requests, we assumed that the information 
necessary to respond would be easily identifiable by agency FOIA offices. None of the materials we received were 
classified or otherwise significantly protected, and many can be found on agency Internet sites. As such, the search from 
the perspective of FOIA officers should have been relatively simple in comparison to the numerous topic-specific or 
sensitive issue-related FOIA requests received in most offices. The policies at issue are themselves part of agency 
information management regimes, and so It would be logical for these policies and guidelines to be located within the 
FOIA office at each agency. 

In fact, the processing of the FOIA requests varied enormcwsly. The range of response times for the Card Memorandum 
request was 9-702 business days, and two requests are still pending over 750 business days later. The range for the 
sensitive unclassified information requests was 6-186 business days, and nine requests are still pending. In both cases there 
are still agencies that have not responded at all. These delays illustrate the limitations of using FOIA for informed public 
policy debate. While the passage of significant time, the persistence of researchers, and the responsiveness of certain 
FOIA officers has resulted in the release of useful records, this experience demonstrates that there are still significant 
backlogs in the current federal FOIA system. 

It was clear from reviewing the materials provided by most agencies which office within the agency or organization is 
specifically responsible for the creation and/or oversight of the policy. In four cases, the responsible body was one tasked 
with information management or information security specifically (e.g, the Office of Information Resources Management 
at AID, the Personnel and Document Security Division at USDA, and Information and Physical Security at Treasury), in 
seven other cases, the task fell within a more general security office (such as NASA's Office of Security and Program 
Protection and NRC's Office of Nuclear Security and Incident Response). The rest of the policies came from another 
source, including general operations or a very high-level individual such as the secretary or administrator (the latter 
occurs in three agencies). The problems that some agencies had with processing the requests suggests that these security 
offices may not be adequately integrated with the records management and FOIA branches of the agencies. 

Disparity in Responses 

In addition, the type of information released varied significantly, with some agencies releasing extensive communications 
demonstrating their policy development and implementation activities and other agencies releasing only limited formal 
documentation of policies (which, in many cases, were publicly available). Thus, the subjectivity of release decisions can 
have a significant impact on the value of FOi A for informing the public about the activities and operations of government. 

For example, a common problem was lack of understanding or misinterpretation of the FOIA requests, At some agencies 
(including State, DHS, and Energy), FOLIO or SBU information can be designated by any employee, which assumedly 
includes those employees who process FOIA requests. However, we encountered several inquiries about the nature of 
the request itself. Furthermore, several agency representatives expressed a concern that our request was too broad, 
which questions the suitability of the searches conducted; for example, a search for "sensitive unclassified information" in a 
poorly organized records system might return those documents which are marked for protection per the agency policy 
in addition to documents establishing or discussing the policy. The Department of the Army denied any further 
processing of our request, declaring it too broad: however, a search of the Army's Web site produces Army Regulation 
25-55, "The Department of the Army Freedom of information Act Program," a chapter of which is entitled "For Official 
Use Only." These sorts of problems and inconsistencies cannot be addressed without adequate communication channels 
between FOIA requesters and FOIA offices, and educated FOIA officers with adequate records management training and 
adequate tools and resources. 

In addition, several of the agencies that responded favorably released documents generally unrelated to the request or 
unhelpful in revealing the relevant policies of their agency, suggesting either a faulty search or the absence of relevant 
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documents. Two of these agencies-the Department of Veterans' Affairs and the Department of Housing and Urban 
Development-provided us with guidelines related to information security in the employment context, including criteria 
for background checks or security clearances and sensitivity designations for various positions at the agency that require 
access to sensitive or classified information. 

In one case, the Department of State failed to provide us with the section of their Foreign Affairs Manual, 1 2 FAM 540, 
entitled "Sensitive But Unclassified Information (SBU)" but instead sent a different section of the same manual, 5 FAM 
470, "Access to and Use of Information," which details general policies about employees' access to records, sharing of 
State Department records with other government agencies, and general release of agency records under the FOIA. The 
section that defines SBU information specifically and outlines procedures for its treatment is available on the State 
Department's Web site, and was provided to us by USAID, which also follows this policy. 
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RECOMMENDATIONS: strategies and best 

PRACTICES TO SECURE AND SHARE SENSITIVE INFORMATION 


Our research and appraisal of current agency practice shows a system that is seriously flawed. The diversity of policies, 
ambiguous or incomplete guidelines, lack of monitoring, and decentralized administration of information controls on 
unclassified information is troubling from the perspectives of safety, security, and democracy. 

Monitoring of Protected Documents 

Arguably the most significant problem with agencies' protection of unclassified information is the lack of data concerning 
how many protected documents exist and the unavailability of any means to find out The absence of reporting systems 

makes any assessment of the extent to which a policy is being used difficult, if 
not impossible. In written questions from the House Subcommittee on 
National Security, Emerging Threats, and International Relations, in conjunction 
with its recent hearing on pseudo-classification, Rear Admiral Christopher 
McMahon of the Department of Transportation, Office of Intelligence, Security, 
and Emergency Response, was asked how many FOUO, SSI, or similar 
designation decisions were made by DOT and its components. Admiral 
McMahon responded, "During the period in question, we did not keep records 
of restricted information designations other than national security 
classifications. Since January 2005, we have kept records of SSI designations, of 
which there have been two. Information has also been designated as 'For 
Official Use Only' this year, but we have no record of how many times."” 

In comparison, it is useful to look to the formal classification system, which is 
governed by Executive Order 12958, as amended, and is managed and 
monitored by the Information Security Oversight Office (ISOO) of the 
National Archives and Records Administration (NARA). iSOO publishes an 
annual report to the President in which they quantify the number of 
classification and declassification decisions, the number of individuals with 
authority to classic material, and the type of information that is being classified.^’ Such reports enable the Executive 
Branch and Congress to monitor the costs and benefits of the classification system and to identify trends that may suggest 
the need to reform the system. 

Because safeguarding sensitive unclassified information impacts safety, security, budget and information disclosure-all 
important national concerns-some form of overarching monitoring of a// information control would be valuable. Agencies 
should be required to maintain a record of who can use sensitive unclassified information designations and how many 
documents they designate for protection. Furthermore, the agencies should be required to maintain a record of how 
often FOIA officials release or withhold documents that have been marked as sensitive. Such data would make it possible 
for Congress and the public to be able to assess agency secrecy. 

The Government Accountability Office (GAO) recently conducted a study of TSA's new Sensitive Security Information 
(SSI) policy at the request of members of Congress. GAO's report concluded that the omission of oversight mechanisms 
of any sort was a serious problem: "internal control policies and procedures for monitoring the compliance with 
regulations governing the SSI designation process, including internal controls for ongoing monitoring, communicated to all 
staff, would help ensure accountability and consistency in the implementation of TSA's SSI regulations."^^ 


lV]ery little of the attention to 
detail that attends the security 
classification program is to be 
found in other information control 
marking activities. Key terms 
often hck definition. Vagueness 
exists regarding who is authorized 
to applying markings, for what 
reasons, and for how long. 
Uncertainty prevails concerning 
who is authorized to remove 
markings and for what reasons. 

- Hsroid C. Reiyea. 

Comrexionai Research ServIcK^ 


25 

® 2006, The Nate^al Purity Archive 




197 


Sensitive Unclassified Information Audit 

National Security Archive * March 2006 

The Black Hole of Information Safeguarding 

For classified information, the security 

classification system provides precise limits _ , , - 

on the extent and duration of classification ^ process for classilying secret information in the federal 

as well as a system for declassification, government is disciplined and explicit The same cannot be said 

including public requests for declassification, ^or unclassified but securityrelated information for which there is 

For non-security sensitive information, the oo usable definition, no common understanding about how to 

FOIA provides a relatively clear and user- control it, no agreement on what significance it has for US. 

friendly process for the public to seek national security, and no means for adjudicating concerns 

access to information held by the regarding appropriate levels of protection. 

government. Sensitive unclassified - Heritage Foundation Spedal Report (2004)'"'' 

information, however, falls into a black hole. 

As this Study shows, it is likely that 

information previously available under FOIA or on unrestricted Web sites may no longer be available to the public. Yet, 
there is virtually no opportunity for the public or other government personnel to challenge a decision to mark a 
document for protection as SBU, FOLIO, or SSI. Accordingly, in order to protect the important role that public access 
has played in government accountability, it is important that a system for challenging the use of sensitive unclassified 
information markings be established at each agency or, alternatively, that FOIA procedures be adjusted to counteract the 
chilling effect that these markings may have on disclosure under FOIA. Moreover, classified information is subject to limits 
on the duration of protection, but few such limits exist for SUI. Thus, once marked may mean forever marked. 

The Hidden Costs 

ISOO reports annually on the estimated costs of classification and declassification activities throughout the government. 
During FY 2003, agencies spent a total of $6.5 billion on information security generally, including classification and 
declassification management and security for information systems: an additional $536 million was spent on physical 
security for buildings and storage of classified information.’^ By referring to the chart on page 19, which depicts the range 
of safeguarding methods that are applied to unclassified information by some agencies, it is apparent that many of the 
measures mirror those applied to classified information. It is possible, therefore that some portion of the spending ISOO 
reported was in fact used for unclassified information protection. Convenience, resource constraints, or established 
practices may lead to the commingling of classified and sensitive unclassified materials in order to ensure both are 
properly safeguarded, If this occurs, it could potentially undermine the security of the classification system. Accordingly, 
agencies should be required to take steps to assess the cost of their sensitive unclassified information systems and ensure 
that safeguards do not undermine the security of classified information. 

Moreover, the cost of an impaired information sharing system cannot by quantified. There are two aspects to this 
problem. The first, which has been well-documented. Is the problem of inter-agency information sharing, The second is 
the problem of public-private sector information sharing: if private industry is unable to learn information and is required 
to adopt restrictions on information from the government, it may be well inhibit the willingness of private industry to 
engage in activities that could benefit the public good. 

A Unified System 

This Study suggests that a great deal of non-sensitive information is being withheld today that should be or previously 
would have been released under the FOIA. It is also likely, however, that the current system of diverse and unregulated 
safeguard mechanisms is not actually succeeding in shielding much of the information that could be useful to terrorists or 
others desiring to undermine the security of the United States. Even Secretary of Defense Rumsfeld has recognized that 
FOLIO is not working properly at the Department of Defense,” and similar policies are probably not achieving their 
goals elsewhere across the federal government. 
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An A! Qaeda training manual recovered in Afghanistan 
states: “Using public sources openly and without resorting to 
illegal means, it is possible to gather at least 80% of 
information about the enemy . " At more than 700 gigabytes, 
the DOD wedbaseci data makes a vast, readily available 
source of information on DOD plans, programs, and 
activities. One must conclude our enemies access DOD mb 
sites on a regular basis. . . . The fact that for official use 
only (FOUOj and other .sensitive unclassified information 
(e.g. CONORS. OPLANS, SOP) continues to be found on 
public web sites indicates that too often data posted are 
insufficiently reviewed for sensitivity and/or inadequately 
protected Over 1500 discrepancies were found during the 
past year. This continuing trend must be reversed. 

- Sec. of Defense Donald RumsfeicF 


Although classification is centraiiy managed, agencies 
implement their own classification programs according to 
central guidance and criteria, in a way that makes sense 
within the function and mission of their particuiar 
organization, ISOO Director j. William Leonard has 
recommended that a unified framework be instituted to 
both simpli^ and supervise control of unclassified 
information as well. In his proposed structure, Leonard 
offers several suggestions that seem appropriate, 
particularly in light of our findings. He advocates for: 
’Strict limitations as to who can designate information as 
falling under the system of controls": "Built-in criteria that 
must be satisfied in order to place controls on 
dissemination": "Uniform 'due-diligence' standards with 
respect to how to handle and protect controlled 
information": and "A process . . , whereby both 
authorized holders and outsiders can appeal the 
application of dissemination controls."® 


This Study suggests that issues of information security, information sharing, and public access to information should not be 
addressed in a piecemeal manner. There are best practices in agencies that should be shared, as well as lessons to be 
learned about the costs and benefits of secrecy and disclosure. Unnecessary secrecy has been on the rise since 
September 11, with the result of threatening our safety and national security while impeding the process of democracy 
and the effective functioning of the government In presenting markers of possible successes and failures of sensitive 
unclassified information programs among the federal agencies, this Study seeks to offer a rationale and a sense of urgency 
for initiating reforms, in these and other information-control programs government-wide. 
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APPENDIX I 

CARD MEMORANDUM FOIA REQUESTS. BY PROCESSING TIMES 
SUMMARY OF AGENCY PROCESSING 


Number of 
Business Days 

Agency 

Number of Documents / 

Pages Provided 

9 

Federal Bureau of Investigation 

No Ctocuments 

n 

Health and Human Services 

No Documents 

12 

National Science Foundation 

1 Document (1 p.) 

1 16 

Dept of Housing and Urban Developnrent 


24 

Department of Education 

No Documents 

1 

Environmental Protection /’^ey 

3 Documents (18 pp.), 107 Documents withheld Appeal 

P^inq 

26 

Department of Navy 

1 Document (7 pp.) 

27 

General Services Administration 

2 Documents (3 pp.) 

30 

Small Business Administraticxi 

2 Documents (2 pp.) 

31 


1 Document (1 p.) 

32 

Department of Interior 

13 Documents (81 pp.), 7 Documents withheld 

34 

Department of Commerce 

13 Documents (25 pp.), 16 Documents withheld 

35 

Department of Treasury 

15 Documaits (27 pp.) 

36 

Office of Management & Business 

No Documents 

41 


3 Documents (3 pp.) 

41 

Department of Veterans Affairs 

2 Documents (2 pp,) 

42 


5 Documents (14 pp.), 40 Documents withheld 

46 

Department of Agriculture 

2 Documents (10 pp.) 

61 

Drug Enforcem^t Agency 

1 Documents (3 pp.) 

69 

Nuclear Regulatory Commission 

16 Documents (32 pp.) 

94 

Office of Personnel Management 

No Documents 

103 

Department of Defense 

86 Documents (125 pp,) 

103 

National Archives and Records Admin. 

3 Documents (6 pp.) 

104 

Department of Army 

3 Documents (7 pp.) 

no 

Department of Air Force 

9 Documents (63 pp.) 

118 

Department of Energy 

63 Documents (152 pp.) 

137 

Social Security Administration 

1 Document (10 pp.) 

1 151 


No Documents 

1 151 

Department of Transportation 

78 Documents (150 pp.) 

1 160 

Securities and Exchange Commission 

No Documents 

I 197 

U.S. Central Command {CENTCOM} 

No Documents 

217 

Department of State 

4 Documents (11 pp.) 

*702 

BmmBMimmissmm 

1 Document (2 pp.) 

750+ 

U.S. Agency for International Development 

Request Pending 

750+ 

Central Intelligence Agency 



• On October 25, 2002 NASA provided responsive documents, including its reply to the White House regarding the Card 
Memo, in response to a previous request from the National Security Archive for documents on Attorney General John 
Ashcroft's October 1 2, 2001 memo on FOIA policy. 
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No Response 
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removal; review of 
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Web information 
removal; review of 
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No Response 

No Documents 

No Documents 
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No Documents 
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No Documents 
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APPENDIX III 

SENSITIVE UNLASSIFIED INFORMATION FOIA REQUESTS, BY PROCESSING TIME 


Number of 
Business Days 

Agency 

Number of documents / 

Pages provided 

6 

National Science Foundation 

1 Document (2 pp) 

14 

Social Security Administration 

No Documents 

14 

Treasury Department 

8 Documents (51 pp) 

16 

Small Business Administration 

No Documents 

19 

Department of State 

3 Documents (12 pp) 

20 

Department of Agriculture 

3 Documents {18 pp) 

21 

Federal Aviation Administraticsi 

2 Documents (19 pp) 

25 

Securities and Exchange Commission 

No Documents 

Appeal Pending - new search in progress 

26 

■■lil»J.IUikl.lil.!liil Iili|||ii| Hill ' 1— — 

No Documents 


General Services Administration 

1 Document (3 pp) - IG 

2 Documents (13 pp) - Citizen Services 

40 

Environmental Protection Agency 

1 Document (66 pp) 

41 

Department of Justice, OIP 

No Documents - forwarded to DHS 

42 

Veterans’ Administration 

3 Documents (54 pp) 

43 

Federal Emergency Management ^ency 

No Documents - forwarded to DHS 

43 

Transportation Safety Administration 

3 Documents (45 pp) 

45 

National Aeronautics and Space Agency 

4 Documents (210 pp) 

49 

Housing and Urban Development 

1 Document (22 pp) 

55 

Office of Personnel Management 

No Documents 

71 

National Reconnaissance Office 

5 Documents (43 pp) 

105 

Department of the Air Force 

No Documents, list of publicly available docs 

112 

Nuclear Regulatory Commission 

20 Documents (223 pp), list of publicly 
available documents 

113 

National Institutes of Health 

No Documents, refer to HHS reguest 

144 

Department of Commerce 

No Documents 

146 

US Agency for International Development 

36 Documents (185 oo) 

152 

Department of Homeland Security 

6 Documents (81 pp) 

169 

Drug Enforcement Agency 

1 Document (29 pp) 

68 Mgmt, Division 

171 Criminal Division 

Department of Justice 

2 Documents (281 pp) 

3 Documents (26 pp) 

176 

Department of Transportation 


250 

National Geospatial-Intelligence Agency 


* 11 

National Archives and Records Administration 

No Documents 

•23 

Department of the Army 

Request denied, too broad 

Follow-up pending. Army General Counsel 

•26 

Department of Energy 

12 Documents (177 pp) 

42 

• 1 86 - new request 

Federal Bureau of InvesUgation 

2 Documents (6243 pp) - request too broad 
Request denied - no documents 

Appeal pending 

*140 

Centers for Disease Control 

Request pending (not yet acknowledged) 

•160 

Customs and Border Protection 

Request pending (not yet acknowledged) 


Central Intelligence Agency 

Request pending (acknowledged 3/29/05) 

j • 260+ 

Citizenship and Immigration Service 

Request pending (acknowledged 2/28/05) 

1 • 260+ 

Defense Intelligence Agency 



Department of Defense 

Ftequest pending (acknowledged 3/9/05) I 

•260+ 

Department of Interior 


•260+ 

Department of Health and Human Services 

Request pending (acknowledged 2/28/05) 

•260+ 

Immigration and Customs Enforcement 

Request pending (acknowledged 6/8/05) 


• All figures shown with * are dates and figures that differ from the standard methodology. 
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APPENDIX III 

SENSITIVE UNLASSIFIED INFORMATION FOIA REQUESTS, BY PROCESSING TIME 

DOE reported no record of receiving original request in 2/05, and therefore did not begin processing until a later date: this 
request was resent on 6/6/05. The initial request sent in 2/05 were sent to confirmed agency fax numbers and received a 
positive receipt of transaction, however for unknown reasons were never entered into the agency's tracking systems. 

NARA - agency final response letter was dated 3/14/05, but was never received by the Archive: after an inquiry, the 
response was resent on 9/1 9/05. 

CBP request was resent on 7/18/2005 (originally sent to wrong office but was not forwarded: after inquiry, the Archive 
resent the request to Office of Regulations and Rulings). 

CDC request was sent as an addition to the Audit, on 8/15/2005, based on information learned during our research for 
this report: the chart reflects the current time of processing since that request was sent, 

FBI initial response advised that the request was too broad and suggested the Archive review the FBI Manual of Operations 
and Procedures and the Manual of Investigative Operations and Guidelines. On 6/9/05, the Archive filed a new, more 
specific request based on these manuals. The second request was subsequently denied as too broad: follow-up inquiries are 
pending. 
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APPENDIX VI 

GLOSSARY OF ACRONYMS 

ACI-administratively controlled information 
AiD-Agency for International Development 
AIR-Department of the Air Force 
ARMY-Department of the Army 

ATOMAL-special handling designation for classified information containing atomic materials 
CAI-confidential agency information (Environmental Protection Agency) 

CBi-confidential business information (Environmental Protection Agency) 

CBRN-chemicai, radiological, biological, and nuclear (weapons) 

CENTCOM-United States Central Command (Army) 

CIA-Central Intelligence Agency 

CONOPS-U,S. Army Intelligence Command Continental [United States] Operations; continuity of operations 

CRS-Congressional Research Service 

CUI-controlled unclassified information 

DEA-Drug Enforcement Agency 

DIA-Defense Intelligence Agency 

DOC-Department of Commerce 

DOD-Department of Defense 

DOE-Department of Energy 

DOI-Department of the Interior 

DOJ-Department of Justice 

DOL-Department of Labor 

DOS-Department of State 

DOT-Department of Transportation 

ECl-enforcement-confidential information (Environmental Protection Agency) 

EDU-Department of Education 
EO-executive order 
EPA-Environmentai Protection Agency 

EXDIS- Department of State special handling designation, "exclusive distribution to officers with essential need 
to know" 

FAM-Foreign Affairs Manual (Department of State) 

FAS-Federation of American Scientists 
FBI-Federal Bureau of Investigation 
FEMA-Federal Emergency Management Agency 
FOIA-Freedom of Information Act 
FOUO-for official use only 
FRD-formerly restricted data 
GAO-Government Accountability Office 
GPO-Government Printing Office 
GSA-General Services Administration 
HHS-Department of Health and Human Services 
HIS-homeland security information 
HUD-Department of Housing and Urban Development 
ISOO-Information Security Oversight Office 

LIMDIS-Department of State special handling designation, "Distribution limited to officers, offices, and agencies 
with the need to know, as determined by the chief of mission or designee" 

LOU-limited official use 

NARA-National Archives and Record Administration 
NASA-National Aeronautics and Space Administration 

NATO-North Atlantic Treaty Organization: also special handling designation for NATO classified information 
NGA-National Geospatial-Intelligence Agency 

NODIS-Department of State special handling designation, "No distribution to other than addressee without 
approval of addresser or addressee": used only on messages of the highest sensitivity between the President, the 
Secretary of State, and Chiefs of Mission, 
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APPENDIX VI 

GLOSSARY OF ACRONYMS 

NOFORN-Department of State special handling designation "intelligence which , , . may not be provided in any 
form to foreign governments, international organizattons, coalition partners, foreign nations, or immigrant aliens 
without originator approval” 

NRC-Nuclear Regulatory Commission 
NSC-National Security Council 
NSF-National Science Foundation 

OiP-Office of Information and Privacy, U.S. Department of Justice 

OMB-Office of Management and Budget 

OPLANS-operation plans 

OPM-Office of Personnel Management 

OPSEC-operations security 

OUO-official use only 

PCII-protected critical infrastructure information 
PD-Presidential Directive 
PROPIN-proprietary information 
RD-restricted data 
SBA-Small Business Administration 
SBU-sensitive but unclassified 
SEC-Securities and Exchange Commission 
SGI-M-safeguards information-modified handling 
SGI-safeguards information 
SHSI-sensitive homeland security information 

SIOP-ESi-Single Integrated Operations Plan-Extremely Sensitive Information, Department of Defense special 
handling designation for classified information 
Si-sensitive information 

SOF-special operations force(s); strategic offensive forces: status of forces 

SPECAT-special category designations for classified information, used by Department of Defense 

SSA-Social Security Administration 

SSI-sensitive security information 

SUI-sensitive unclassified information 

UCNi-unclassified controlled nuclear information 

USDA-U.S, Department of Agriculture 

WHS/DFOISR-Department of Defense, Washington Headquarters Services, Directorate of Freedom of 
Information and Security Review 
WMD-weapons of mass destruction 
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JIM BUNNI''JG 


UnitelJ States ;i>£nate 

WASHINGTON, DC 2Q510 ^ 

^ March H, 2006 

1 lie Honorable Christopher Shays 
Chairman 

Subcommittee on National Security, Emerging 
Threats and Intemationai Relations 
B-372 RHOB 
Washington, D.C. 20515 

Dear Chainnan Shays: 

I understand your Subcommittee on National Security, Emerging Threats and 
International Relations will hold an oversight hearing on March 14, 2006 regarding the handling 
of sensitive govcmmenl information. While 1 believe that federal agencies and the executive 
branch must have the authority to protect certain information involving our national security to 
the fullest extent, 1 share your concern for ensuring only information truly impacting national 
security should be classified and kept from the public. 

Government needs to protect classified information in a cost^ffeciive manner. If we are 
not protecting ‘’Secret” information with the most advanced tools, we are wasting taxpayer 
monies and compromising national security. The fact that much of this classified material could 
be declassified can make the waste even greater. 

In 1 999, 1 joined six other Senators in a bi-partisan letter urging the Department of 
Defense to spend funds appropriated for the improvement of storage of classified information by 
defense contractors (copy attached). We appropriated monies so defense contractors could 
replace old ‘‘bar*Iock’* file cabinets with new GSA compliant containers and electronic locks that 
deter today's lock-picking methods. However, the DOD refused to spend tlie money to upgrade 
contractor storage. In the letter and the attached While Paper, we argued that the refusal to 
upgrade had real cost impacts on the government because it required contractors to employ 
“supplemental” security to make up for shortcomings in the antiquated locks and containers. By 
not spending that money, the government has wasted hundreds of millions of dollars over the last 
seven years on avoidable measures if DOD contractors would have upgraded iheir storage. 

Further, these lock bar cabinets must contain an enormous number of documents - both 
classified and unclassified - that need the review your subcommittee is proposing, Forcing 
contractor to upgrade antiquated containers also forces declassification decisions, thus reducing 
the bulk of information kept in classified storage. The result is improved security' for real 
classified documents with cost savings to the taxpayer. 


Best personal regards, 

JIM BUNKING ' 

Unites States Senator 








Tc^ Free 1-«00-2^-«383 
t»KS3T<^.'trj-:ng.seft aa.gov 
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^tateo ^m&it 


September), 1999 

tbe Honorable William S. Cohen 
Secretary 

U.S. Department of Defente 
The Penuson 
WaahingtomDC 20301 

Don' Kfr. Secretly: 

We are writing regtrdins the Department of Defense (DOD) program to upgrade leelca 
for lafca used to store elaatified infonn^on. As recent events have unfoitunatety shown, our 
gavemment‘i record for protecting the nation's secrets hsa been highly deficient. Given this 
situation, we are eoneetned as to why COD otficialt continue to adamantly resist lock upgrade., 
e^ially when Congreaa haa expressed strong support for the retrofit program because of the 
substantive security concerns involved. We believe your personal involvement in this issue is 
necessary for ita tuccesafiil and proper resolutioiL 

Specifically, we have been informed that fiie DOD ii reluctant to extend its rctiofit of 
Federal ^ecificatloa FP-L-2740 compliant electronic locks to Defsue contractors. We 
uadentsnd first the DOD has devoted approximately $10 million annually for the last six years to 
retrofit its internal mechanical locks, and now virtually all internal DOD mechanical locks have 
been t^lsced on containen storing classified materials. Ihifortunately, fire safes of Defense 
contractors holding classified msterials continue to have old mechanical locks which can be 
easily d e feated. Last year Congress provided {finds to begin retrofitting contractor sa&s, but we 
understand that the DOD has not obligated $4.8 million of the FY99 appropriation fer this 
purpose because It does not want to require contractors to upgrade. In addition, Congreaa is 
providing anofiier $10 million In fire FVOO ipprepristiort to iqpgradc locks on contractor safes, 
fiirther indicating our coocem for national security and fire commitment to this effort. 

The ntroaale fbr the OOD’i resistance iit implementing fire contractor lock r«rofit 
^gram is not ttgorout. Indeed, it is to weak as. to be dlsretpectfiil of fire serious, substanfive 
security ooncemt that have motivated Congress to support lock upgrades. We do not understand 
how the OOD can be sstisfied with a lower level of security for sensitive infimnation in its 
cantractors' possession than for the same infoimatlon in its own possession. By contrast, since 
fire tot Alamos debacle, the Department of Energy, under Secretary Riehsrdson's lesdMihjp, has 
started a lock retrofit program which does not distinguidi between classified information held by 
the department or a contractor. The DOD needs to do the same without further delay. 

The DOD Should institatc the contractor lock upgrade program to lufastantially enhance 
the security of our nation at a reasonable cost. To begin this task, we expect the release and 
utilization of Congress's FV99 appropriation of $4.S million for contractor lock upgrades. As 
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well, we ilso ocpect the DOD to lue the StO ndUion is PYOO fiiadi appropriated by CosgreM for 
eotutaciix'ioeicupgtadea. We urge you to iitclode tfcla upgrade program in foe DOD budfct in 
foe ecrniing yean until thia lock reirolit program » complete. Attached it a White Paper 
previdiug an aotiyaia Of foia iiaue. 

We tioatyou will agree with foe terioua. lubattative aecurity conceoM foat have 
motiv^ed Coitgresi for yMta to ippnqiriate fonda for lock i^gradei. We respectfUUy aak foat 
you peiaonally review thia aituation and implement foe contractor h>ck program without fotfoer 
delay. We anxioualy await your retpoiiae regarding thia iaaue of U.S. national aecurity- 

Sincerely, 



Senator Richard C. ShOfoy — 


Senator John W. Werner 
Chainntii 

Senate Anned Servicea Committee 

Senate Ted Stevesa 
Oiainnaa 

Senate Appropriations Committee 
Sifoeommittec on Defenae 


Senator Carl t-evin 
Ranking Minotiw Member 
Senate Armed Setvicee Committee 

Senator Daniel K. Inouye 
Ranking Muority Member 
Senate Appropriations Committee 
Subcor^ttee on Defense 
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Wkite Pspcr 

A«lli«rfan In Stcwrity Eqwipmwit Stundtrib 

The Oepntment ofDerenie (DOD} repotU (iiaC tt hes lirgely complied the upgrtcUag of itt own 
loclu within the d^artment to meet the'GSA-promulgated federel look tpecifieatioa 

The ftderil lock tpecificthon - FF-L-2740- wis developed in 1989 by in intengMicy committee 
in mpoBM to vnlnetabilitiei created by the advent of portable campudng. Today, icorei of 
tnlUions of hiKbly enable “laptopa** exiat, making it eaay (a matto' of minutea) tar foreign 
IntelKgeiiM ageati to “craek” any DOO or Defenae oonitactew safe bavlng a meehaBusal lock. The 
1989 apecificatioa providea that a alfo lock should be aecore enou^ to require at leaat 20-pt^n- 
houra of efbit to affect a *huitq)titioua entty" - that is. an antiy undetectable even tipm escpert 
inspection. Suneptitiom entry is what allowa “ini idera" to make npeitcd unaodionied entiiee 
into aafei without being readily discovered by our aecuiity ofRciali. No mechanical lock dcei or 
can meet foe current federal lo^ apeei fication. 

Aa noted, DOD haa retrofitted itt own tafei with etectronie locka, but lefoaea to require Defense 
eontnctoia to do the tame, even though Congresa haa appropriated funda for foia puipoae - S4.8 
million in FY99 ^propriadona, with $10 million to be appropriated in FYCX). DOD ahouM not, 
however, be tattsfl^ with a lower level of aecuiity for senaitive information in ita contractor’a 
posstfslon fota for foe tame information in its own posaetaion. Since foe Lot Alamot dcbtele, foe 
Baeigy Department, under Secretary Richaidaon's teadenhip, haa itaited a retrofit program which 
doea irot distinguish between infonnaiion in the department's hands or that in one of ita 
contractor'a handa. 

DOD ofiSci^ argue that lock iqsgtadea are not a high priority because the chief threat is poted not 
by burglars, but by “tniidert’*. No one diiputu that “inaidera” pose the greatest foteat. tt is 
precisely fonr that reason that lock upgrades are important. Though better locks will not prevent an 
“insider" foem misappropriating information in a safe to which he hat authorized accets, they can 
prevent him fiora stealing material in other sifoa at his work. This is of high value. 

In asserting that lock upgrades are “not apriority” DOD olEciala have specified eertain higher 
prioritict, such aa protection of Infomutian systems, fotees and critical mfhutructuie. Safe locka, 
however, are a crucial element of security for all of these ofoer priorities. Regarding conqruler 
security, for example, backup faqics ate xtoied in lafos and in especially aenaitive projects, 
computer hard drives ate removed nightly and stored in aafoi. It makes no sense to assert that 
computer security b a high priority and foeu to refuse to upgrade locks required to protect those 
tapes and hard drives. 

Electronic locks meeting the federsl lock tpecification are also enhanced with “clock ebi{n“ that 
provide an audit trail - rcporta on which combinations were used to open foe locka on which daya, 
what times, and when foe locks were closed. This feature aervea aa an effeetive tool for datoering 
suspicioua behavior, assisting invettigatlons ind holding individuals accountable for their aetiooa. 
Private companies Uiing electnnie locks have enfousiasiieally embmeed fote audit tout feature. 
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Sev«ni billion doUin > ynr ii (pent locuring cliMificd docunenti. the primiry ttearity eewt ii 
*ufiplcma>t«l eontroUtiUeh »• rent-«-«op iMvioei, elamw, fcjwee end ao6t$t oontKil Qntems 
(e-k-e. lecurily in-depA). They «« eKpeniive, but th^ ate iiwffeeflvo tgeiiut the “intider". g«fT 
with lock! meetias the QSA itindiid ure mu^ less expensive end isvertly limit the danuige an 
••iMidei'’ can do when “need to know”' principles ere property applied. The fisderrt govatunsot 
has spent i^praxirastely SIS udllion dollais this year on OSA-i^ptoved safes and locks. Given ttie 
minuscttle pemmtsde of our security budget oee^ to purchase proper stotage equipment, ttie 
praedM of using sub-ttandsrd equipnmit is undesirable and linpi^er. 

The DOD has countered lock iqsgrade advocates by saying it is unewaie of tny incidents in wMdi 
its safes have been cracked: however, if foreign inteUigeoce aotvices, peifaapa using insiden,.sre 
succeeidng in miking suneptitioui entries of our safes, then by definition there would be no 
evidence of the incidents. We train our own intelligenee personnel to defeat loek syafanns 
lurreptitiomly. We know that they do so successfelly ind that fiseign intelligence agencies train 
their c^ctatives similarly. Wc must aasume they too sre sueeesifel on occasion, even (perhaps 
e^eciatty) igadnst us. 

We sre aware of two pobUcly taported examples ediere firreign intelligmce serviees gave 
techtnlogy to an 'insldet" to enhtnee his ability to gather classified infonnation suri^tiousiy. 
Published accounts of the Sergeant Johnson case t^rt thattedmobgy wu provided to fiw 
"insider" which identified the positions of the mechenical lock wheels allowing Mm to detennine 
fee combination to a vault storing claaslfied materiaL In the Walker case, technology was 
reportedly provided that indicated the positions of moehanical cams on encryption machines 
allowing the decoding of highly sensitive “crypto’ intbrmatton. 

There is a history in recent decades of “maiden" using technologies to gain accem to information 
surreptitiously. We need to recognize that safe ledea feat can be defeated in minutes by laph^ 
computen an not adequate. Purthermare^ oven if it weie true that there is no history of Sxagn 
intelligence services compmmising U.S. safes sunaptltiously - an mcredible proposition on its 
fece - fee ease in which new technology makes such compromises does Justify a high priority for 
upgrading of safe locks. 

A contractor lock retrofit program would cost ^tproximately $4S-dO million if done effieiently by 
Isauing locks ss government furnished mstetials. The DOD has tended to grossly ovmatate fee 
program cost, in 1993, ths DOD estimated SSOO million as fee price of a departmetnai lock nstrofit 
program. That program la now nesting completion sod fee total qient to date has been 
approximately SS9 million doUart. 



226 


LAMAR WALDRON 

PO BOX 6638 Marietta, GA 30065 lamarwalclron@yahoo.com (770) 977-8655 
March 9, 2006 


Congressman Christopher Shays, Chairman 

Subcommittee on National Security, Emerging Threats, and International Relations 
U.S. House of Representatives 
B-372 Rayburn House Office Building 
Washington, D.C. 20515 


Dear Mr. Shays: 

I wanted to provide you with the following information for your March 14, 2006 Hearing 
regarding the recently-disclosed Reclassification Program at the National Archives. Those 
Reclassification efforts may have affected two important groups of records which remain 
unresolved from the work of the JFK Assassination Records Review Board, which was created 
by Congress as part of JFK Act, which Congress passed unanimously in 1992. 

It would be a shame if those two groups of imresolved JFK records had been~or might in the 
future— be subject to Reclassification, before their contents had been even generally been made 
known to Congress and the American people. The unresolved records involve two groups, one 
of which consists of "well over one million CIA records" related to the assassination that 
remained unreleased as of 2000, according to a detailed report prepared that year by 0MB 
Watch. The other unsolved group includes files the Secret Service admitted destroying in 
January 1995, copies of which might still exist in the files of other agencies. Both groups of 
records also impact the case of Secret Service Agent Abraham Bolden, whom some consider the 
first National Security Whistleblower-a general topic your subcommittee's brought welcome 
attention to last month. 


1. Could any of the "well over one million CIA records" be Reclassified? 

In December 2000, 0MB Watch issued a report entitled "A Presumption of Disclosure: Lessons 
from the John F. Kennedy Assassination Records Review Board" (available online at 
ombwatch.org). As part of the report, they had interviewed "two.. .former Board members.. .a 
staff member" of the Board and "an employee of the National Archives and Records 
Administration who functioned as its liaison with the Board." One of them stated that '"well 
over a million CIA records' are still outstanding." 

That raises an obvious question in regards to the Reclassification Program. Is it possible that the 
"million CIA records" which are still outstanding, and have not yet been made available to 
Congress, historians, or the American public, could be Reclassified? Could other files related to 
those records-such as the Foreign Relations of the United States (FRUS) series— be 
Reclassified? 


1 
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According to one journalist, the Reclassification program has not involved the JFK Assassination 
records collections. However, several of the FRUS records not designated as assassination- 
related by the Board-and thus possibly not in the JFK collection-are related to the relevant CIA 
files in question. And the status of the "million CIA records" is unclear: Are they at the 
Archives— and if so, are they part of the JFK collection)— or are the segregated at the CIA? The 
essential question whether those "million CIA records"— or other records related to them-are 
subject in any way to the Reclassification program? 

According to a 1999 article for the American Historical Association by John W. Carlin, at that 
time the Archivist of the United States, the CIA and FBI had a "memoranda of understanding 
with the" JFK Assassination Records Review Board "giving them until September 1999 to 
complete their contributions to the (JFK) collection." For reasons noted below, it is likely that 
the "million CIA records" were provided or identified during this additional year following the 
last meeting of the Review Board (henceforth referred to as the ARRB), in September 1 998. 

I realize one of your witnesses next week is Dr. Anna Nelson, a former member of the ARRB. 
However, according to an e-mail sent to several authors and historians by Washington Post 
editor Jefferson Morley, Dr. Nelson stated to him that she didn't know anything about the 
"million CIA records" referred to the 0MB Wateh Report. That would make sense if those 
records were provided during the year following her last meeting with the ARRB, and is an 
indication that she may not be able to shed further light on that particular subject. 

The "million CIA records"-and whether they are, have been, or will be subject to 
Reclassification~is highly relevant to will of Congress as expressed in their 1992 JFK Act and in 
relation to other records which the CIA and other agencies have withheld from Congress in past 
decades, but which were finally declassified by the ARRB. 

It seems odd that agencies like the CIA would be reclassifying files before ever explaining to 
Congress and the public why crucial records from 1963 about covert operations to assassinate 
Castro that were infiltrated by the Mafia were withheld from so many Congressional committees. 

Among the four million pages of files which were declassified by the JFK Records Review 
Board before it ceased operations in September 1998 were those concerning John and Robert 
Kennedy's "Plan for a Coup in Cuba," and the CIA’s supporting role in that operation, code- 
named AMWORLD. It should be noted that those records had been almost completely withheld 
from not only the Warren Commission, but from several Congressional investigations. Those 
include the House Select Committee on Assassinations (HSCA), the committees commonly 
referred to as the Church Committee, the Pike Committee, the Nedzi Committee, the Watergate 
Committee, and the Iran-Contra Committee. The term AMWORLD, or information from its 
files, appears nowhere in the reports of those Committees, even though AMWORLD was the 
largest CIA operation devoted to the overthrow of Castro in 1963, and it involved CIA personnel 
investigated or interviewed by all of those Congressional committees. It was especially relevant 
to the work of the HSCA and Church Committees, since CIA and FBI files confirm that 
AMWORLD had been infiltrated by associates of the two Mafia godfathers the HSCA 
determined had the motive and means to assassinate JFK, Carlos Marcello of Louisiana and 
Santo Trafficante of Tampa. Both of them later confessed their roles in JFK's death to 
associates, and Robert Kennedy himself told associates that Marcello was behind JFK's 
assassination. 

The declassified term AMWORLD has never appeared in any Congressional report and did not 
appear in print for the public until November 2005, in a book-length study entitled "Ultimate 
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Sacrifice," by myself and Thom Hartmann. Likewise, that was the first time historians and the 
public were made aware that CIA files confirmed the Mafia infiltration of AMWORLD. Though 
a small number of AMWORLD documents were declassified in the early 1990s through the CIA 
Historical Review Program, it is my understanding that the staff of the ARRB had not been made 
aware of AMWORLD until about ten months prior to the end of their mandate. Several key 
AMWORLD documents were released in September 1998, but others bear release dates of 
January 1999. An August 24, 2004 search of the Archives online database for AMWORLD 
yielded 17 documents. A search on January 25, 2006 yielded 97 documents, though it's unclear 
if more AMWORLD documents were added to the collection or if they documents were there all 
along and were simply added to the online database. 

The AMWORLD documents that have been released so far all discuss a vast number of people, 
meetings, and operations whose files have still not yet been released. Also, the CIA's copies of 
many of the "Plan for a Coup in Cuba" documents from 1963 (contained in the Archives 
Califano and Joint Chiefs files) have never been released. In addition, code-names and cover 
identities for CIA personnel investigated by several Congressional Committees— such as David 
Atlee Phillips and Manuel Artime-are revealed in AMWORLD files for the first time, having 
been withheld from the Congressional investigators looking into them. For all those reasons, I 
feel that the majority of the "one million CIA files" are related to AMWORLD and the Plan for a 
Coup in Cuba. 

One of those related operations involved a Cuban exile organization organized by CIA officer 
David Atlee Phillips, called the DRE, whose members had a highly-publicized encounter with 
Lee Harvey Oswald in August of 1963. The CIA if currently fighting a lawsuit brought by 
Jefferson Morley of the Washington Post, who has sued for the release of those documents. The 
CIA has acknowledged that more than 1,000 exist, but refuses to turn them over. Further, in the 
late 1970s when the HSCA tried to identify the CIA of the DRE, the CIA claimed it couldn't find 
any such person, though it appointed a CIA officer to assist them, named George Joannides. It 
was only decades later that the HSCA's Executive Director, G. Robert Blakey, found out that 
Joannides himself had been the DRE's handler during 1963. Blakey stated to PBS "Frontline" in 
2003 that because of that deliberate deception "I no longer believe that we were able to conduct 
an appropriate investigation of the Agency and its relationship to Oswald," He adds that "the 
Agency set up a process that could only have been designed to frustrate the ability of the 
committee in 1976-79 to obtain any information that might adversely affect the Agency." 

In light of that still-unexplained CIA deception of Congress, and the CIA's refusal to release the 
documents about Oswald, the DRE, and Joannides it seems ill-advised to allow the CIA to 
reclassify documents without proper oversight, especially in light of the remaining "one million 
CIA files" that have yet to be released. 

Just as historian Matthew Aid's recent article about the Reclassification Program showed some 
files were being reclassified simply to avoid embarrassing an agency (like the CIA's 1950 
Korean report), the CIA probably withheld AMWORLD and the Plan for a Coup in Cuba 
documents from Congress to avoid embarrassment or focusing suspicion on some of their 
personnel who were involved with the Mafia. But the CIA wasn't the only agency withholding 
files from Congress-the DIA coordinated with AMWORLD and had a big role in the Plan for a 
Coup in Cuba, and almost none of their files on those matters have ever been released, Again, to 
allow the DIA and CIA to reclassify material without the proper oversight or justification seems 
ill-advised in light of their past history. 
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2. Could records being Reclassified shed light on JFK records destroyed in 1995? 

The second group of records which could be adversely affected by the Reclassification Program 
are the 1963 records which the Final Report of the ARRB confirmed were destroyed in January 
1995. These were destroyed by the Secret Service. While it is not clear from news reports if the 
Secret Service is involved in the Reclassification Program, that's not the point. The point is that 
other agencies, such as the CIA or DIA, may have had copies of the Secret Service files or-more 
likely-their own records from the time which could shed light on what was in the destroyed 
files. These files are highly relevant to the case of Abraham Bolden, the Secret Service agent 
who tried to become a whistleblower and wound up being sent to prison for six years. 

It's remarkable that the document destruction described on Page 149 of the ARRB's Final Report 
has not received more attention from Congress, since it clearly shows how the will of Congress 
and the JFK Act was flaunted by the Secret Service. It says that: 

"...In January 1995, the Secret Service destroyed presidential protection survey reports 
for some of President Kennedy's trips in the fall of 1963. The Review Board learned of 
the destruction approximately one week after the Secret Service destroyed them, when 
the Board was drafting its request for additional information. The Board believed that the 
Secret Service files on the President's travel in the weeks preceding his murder would be 
relevant." 

The Secret Service then gave the ARRB its explanation for the destruction. However, the 
ARRB's Final Report goes on to say that 

"...the Review Board sought information regarding a protective intelligence file on the 
Fair Play for Cuba Committee (FPCC) and regarding protective intelligence files relating 
to threats to President Kennedy in the Dallas area (the Dallas-related files were disclosed 
to the Warren Commission). The FPBCC and Dallas-related files apparently were 
destroyed and the Review Board sought any information regarding the destruction. As of 
this writing, the Service was unable to provide any specific information regarding the 
disposition of these files. The Secret Service submitted its Final Declaration of 
Compliance dated September 18, 1998, but did not execute it under oath. The Review 
Board asked the Service to re-submit its Final Declaration." 

The January 1995 destruction of the files about JFK's trips just prior to Dallas take on added 
significance when you realized that shortly before that, in November 1994, the ARRB had been 
informed for the first time of an attempt to assassinate JFK in Tampa, Florida on November 1 8, 
1963 (four days before Dallas). That attempt was covered up at the time because of National 
Security considerations surrounding the Coup Plan/AMWORLD. The Tampa attempt was 
withheld from the Warren Commission and all later Congressional committees. Only one small 
newspaper article about it appeared the day after JFK died, which I and my co-author uncovered 
after combing through thousand of pages of newspaper microfilm. I informed the ARRB about 
the Tampa attempt in November 1994, as did Tampa author Frank DeBenedictis. The fact that 
DeBenedictis and I provided written submissions to the ARRB in November 1994 is confirmed 
in the ARRB's FY 1995 Annual Report. 

It's likely that other agencies, like the CIA, FBI, DIA, and others, had or have today information 
about the Tampa attempt, either their own information or copies of information obtained in 1963 
from the Secret Service. I later interviewed the Tampa Police Chief from November 1963, who 
described the security effort to thwart the threat as being quite extensive and involving many 
agencies. That thought that the CIA or others might be allowed to reclassify information that 
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could shed light on that attempt seems to go against the will of Congress as expressed in the 
1992 JFK Act. 

It seems bizarre that a single November 1963 newspaper article contains quotes from a Secret 
Service report about the Tampa suspect, when the report itself no long exists— at least from the 
Secret Service. The FPCC document destruction referred to in the ARRB Final Report is also 
relevant, since a key suspect in the Tampa attempt was linked to the Tampa FPCC. 

Ensuring that material in the files of other agencies related to the Tampa attempt or the Secret 
Service document destruction is not reclassified is very important, not just for history but for the 
case of former Secret Service agent Abraham Bolden. Agent Bolden tried to be a whistleblower, 
and was going to Washington, where he could have told Warren Commission staff about Secret 
Service laxity, an earlier plot to assassinate JFK in Chicago on November 2, 1963 (3 weeks 
before Dallas), and the Tampa attempt. 

Instead, Bolden was arrested the day he arrived in Washington. Bolden had been an upstanding 
agent, but he was eventually convicted and sentenced to six years in prison even though his main 
accuser later admitted committing perjury against him, and Bolden's judge told the jury he 
thought Bolden was guilty. Bolden has been trying to clear his name ever since his release from 
prison. We present evidence in the book showing that Bolden was framed by Chicago Mafia 
associates of Santo Trafficante, including a CIA asset named Richard Cain whom CIA files show 
had infiltrated AMWORLD for the Mafia. 

Any information which could help Bolden's case should not be subject to reclassification by the 
CIA, Secret Service, FBI or any other agency. 


In conclusion, I would like to request that the above groups of documents be kept in mind as 
issues of reclassification are considered. I do realize that on occasion, there may be a legitimate 
need for agencies to reclassify certain material, especially in cases where the identity of a 
confidential informant or a covert US asset may be exposed. (In two instances where I have 
come across such information in files at the Archives, I have made Archives staff aware of it.) 

However, stringent safeguards should be in place to make sure that agencies are not simply 
reclassifying information to avoid embarrassment. Independent historians, such as Dr. John 
Newman (a twenty year veteran of military intelligence) or Dr. David Kaiser of the Naval War 
College, could be used to review reclassification decisions to make sure they are justified. 

In addition, before the agencies are given latitude to reclassify material on such a broad scale, 
shouldn't they be required to address the decades they withheld the crucial documents described 
above from Congress, and the material which is still withheld or was destroyed? 

I appreciate your time and consideration of these matters. 

Sincerely, 

Lamar Waldron 
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Mr. Shays. We have two panels today and I will introduce the 
first panel. We have Professor Allen Weinstein, Archivist of the 
United States, National Archives and Records Administration; Mr. 
J. William Leonard, Director, Information Security Oversight Of- 
fice, National Archives and Records Administration; Ms. Davi M. 
D’Agostino, Director, Defense Capabilities and Management, U.S. 
Government Accountability Office; Mr. Robert Rogalski, Acting 
Deputy Under Secretary of Defense, Counterintelligence and Secu- 
rity, Department of Defense; and Mr. Glenn S. Podonsky, Director, 
Office of Security and Safety Performance Assurance, U.S. Depart- 
ment of Energy. If all of you would stand, I will swear you in as 
is our practice. 

Raise your right hands. 

[Witnesses sworn.] 

Mr. Shays. For the record, all the witnesses have responded in 
the affirmative. We again thank you for your patience in hearing 
our perspectives. It hopefully will help you sense where we are 
coming from and the kinds of points that you need to make. 

As you know, we have a 5 -minute rule, but I roll over the clock 
if you go over. I just don’t want you to think you have to stop right 
at 5, but as close to 5 as you can will be appreciated, and we will 
start with you. Professor. 

STATEMENTS OF ALLEN WEINSTEIN, ARCHIVIST OF THE 
UNITED STATES, NATIONAL ARCHIVES AND RECORDS AD- 
MINISTRATION; J. WILLIAM LEONARD, DIRECTOR, INFORMA- 
TION SECURITY OVERSIGHT OFFICE, NATIONAL ARCHIVES 
AND RECORDS ADMINISTRATION; DAVI M. D’AGOSTINO, DI- 
RECTOR, DEFENSE CAPABILITIES AND MANAGEMENT, U.S. 
GOVERNMENT ACCOUNTABILITY OFFICE; ROBERT 
ROGALSKI, ACTING DEPUTY UNDER SECRETARY OF DE- 
FENSE, COUNTERINTELLIGENCE AND SECURITY, U.S. DE- 
PARTMENT OF DEFENSE; AND GLENN S. PODONSKY, DIREC- 
TOR, OFFICE OF SECURITY AND SAFETY PERFORMANCE AS- 
SURANCE, U.S. DEPARTMENT OF ENERGY 

STATEMENT OF ALLEN WEINSTEIN 

Mr. Weinstein. Chairman Shays, Mr. Van Hollen, members of 
the subcommittee, I wish to thank you for holding this very impor- 
tant hearing today on issues relating to information access restric- 
tions and for inviting me to testify. I am especially pleased to be 
joined this afternoon as a witness before the subcommittee by my 
able colleague. Bill Leonard, who heads the Information Security 
Oversight Office [ISOO], an office within the National Archives and 
Records Administration. Mr. Chairman, I appreciate the oppor- 
tunity for Mr. Leonard and myself to share with you and other 
members of the subcommittee NARA’s response to the situation 
which we have confronted in the past several weeks. 

In late February, in response to complaints received from a group 
of historians and researchers regarding agency classification activ- 
ity which has resulted in a number of historical documents being 
withdrawn from the open shelves at the National Archives and 
Records Administration, I began several actions as part of a review 
of the reclassification of documents. 
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Weeks ago, the Information Security Oversight Office [ISOO], 
initiated an audit to identify the number of records withdrawn 
from the open shelves over the past several years, to identify who 
initiated the withdrawal action, and to identify the authorization 
and justification for the withdrawal. The audit involves consulta- 
tion with both affected agencies and with members of the research 
community. The audit will result in a public report designed to pro- 
vide the greatest feasible degree of transparency to this classifica- 
tion activity, and the audit will be available within the next 60 
days. 

ISOO will issue annual updates providing insight into any simi- 
lar activity conducted in the future, and these updates will be in- 
cluded in ISOO’s annual report to the President on implementing 
Executive Order 12958, as amended. 

Mr. Chairman, these immediate steps on my part were followed 
by consultations with concerned researchers, after which I an- 
nounced additional actions as part of the ongoing investigation into 
the withdrawal of previously declassified records at the Archives. 
These steps included the imposition of a moratorium on other agen- 
cy personnel identifying for withdrawal for classification purposes 
any — I stress any — declassified records currently on the public 
shelves at the National Archives until our audit is complete. 

I also called for a summit with national security agencies in- 
volved with these withdrawal efforts. At the summit with Federal 
agency officials on March 6th, I stressed the commitment of the 
National Archives to maintain a balanced approach by acknowledg- 
ing the importance of protecting national security while at the 
same time recognizing the public interest in having archival 
records maximally available. I stressed the commitment of the Na- 
tional Archives to continue to work cooperatively with the agencies 
while urging the agencies to move swiftly on returning documents 
back to the open shelves when appropriate. I stressed also the need 
to consider creating a National Declassification Initiative to replace 
the current agency-centered approach to declassification. This new 
initiative, the Centralized Declassification Program, would be co- 
ordinated by the National Archives. 

Representatives of the Federal agencies who attended this sum- 
mit unanimously agreed to support the moratorium on identifying 
for withdrawal any new material currently on the open shelves at 
the Archives. They were also supportive in principle of the concept 
of the National Declassification Initiative. 

Mr. Chairman and members of the subcommittee. Bill Leonard 
will provide further details concerning NARA’s and specifically 
ISOO’s response to the challenges of implementing our recent di- 
rectives and proposals. 

As the Archivist of the United States, however, I am here today 
to bear witness to the seriousness with which the National Ar- 
chives treats its responsibilities in this area. At the National Ar- 
chives, the core goals of our mission statement commit us to pre- 
serving and processing records for opening to the public as soon as 
legally possible and providing prompt, easy, and secure access to 
our holdings. 

Mr. Chairman, members of the subcommittee, I place an ex- 
tremely high value on maintaining public credibility, trust, and re- 
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spect for the process of classification and the process of declassifica- 
tion, respect which is earned by responsible stewardship, including 
efforts to ensure that no information — I stress, no information — is 
withheld unnecessarily. 

Thank you, Mr. Chairman and members of the subcommittee, for 
your time and attention. 

Mr. Shays. Thank you, and let me take this opportunity to thank 
you for all of your good work. 

Mr. Weinstein. Thank you. 

Mr. Shays. Thank you, sir. 

[The prepared statement of Mr. Weinstein follows:] 
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Professor Allen Weinstein 

Archivist of the United States 

National Archives and Records Administration 

before the Committee on Government Reform 

Subcommittee on National Security, Emerging Threats, and International 

Relations 

U.S. House of Representatives 
March 14, 2006 


Chainnan Shays, Mr. Kucinich, and members of the subcommittee, I wish to thank you 
for holding this very important hearing today on issues relating to information access 
restrictions and for inviting me to testify. I am especially pleased to be joined this 
morning as a witness before the Subcommittee by my able colleague. Bill Leonard, who 
heads the Information Security Oversight Office (ISOO), an office within the National 
Archives and Records Administration (NARA). 

Mr. Chairman, I appreciate the opportunity for Mr. Leonard and me to share with you and 
other members of the Subcommittee NARA’s response to the situation which we have 
confronted in the past several weeks. 

I said at the time that “Inappropriate declassification can subject our citizens, our democratic 
institutions, our homeland security, and our interactions with foreign nations to potential 
harm. Inappropriate classification (and reclassification) needlessly disrupts the free flow of 
information and can undermine our democratic principles which require that the American 
people be informed of the activities of their Government. This is not an either/or challenge. 
Deliberate, continuous effort is required to succeed at both. The American people expect and 
deserve nothing less and the National Archives is determined to fulfill its role in this 
process.” I meant what I said. 

In late Febmary, in response to complaints received from a group of historians and 
researchers regarding agency classification activity which has resulted in a number of 
historical documents being withdrawn from the open shelves at the National Archives and 
Records Administration, I began several actions as part of a review of the reclassification of 
documents. 
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Several weeks ago, the Information Security Oversight Office initiated an audit to: 

- Identify the number of records withdrawn from the open shelves over the past 
several years; 

- Identify who initiated the withdrawal action; 

- Identify the authorization and justification for the withdrawal; 

- Through a statistically significant sample, determine the appropriateness of 
the classification action (i.e. was the action in accordance with the terms and 
limitations of E.O. 12958 [as amended] and does the information satisfy the 
standards for continued classification?); 

- Examine the effectiveness of our own internal processes and procedures and 
make improvements where required. 

The audit involves consultation with both affected agencies and members of the research 
community. The audit will result in a public report designed to provide the greatest 
feasible degree of transparency to this classification activity and will be available within 
the next 60 days. 

As part of its continuing responsibility to oversee the Executive branch’s security 
classification system, ISOO will issue annual updates providing insight into any similar 
activity conducted in the future. These updates will address the same issues and entail 
the same methodology used in the current audit and will be included in ISOO’s annual 
report to the President on implementation of E.O. 12958, as amended. 

These immediate steps on my part were followed by consultations with concerned 
researchers, after which I announced additional actions as part of the ongoing investigation 
into the withdrawal of previously declassified records at the National Archives. These steps 
included; 

• The imposition of a moratorium on other agency personnel identifying for 
withdrawal for classification purposes any declassified records currently on the 
public shelves at the National Archives until the audit is complete. 

• A “summit” with national security agencies involved with these withdrawal 
efforts within the next week. The purpose of this meeting is to ensure the proper 
balance of agency authority to restore classification controls where appropriate 
and my obligation to ensure maximum access to archival records consistent with 
law, regulation and common sense. 

• A call upon affected agencies to join me in restoring to the public shelves as 
quickly as possible the maximum amount of information consistent with the 
obligation to protect truly sensitive national security information from 
unauthorized disclosure. 

• The initiation of a review of National Archives internal processes for 
implementing agency classification/declassification decisions and the 
implementation of improvements to ensure that the National Archives remains a 
catalyst for timely public access. 

• Directing the Information Security Oversight Office to develop, in consultation 
with affected agencies, clear and concise standardized guidance, with an 
appropriately high threshold, that will govern any future withdrawal of records 
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from the open shelves for classification purposes. This guidance will be 
promulgated prior to allowing future removal of any records from the open 
shelves for classification purposes and will be publicly available. 

• Requesting the recently constituted Public Interest Declassification Board, 
consistent with its charter, to independently advise me on this issue. 

At the “summit” with Federal agency officials on March 6, 1 stressed the following 
points: 

• The commitment of the National Archives to maintain a balanced approach, by 
acknowledging the importance of protecting national security and at the same 
time recognizing the public interest in having archival records available; 

• The commitment of the National Archives to continue to work cooperatively with 
the agencies, while urging the agencies to move swiftly on returning documents 
back to the open shelves, when appropriate; 

• The need to establish a protocol and standards for the review of documents that 
agencies feel have been incorrectly placed on the open shelves; 

• The need to consider creating a National Declassification Initiative to replace the 
current agency-centric approach to declassification. This proposal may address 
the bureaucratic stmctiue, resources and policies needed to create a centralized 
declassification program coordinated by the National Archives. 

Representatives of the Federal agencies attending the “summit” unanimously agreed 
to support the moratorium on identifying for withdrawal any new material that is 
currently on the open shelves at the National Archives. They also agreed to work 
towards creating new procedures for the review of materials and were supportive in 
principle of the concent of a National Declassification Initiative. Many agencies, 
however, acknowledged challenges to meeting both the December 2009 deadline for 
declassification of most documents more than 25-years old, in accordance with 
Executive Order 12958, as amended, and reexamining the previously withdrawn 
documents. 

Mr. Chairman and members of the Subcommittee, Bill Leonard will provide further 
details concerning NARA’s and specifically ISOO’s response to the challenges of 
implementing our recent directives and proposals. As the Archivist of the United 
States, however, I am here today to bear witness to the seriousness with which the 
National Archives treats its responsibilities in this area. I will close my prepared 
remarks by stating to you what I said to the agency officials gathered in the 
conference room at NARA last week. 

First, I want to thank the Office of the Director of National Intelligence for stating 
that “[the intelligence agencies will] continue to work with the National Archives to 
strike a balance between protecting truly sensitive national security information from 
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unauthorized disclosure and ensuring that the public receives maximum access to 
unclassified archival records.” 

As for the National Archives, the core goals of our mission statement commit us to 
preserving and processing records for opening to the public as soon as legally 
possible and providing prompt, easy and secure access to our holdings. 

Mr. Chairman, 1 note in conclusion that I have placed (and continue to place) an 
extremely high value on maintaining public credibility, trust and respect for the process 
of classification and declassification, respect which is earned by responsible stewardship, 
including efforts to ensure that no information is withheld uimecessarily. 

Thank you, Mr. Chairman and members of the Subcommittee for your time and attention. 
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Mr. Shays. Mr. Leonard. 

STATEMENT OF J. WILLIAM LEONARD 

Mr. Leonard. Thank you, Mr. Chairman, Mr. Waxman, Mr. Van 
Hollen, other members of the subcommittee. I want to thank you 
for holding this hearing this afternoon on issues relating to infor- 
mation access restrictions as well as for inviting me to testify 
today. 

The classification system and its ability to restrict the dissemina- 
tion of information, the unauthorized disclosure of which would 
cause harm to our Nation, its citizens, and our institutions, rep- 
resent the fundamental tool at the government’s disposal to provide 
for the common defense. The ability to surprise and deceive the 
enemy can spell the difference between success and failure on the 
battlefield. Similarly, it is nearly impossible for our intelligence 
services to recruit human sources, who often risk their lives aiding 
our country, which obtain assistance from other countries’ intel- 
ligence services, unless such sources can be assured complete and 
total confidentiality. Likewise, certain intelligence methods can 
work only if the adversary is unaware of their existence. Finally, 
the successful discourse between nations often depends upon con- 
structive ambiguity and plausible deniability as the only way to 
balance competing and divergent national interests. 

As with any tool, the classification system is subject to misuse 
and misapplication. When information is improperly declassified or 
is not classified in the first place, although clearly warranted, our 
citizens, our democratic institutions, our homeland security, our 
interactions with foreign nations can be subject to potential harm. 
Conversely, too much classification, or the failure to declassify in- 
formation as soon as it no longer satisfies the standards for contin- 
ued classification, or inappropriate reclassification, unnecessarily 
obstructs effective information sharing and impedes an informed 
citizenry, the hallmark of our democratic form of government. 

In the final analysis, inappropriate classification activity of any 
nature undermines the integrity of the entire process and dimin- 
ishes the effectiveness of this critical national security tool. Con- 
sequently, inappropriate classification or declassification puts to- 
day’s most sensitive secrets at needless increased risk. 

Recent attention focused on withdrawal of previously declassified 
records from the open shelves of the National Archives exemplifies 
how the classification system can be misapplied. While an audit of 
this activity by my office is still underway and I do not want to pre- 
suppose final results, at this time, we see the need to address a 
number of issues that I have outlined in detail in my written state- 
ment. 

In response to these challenges, I am pleased to report that the 
principal agencies involved in conducting classification reviews of 
records accessioned into the National Archives have agreed in prin- 
ciple to create a pilot National Declassification Initiative with the 
objective of more effectively integrating the work they are doing in 
this area. This initiative is intended to address the policies, proce- 
dures, structure, and resources needed to create a more reliable ex- 
ecutive branch-wide declassification program. While the details of 
this proposal need to be further developed and implemented during 
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the weeks and months to come, I do anticipate significant progress 
in this area. 

As Director of ISOO, I believe the keys to success of a National 
Declassification Initiative are to ensure that it has the authority, 
the expertise, and the resources to ensure that decisions to either 
declassify or to continue the classification of historically valuable 
permanent records of the Federal Government are appropriate and 
reflect the best informed judgment of all parties. There are a num- 
ber of examples where a concerted executive branch-wide approach 
has worked in the past. 

Furthermore, I believe that a National Declassification Initiative 
could assist in the development of standardized guidelines and pro- 
tocols, provide a forum for agencies to better understand the var- 
ious dynamics entailed in assessing and determining the appro- 
priate action to take following a declassification review, and assure 
greater consistency in results. This initiative, representing a con- 
federation of existing agency authorities, expertise, and resources, 
could also help fill critical training voids for agency personnel in- 
volved in declassification reviews. Ideally, we would eventually 
streamline the multiple independent agency reviews of the same 
material and therefore be substantively more efficient and effective 
than the current declassification review process. 

Again, I thank you for inviting me here today, Mr. Chairman, 
and would be happy to answer any questions you may have. 

Mr. Shays. Thank you very much. 

[The prepared statement of Mr. Leonard follows:] 
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Formal SMement 
J. William Leonard 

Director, Information Security Oversight Office 
Nationai Archives and Records Administration 
before the Committee on Government Reform 

Subcommittee on Nationai Security, Emerging Threats, and 
■' internationai Relations 

U.S. House of Representatives 
March 14, 2006 

Chairman Shays, Mr. Kucinich, and members of the subcommittee, I wish to thank you 
for holding this hearing on issues relating to information access restrictions as well as for 
inviting me to testify today. 

By section 5.2 of Executive Order 12958, as amended, "Classified National Seciuity 
Information," the President established the organization I direct, the Information Security 
Oversight Office, often called "ISOO." We are within the National Archives and Records 
Administration and by law and Executive order (44 U.S.C. 2102 and sec. 5.2(b) of E.O. 
12958) are supervised by the Archivist of the United States, who appoints the Director, 
ISOO with the approval of the President. Under Executive Orders 12958 and 12829 
(which established the National Industrial Security Program) and applicable Presidential 
guidance, the ISOO has substantial responsibilities with respect to classification of 
information by agencies within the Executive branch. 

The classification system and its ability to restrict the dissemination of information the 
unauthorized disclosure of which would result in harm to our nation and its citizens 
represents a fundamental tool at the Government’s disposal to provide for the “common 
defense.” The ability to surprise and deceive the enemy can spell the difference between 
success and failure on the battlefield. Similarly, it is nearly impossible for our 
intelligence services to recmit human sources who often risk their lives aiding our 
country or to obtain assistance from other countries' intelligence services, unless such 
sources can be assured complete and total confidentiality. Likewise, certain intelligence 
methods can work only if the adversary is unaware of their existence. Finally, the 
successful discourse between nations often depends upon constructive ambiguity and 
plausible deniability as the only way to balance competing and divergent national 
interests. 
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As with any tool, the classification system is subject to misuse and misapplication. When 
information is improperly declassified, or is not classified in the first place although 
clearly warranted, our citizens, our democratic institutions, our homeland security, and 
our interactions with foreign nations can be subject to potential harm. Conversely, too 
much classification, the failure to declassify information as soon as it no longer satisfies 
the standards for continued classification, or inappropriate reclassification, unnecessarily 
obstructs effective information sharing and impedes an informed citizenry, the hallmark 
of our democratic form of government, hi the final analysis, inappropriate classification 
activity of any nature undermines the integrity of the entire process and diminishes the 
effectiveness of this critical national security tool. Consequently, inappropriate 
classification or declassification puts today’s most sensitive secrets at needless increased 
risk. . 

Recent attention focused on the withdrawal of previously declassified records from the 
open shelves of the National Archives exemplifies how the classification system can be 
misapplied. While an audit of this activity by my office is still underway and I do not 
want to presuppose final results, at this time we see the need for the following: 

• Develop an Executive branch-wide approach to declassification of records 
that better integrates individual agency efforts, is more reliable in results, and 
is more efficient in process 

• Enhance agency understanding of each other’s sensitive information 

• Provide additional training that develops the needed understanding 

• Establish centralized databases and other resomces to facilitate sound 
declassification decisions 

• Provide for greater consistency in the level of review applied to records 

• Preclude redundancies in security reviews 

• Increase the interface between declassification reviews done under the 
Executive order and those for other requests for access to information such as 
the Freedom of Information Act (FOIA) 

• Establish centralized priorities 

• Achieve greater rationalization of resources 

• Improve oversight. 

In response to these challenges, I am pleased to report that the principal agencies 
involved in conducting classification reviews of records accessioned into the National 
Archives have agreed, in principle, to create a pilot National Declassification Initiative, 
with the objective of more effectively integrating the work they are doing in this area. 

This initiative is intended to address the policies, procedures, structure and resources 
needed to create a more reliable Executive branch-wide declassification program. The 
details of this proposal need to be further developed and implemented during the weeks 
and months to come. 

As Director of ISOO, I believe the keys to the success of a National Declassification 
Initiative are to ensure that it has the authority, expertise and resources to ensure the 
decisions to either declassify or continue the classification of historically valuable 
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permanent records of the Federal government are appropriate and reflect the best 
informed judgments of all parties. There are a number of examples where a concerted 
Executive branch- wide approach has worked in the past two decades, such as the Iran- 
Contra, POW/MIA, CMle-Pinochet, and Nazi War Crimes reviews. 

Furthermore, I believe that a National Declassification Initiative could assist in the 
development of standardized guidelines and protocols, provide a forum for agencies to 
better understand the various dynamics entailed in assessing and determining the 
appropriate action to take following a declassification review, and ensure greater 
consistency in results. This initiative, representing a “confederation” of existing agency 
authorities, expertise, and resources, could also help fill critical training voids for agency 
personnel involved in declassification reviews. Ideally, it would eventually streamline 
the multiple, independent agency reviews of the same material, and therefore be 
substantially more fiscally pradent than the current declassification review process. 

Recognizing that a focus of this hearing includes policies and procedures for handling 
Sensitive But Unclassified (SBU) information, it is important to articulate recent 
initiatives by the President to ensure the robust and effective sharing of terrorism 
information vital to protecting Americans and the Homeland fi'om terrorist attacks. To 
that end, this past December the President announced a set of guidelines and 
requirements that represent a significant step in the establishment of the Information 
Sharing Environment (ISE) called for by section 1016 of the Intelligence Reform and 
Terrorism Prevention Act of 2004 (IRTPA). Specifically, in order to promote and 
enhance the effective and efficient acquisition, access, retention, production, use, 
management, and sharing of SBU information, including homeland security information, 
law enforcement information, and terrorism information, the President has mandated the 
standardization of procedures for designating, marking, and handling SBU information 
across the Federal Government. Clear milestones and accountability for achieving this 
goal have been laid out for the entire Executive branch. 

Again, I thank you for inviting me here today, Mr. Chairman, and I would be happy to 
answer any questions that you or the subcommittee might have at this time. 
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Mr. Shays. Ms. D’Agostino. 

STATEMENT OF DAVI M. D’AGOSTINO 

Ms. D’Agostino. Good afternoon, Mr. Chairman and members of 
the subcommittee. I am pleased to be here today before you to dis- 
cuss GAO’s work on how the Departments of Energy and Defense, 
DOE and DOD, manage information that is unclassified but sen- 
sitive. 

DOE and DOD use the designations, as you mentioned, Mr. 
Chairman, OUO and FOUO, respectively, to refer to this informa- 
tion. My testimony is based on our report that you released today 
here at this hearing on managing sensitive information at those 
Departments. Those Department base their programs, in large 
part, on the exemptions under the Freedom of Information Act 
[FOIA], that deal with information that is not national security 
classified but otherwise may be exempt from public release. 

In this report, we reviewed the policies, procedures, and criteria 
the Departments use to manage OUO and FOUO information. We 
also looked at the Departments’ training and oversight programs 
related to this and determined the extent to which those programs 
provide assurances that personnel properly identify and mark in- 
formation. 

In summary, DOE and DOD both have policies in place to imple- 
ment their programs, but our analysis of these policies showed a 
lack of clarity in some key areas that could lead to inconsistencies 
and errors. First, DOD policies remain unclear as to which office 
is in charge of DOD’s FOUO programs, since responsibilities shift- 
ed in October 1998 to what is now the Under Secretary of Defense 
for Intelligence. DOD officials have told us that at the end of Janu- 
ary 2006, they started to coordinate a revised regulation that will 
emphasize management of the FOUO program. 

Second, unlike DOE requirements, DOD policies do not require 
staff marking a document to note the FOIA exemptions used as a 
basis for designating it FOUO. In our view, if DOD required per- 
sonnel to take the extra step of including the reason they are 
marking the document FOUO at the time they create it, it would 
help ensure that the personnel has made a thoughtful determina- 
tion and improve the oversight of the program. 

Third, both Departments’ policies are unclear regarding what 
point a document should be marked as OUO or FOUO. If a docu- 
ment might contain such information but is not marked when it is 
created, you run the risk that the document might be mishandled 
and that risk increases. 

Fourth, neither Departments’ policies identify what would be an 
inappropriate use of the FOUO or OUO designation. Without such 
guidance, the Departments cannot be confident that their person- 
nel will not use these markings to conceal mismanagement, ineffi- 
ciencies, or administrative errors, or to prevent embarrassment. 

Finally, neither Department has an agency-wide requirement 
that personnel be trained before they designate documents as OUO 
or FOUO, nor do they conduct oversight to ensure that information 
is appropriately identified and marked. Without training or over- 
sight, neither Department can assure itself that personnel are com- 
plying with their own policies. We recommended that both Depart- 
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ments clarify their policies and guidance in these areas and estab- 
lish training and oversight systems to conduct oversight periodi- 
cally. 

DOE and DOD agreed with most of our recommendations in 
their comments on our draft report. DOD did disagree that person- 
nel designating a document as FOUO should also mark the docu- 
ment with the FOIA exemption or the reason that may apply. We 
continue to believe this recommendation has merit because it 
would cause personnel to make a more thoughtful determination 
before marking the document, and since it is provisional, it would 
not prejudice a separate independent decision to release or deny 
the release of a document under a FOIA request. 

In closing, the lack of clear policies and effective training and 
oversight in DOE’s and DOD’s programs could result in over- and 
under-protection of unclassified yet sensitive government docu- 
ments. Having clear policies and procedures in place can mitigate 
the risk of program mismanagement and help the Departments as- 
sure the OUO-FOUO information is appropriately marked and 
handled. 

Mr. Chairman, members of the subcommittee, this concludes my 
oral statement. I would be happy to respond to any questions. 

Mr. Shays. Thank you. There will be questions. Thank you so 
much. 

[The prepared statement of Ms. D’Agostino follows:] 
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MANAGING SENSITIVE INFORMATION 

DOE and DOD Could Improve Their 
Policies and Oversight 


What GAO Found 

As GAO reported earlier this month, both DOE and DOD base their programs 
on the premise that information designated as OUO or FOUO mu^ (1) have 
the potential to cause foreseeable hann to governmental, conunerc^, or 
private interests if disseminated to the public or persons who do not need 
the information to perform their jobs; and fall under at least one of ei^t 

FVeedom of Information Act (FOIA) ex^nptions. While DOE and DOD have 
policies in place to manage their OUO or FOUO programs, our ana)^^ of 
these policies showed a lack of clarity in areas that could allow 

inconsistencies and errors to occur. For example, it is unclear which DOD 
office is responsible for the FOUO program, and whether personnel 
designating a document as FOUO should note the FOIA exemption used as 
the ba^ for the designation on the document Also, both DOE’s and DOD’s 
polici^ are unclear regarding at what point a document should be marked 
as OUO cr FOUO and what would be an inappropriate use of the OUO or 
FOUO designation. For example, OUO or FOUO designations should not be 
used to conceal agency mismanagement In our view, this lack of clarity 
exists in both DOE and DOD because the agencies have put peater 
emphasis on mana^r^ classified information, which is more sensitii^ than 
OUO or FOUO. 

In addition, while both DOE and DOD offer training on their OUO and FOUO 
policies, neither DOE nor DOD has an agencjrwide requirement that 
employees be trained before they designate documents as OUO or FOUO. 
Moreover, neither agency conducts oversight to assure that information is 
appropriately identified and marked as OUO or FOUO. DOE and DOD 
officials told us that limited resources, and in the case of DOB, the newness 
of the program, have contributed to the lack of training requirements and 
oversi^t Nonethele^ the lack of training requirements and oversight of 
the OUO and FOUO programs leaves DOE and DOD officials unable to 
assure that OUO and FOUO documents are marked and handled in a manner 
consistent with ^ency policies and may result in inconsistencies and errenrs 
in the ^qiplication of the programs. 
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Mr. Chairman and. Members of the Subcommittee: 

We are pleased to be here today to discuss our work on how the 
Departments of Energy (DOE) and D^anse (DOD) use the designations 
Official Use Only (OUO) and For Official Use Onfy (FOUO), respective^, 
to manage infonnation that is unclasped but sensitive. t^timozQr 

today is based on our report issued earlier this month ^titled Managing 
Sensitive Information: D^artments of Energy and D^ense Polici& and 
Oversight Coidd Be Improved {GAO-06-369). This rqpoft (1) identified and 
assessed the policies, procedures, and criteria that DOE and DOD employ 
to manage OUO and fX)UO infonnation; and (2) determined the extent to 
which DOE’S and DOD’s training and oversight programs assure that 
information is identified and marked according to establMied criteria. 

In summary, both DOE and DOD base their programs on the premise that 
information designated as OUO or FOUO must (1) have the potential to 
cause foreseeable harm to governmental, commercial, , or private intere^ 
if disseminated to the public or persons who do not need the infonnation 
to perform their Jobs; and (2) fall under at least one of e^t Freedom of 
Infonnation Act (FOIA) exemptions.' (See the ^pendix for a list and 
description of the exemptions of FOIA.) Boffi agencies have policies In 
place to implement their programs. However, our analysis of these policies 
showed a lack of clarity in key areas that could allow inconsistencies and 
errors to occur. Specifically: 

• It is unclear which DOD office is responsible for the FOUO program, and 
whether personnel designating a document as FOUO should note the FOIA 
exemption used as the basis for the designation on the document 

• Both DOE’S and DOD’s policies are unclear regarding at what point a 
document should be marked as OUO or FOUO and vdiat would be an 
in^propriate use of the OUO or FOUO designation. For example, OUO or 
FUUO designations should not be used to conceal agency 
mismanagement 


FVeedom of Iiifonnati(xi Act (6 U.S.C. sec. 552). FX)1A exemption 1 strfeiy concerns 
classified information, which is govenied by Executive Order, DOE and DOD do not 
include this category in their OUO and FOUO programs since the information is alrea^ 
restricted by each agency’s classified information procedures. In addidmi, exemption 3 
addresses information ^edfically exempted firom disclosure stance, which may tw m^ 

not be considered OUO or FOUO. Information that is dashed or coi^olted under a 
stsuute, such as Restricted Data or Formerly Restricted Data under the Atomic Energy Act, 
is not also desi^tated as OUO or FOUO. 
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In addition, while both DOE and DOD offer training on dieir OUO and 
FOUO policies, neither DOE nor DOD has an agency wide requirement that 
employees be trained before they designate documents as OUO or FOUO. 
Moreover, neither agency conducts oversight to a^ure that infozmalicm is 
appropriately identified and marked as OUO or FOUO. Thfe lack of 
training requirements and oversight leaves DOE and DOD offidals xinable 
to assure that OUO and FOUO documents are marked and handled in a 
manner consistent with agency policies and may result in inconsistend^ 
and errors in the £q>plication of the programs. 

We recommended that both agendes clarify their polides and guidance to 
identify at what point a document should be marked as OUO or FOUO and 
to define inappropriate uses of these designations. We also recommended 
that DOD darify its polides as to which office is r^ponsible for the BOUO 
program and that it re<pnTe peraonnel designating a document as FOUO 
also to note the FOIA exemption they used to determine ffiat the 
information should be restricted. With regard to training and management 
oversight, we recommended that both DOE and DOD require personnel to 
be trained before they can designate information as OUO or FOUO, and 
that they develop a system to conduct periodic oversight of OUO or FOUO 
designations to assure that their polides are being followed. 

In commenting on our draft report, DOE and DOD agreed with most of our 
recommendations, but DOD disagreed that personnel dedgnating a 
document as FOUO should also mark the document with the FOIA 
exemption used to determine that the information should be restricted. 
DOD expressed concern that an individual m^ ^ply an incorrect or 
inappropriate FOIA exemption and thus cause other documents that are 
created firom the original to also cany the incorrect FOIA exemption or 
that the incorrect designation could cause problems if a denial is litigated. 
However, we believe that citing the applicable FOIA exemptions when 
marking a document will cause the employee to consider the exempfions 
and make a thoughtfiil determination that the information fits within the 
framework of the FOUO designation. Also, when the public requests 
documents, before DOD releases or denies release of the documents, FOIA 
experts review them, at which time an incorrect initial designation should 
be corrected. Our recommendation was intended to better assure 
appropriate consideration of the FOIA exemptions at the beginning of the 
process and we continue to believe that this recommendation has merit 
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DOE and DOD Lack 
Clear OUO and FOUO 
Guidance in Key 
Aspects 


Both DOE and DOD have estabMied offices, designated stalf, and 
promulgated policies to provide a framework for the OUO and FOUO 
programs. However, their policies lack sufficient clarity in important 
areas, which could result in inconsistencies and errors. DOE |K)Ucy dearly 
identifies the office responsible for the OUO program and establishes a 
medhanism to mark the FOIA exemptmn used as the basis for the OUO 
designation on a document However, our analj^is of DOD’s FOUO 
policies sho^ that it is imdear which DOD office is xesponrible for the 
FOUO program, and whether personnel desi^iating a document as FOUO 
should note the FOIA exemption used as the basis for the designation on 
the docimient Also, both DOE’s and DOD’s policies are unclear regarding 
at what point a document should be marked as OUO or FOUO, and what 
would be an inappropriate use of the OUO or FOUO deslgnarion. In our 
view, this lack of clarity exists in both DOE and DOD because the ^encies 
have put greater emphasis on managing classified information, which is 
more sensitive than OUO or FOUO information. 


DOE’s Office of Security issued an order, a manual, and a guide in April 
2003 to detail the requirements and responsibilities for DOE’s OUO 
program and to provide instructions for identifying, marking, and 
protecting OUO information.^ DOE’s order established the OUO program 
and laid out, in general terms, how sensitive information should be 
identified and marked, and who is responsible for doing so. ’The guide and 
the manual supplement the order. The guide provides more detailed 
Information on the applicable FOIA exemptions to help staff decide 
whether exemption(s) may ^ply, which exemption(s) may ^ply, or both. 
The manual provides specific instructions for managing OUO information, 
such as mandatory procedures and precedes for properiy identifying and 
marking this information. For example, the employee marking a document 
is required to place on the £n?nt page of the document an OUO stamp that 
has a space for the employee to identify which FOIA exemption is believed 
to appl)^ the employee’s name and organization; the date; and, if 
^plicable, any guidance the employee may have used in making this 


*DOE Order 471.3, Identifying and Protecting Official Use Only Iiformatum, cemtains 
responsibilities and requirements; DOE Manual 471.3-1, Manual for Identifying and 
Protecting Official Use Only Iiformalion, provides instructions for implementing 
requirements; and DOE Guide 471.3-1, Guide to IderUi^ng Official Use Only 
Information, provides information to assist staff in deddii^ whether infonnation could be 


OUO. 
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determination.* According to one senior DOE official, requiring the ' 
employee to cite a reason why a document is designated as OUO is one of 
the purposes of the stamp, and one means by vdiidi DOE's Office of 
Classification encourages practice consistent with the order, guide, and 
manual throughout DOE. Figure 1 shows the DOE OUO stamp. 


Figure 1: OOE*s OUO Stamp 


OFFICIAL USE ONLY 

M»v be exnnpt from public release under ttie Freedom of Informafion Act 
(5 U.S.C. 552^ exemption number and category: 


Department of Energy review required before public rrieaee 
Neroe/Orc; Date: 

Guidance dfaoplieatdfll: 


SowwOOE. 

With regard to DOD, its regulations are unclear regarding which DOD 
office controls the FOUO program. Although responsibility for the POUO 
program shifted from the Director for Administration and Management to 
the Office of the Assistant Secretary of Defense, Command, Control, 
Communications, and Intelligence (now the Under Secretary of Defense, 
Intelligence) in October 1998, this shift is not reflected in current 
regulations. Guidance for DOD’s FOUO program continues to be included 
in regulations issued by both offices. As a result, which DOD office has 
primary responability for the FOUO program is unclear. According to a 
DOD official, on occasion this lack of clarity causes personnel who have 
FOUO questions to contact the wrong office. A DOD official said that the 
department began coordination of a revised Information Security 
regulation covering the FOUO program at the end of January 2006. 'Ihe 
new regulation will reflect the change in responsibilities and place greater 
emphasis on the management of the FOUO program. 


*DOE classification guides used for managing classified information sometimes include 
specific guidance cm what information should be protected and managed as OUO. When 
such specific guidance is available to the employee, he she is required to mark the 
document accordingly. 
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DOD currentily has two regulations, issued by each of llie offices described 
above, containing amilar guidance that addresses how unclasped but 
sensitive information should be identified, marked, haidled, and stored.* 
Once information in a document been identified as for official use 

onb'’. it is to be marked FOUO. However, unlike DOE, DOD has no 
departmentwide requirement to indicate which POIA exemption may 
apply to the infonnation, except when it has been detennined to be 
releasable to a federal governmental entity outside of DOD. We found, 
however, that one of the Am^s subordinate commands does train its 
personnel to put an exemption on any documents that are marked as 
FOUO, but does not have this step as a requirement in any policy. In our 
view, if DOD were to require employees to take tiie extra step of marking 
the exemption that may be the reason for the FOUO designation at the 
time of document creation, it would help assure that the employee 
marking the document had at least considered the exemptions and made a 
thoughtful determination that the information fit within the framework of 
the FOUO designation. Including the FOIA exeitq>tion on the document at 
the time it is marked would also facilitate better agenQr oversight of the 
FOUO program, since it would provide any reviewerAn^pector with an 
indication of the basis for the marking. 

In addition, both DOE’s and DOD’s policies are unclear as to the point at 
which the OUO or FOUO designation should actually be affixed to a 
document. If a document might contain information that is OUO or FOUO 
but it is not so marked when it is first created, the risk that the document 
could be mishandled increases. DOE policy is vague about the ^propriate 
time to iq»ply a maridng. DOE officials in the Office of Classification stated 
that their policy does not provide specific guidance about at vdmt point to 
mark a document because such decisions are highly situational. Instead, 
according to these officials, the DOE policy relies on the “good judgment* 
of DOE personnel in deciding the appropriate time to mark a document. 
Similarly, DOD’s current Information Security regulation addresamg the 
FOUO program does not identify at what point a document should be 
marked. In contrast, DOD’s September 1998 FOIA regulation, in a chapter 
on FOUO, states that “the maridng of records at the time of their creation 
provides notice of FOUO content and facilitates review when a record is 


DOD 5400.7-R, DOD Freedom 0 / /ri/brmation Act Program (S^t 4, l^); DOD 5200. 1-R, 
Ivformaiion Security Program (Jan. 14, 1997); and interim changes to DOD 5200.1-R, 
Information Seatrity RegutaHon, Appendix 3: Controlled XJndassUied Information (Aor 
16,2004), 
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requested under the POIA.”* In our view, a policy can provide flexibility to 
address situational circumstance and al^ provide specific 
guidane and examples of how to properly exercise fliis flexibility. 

In addition, we found that both DOE’s and DOD’s OUO and FOUO 
programs lack clear language identifying example of in^propriate usage 
of OUO or FOUO markings. Without such langu^^e, DOE and DOD cannot 
be confident that their personnel will not use these maxidngs to conceal 
mismanagement, inefficiencie, or administrative errors, or to prevet 
embarrassment to themselve or their agency.* 


Npither DOE nor DOD training to staff on managing OUO and 

FOUO information, neither agency requires any training of its employee 
Requires Training or before they are allowed to identify and mark information e OUO or 

Pnndiirts Ovprsiffht FOUO, although some staff will eventually take OUO or FOUO training e 
^ part of othe mandatory training. In addition, nether agency he 

implemented an oversight program to determine the extent to which 
employees are complying with established policies and procedures. 


OUO and FOUO IVaining While many doe units offer training on DOE’s OUO policy, DOE doe not 
Is Generally Not Required ^ departmentwide policy that requires OUO training before an 

employee is allowed to designate a document as OUO. As a result, some 
DOE employees may be identifying and marking documents for restriction 
from dissemination to the public or persons who do not need to know the 
information to perfonn their jobs, and yet may not be fully infoimed as to 
when it is ^prophate to do so. At DOE, the level of training that 
employees receive is not systematic and varies considerably by unit, with 
some requiring OUO training at some point as a component of other 
periodic employee training, and others having no requirements at all. 


*DOD 5400.7-R, C4.1.4, p.43. 

^Similar language is included in DOD’s policies regarding protection of national secuiiQ^ 
information (DOD 5200. l-R, Ii\formati<m Security Program (Jan. 14, 1997), sec. C2.4.3. 1). 
DOE'S policy for protecting national security information (DOE M 475. MA) makes 
reference to Elxecutive Order 12958, Classified NatioruU Security Ir^ormalion, as 
amended, which also has ^milar language. 
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Oversight of OUO and 
roUO Programs Is 
Lacking 


DOD sinularly has no departmentwide tralnir^ re^iirements before staff 
are authorized to identify, mark, and protect information as FOUO. The 
department relies on the individual services and field activities within 
DOD to determine the extent of training that employees receive. When 
training is provided, it is usually included as part of a unites overall 
security training, which is required for many but not all employees. There 
is no requirement to tim± which employes received FK)UO training, nor 
is there a requirement for periodic refiesher training. Some DOD 
components, however, do provide FOUO training for employees as part of 
their security awareness training. 


Neither DOE nor DOD knows the level of compliance with OUO and 
FOUO program polid^ and procedure because neither agency conducts 
any oversight to determine whether the OUO and FOUO programs are 
being managed wdl. According to a senior manager in DOE’s Office of 
Classification, the agency does not review OUO documents to assess 
whether they are properiy identified and marked. This condition appears 
to contradict the DOE policy requiring the agency’s senior officials to 
assure that the OUO programs, policies, and procedures are effectively 
implemented. Shnilariy, DOD does not routinely conduct oversight of its 
FOUO program to assure that it is properiy managed. 

Without oversight, neither DOE nor DOD can assure that staff are 
complying with agency policies. We are aware of at least one recent case 
in which DOE’s OUO policies were not followed. In 2005, several stories 
appeared in the news about revised estimates of the cost and length of the 
cleanup of high-level radioactive waste at DOE’s Hanford Site in 
southeastern Washington. This information was controversial because this 
multibillion-doUar prefect has a history of delays and cost overruns, and 
DOE was restricting a key document containing recently revised cost and 
time estimates from being released to the public. This document, which 
was produced by the U.S. Army Corps of l^gineers for DOE, was marked 
Business Sensitive by DOE. However, according to a senior official in the 
DOE Office of Classi&cation, Business Sensitive is not a recognized 
marking in DOE. Therefore, there is no DOE policy or guidance on how to 
handle or protect documents marked with this designation. This official 
said that if information in this document needed to be restricted from 
release to the public, then the document should have been stamped OUO 
and the appropriate FOIA exemption should have been marked on the 
document 
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In closing, the lack of clear policies, effedive training, and overeight in 
doe’s and DOD’s OUO and FOUO programs could result in both over- and 
undeiprotection of unclassified yet sensitive government documents. 
Having dear polides and procedures in place can mitigate the risk of 
program mismanagement and can help DOE and EOD management assure 
that OUO or FOUO information is appropriate^ mark^ and handled DOE 
and DOD have no ^^stemic procedures in place to assure that staff are 
adequately trained before designating documents OUO or FOUO, nor do 
they have any means of knowing the extent to which ^tablished polici^ 
and procedures for making these designations are being complied with. 
These issues are important because they affect DOE's and DOD’s ability to 
assure that the OUO and FOUO programs are identifying, markmg, and 
safeguarding documents that truly need to be protected in order to prevent 
potential damage to government^ commerd^, or private interests. 


Mr. Chairman, this concludes GAO’s prepared statement We would be 
happy to respond to any questions that you or Members of the 
Subcommittee may have. 
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Appendix: FOIA Exemptions 


Exemption 

Examples 

1. Classified in accordance witti an execu!h« order* 

Classified national defense or foreign policy information 

2. Related sdeiy to Internal personnel (tries and practices 
d an ager^ 

Routine internal perscmnei mattere sudi as performance standareis and 
leave prs«tices; internal matters the d^(»ure of which would ri^ ttw 
circumvention of a statute or agency regulation, such ^ law enfc^cement 
manuals 

3. ^>ecificaiiy exempted from disclosure federal statute Nuclear weapons design (Atomic Energy Act); tax reftjm information 

(Interned Revenue Code) 

4. PrMleged or confidendd tmde secrets, commercial, or 
flnancia! information 

Scientitic and manufacturing precesses (trade secrets); sales statistics, 
customer and supplier lists, protit and to^ data, arxi oveitread amt 
operating costs (commerdal^inarKial informatkm) 

5. Interagency or intm*agency memoranda or letters that 
are normally privtiegwl in civil litigation 

Memor«Kia arxJ other documents tiiat cx)nt£un acMce, opinitms, or 
recommendations on decisions arni pr^k^ (delfeerative process); 
documents prepared by an attorney in contemplation of litigaticm (attorney 
work-produ^; confidential communications between attorney and a 
ctimt (attorney-client) 

6. Perst^nel, medical, and similar files the disclosure of 
whidi would constitute a cieariy unwarranted invasion of 
pemonal privacy 

Person^ details about a federal employee such as date of birtti, mariUti 
status, and medicai condition 

7. Recotds compUed for law enforcement purposes where 
release either would or could harm those law enforcement 
effoite in one or mom ways listed in Uie statute 

Witness statements; information obtained in contidence in the course of 
an investigation; identity of a confidential source 

8. Certain records and reports related to the regulation or 
supervision of financial Institutions 

Bank examination reports and related documents 

9. Geogns^ica! and gec^hysical information and data, 
including m^, concerning wells 

Well information of a technicai or scientific nature, such as nurrti^er, 
locations, ar>d depths of proposed uranium e)^loration drill-holes 


SflurcM: raiA and GAO anatyM. 


'As noted earner tNs repoit, classified information is not included in DOE’S and 000*8 OUO 
FOUO programs. 
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Mr. Shays. Mr. Rogalski. 

STATEMENT OF ROBERT ROGALSKI 

Mr. Rogalski. Good afternoon, Chairman Shays and distin- 
guished members of the subcommittee. I appreciate the opportunity 
to meet with you today to discuss how DOD handles both classified 
and sensitive information. 

Within DOD, my office is responsible for developing policies that 
address both controlled unclassified information, which we refer to 
as GUI, and classified national security information. This respon- 
sibility is executed on behalf of the Secretary of Defense and the 
Under Secretary of Defense for Intelligence, two of the Depart- 
ment’s designated senior agency officials in accordance with Execu- 
tive Order 12958, as amended. Classified National Security Infor- 
mation. 

As I stated earlier, the Department uses a generic term, con- 
trolled unclassified information, to refer to all unclassified informa- 
tion that has been determined to require, for various reasons, some 
type of protection or control. GUI markings such as FOUO serve 
to inform DOD personnel that the information may qualify for 
withholding from public release and require some degree of safe- 
guarding. It does not mean it is automatically withheld. It must 
first go through a review process before a release or denial deter- 
mination is made. 

We agree with the GAO that there are areas where our FOUO 
program could be strengthened. As they have recommended, we are 
updating our GUI policy on how we handle FOUO and are improv- 
ing training within the Department. 

Classification of national security information is, of course, more 
of a challenge because of the balance that must take place between 
the need for proper safeguarding and the need for openness that 
is fundamental to our society. While we understand the need for 
openness, we also have a responsibility to the American public to 
protect information that ensures our continued freedom. We in the 
Department also have the added challenge of ensuring sound clas- 
sification principles are applied in a high-tempo operational envi- 
ronment. 

We may sometimes take a more conservative approach to classi- 
fication so as not to endanger personnel and operations. That is 
why the Department is committed to ensuring that our classifiers 
take their responsibilities seriously, are well trained, and are ac- 
countable for their actions. 

There are a number of things the Department has done to clarify 
and emphasize classification management. The Secretary of De- 
fense and the Under Secretary of Defense for Intelligence have 
both conveyed their personnel commitment to a strong information 
security program. Glassification authorities have been reminded of 
their responsibility to properly classify information. Training re- 
quirements have been issued, and positions requiring original clas- 
sification authority are subject to continuous review with the goal 
of reducing those positions. Additionally, since fiscal year 2004, 
DOD has reduced original classification decisions approximately 33 
percent. 
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The DOD Director of Security meets quarterly with senior secu- 
rity personnel from the military departments, defense agencies, 
and combatant command and emphasizes, among other things, 
their responsibility to have a strong classification management pro- 
gram. The Defense Security Service Academy is working on new 
training courses to enhance classification and declassification, to 
include computer-based training that will be more accessible to a 
larger audience. We just conducted a DOD-wide security managers’ 
conference last week where we were able to convey to an audience 
of approximately 800 DOD security professionals updates and re- 
minders on classification management and GUI policies that they 
will take back to their organizations. 

I would like to add that we support the National Archives on re- 
cent actions that have been taken with regard to the declassifica- 
tion effort. We support the moratorium on pulling records off the 
open shelves until ISOO completes their audit. We also support es- 
tablishing a standard protocol for pulling records. We believe estab- 
lishing a National Declassification Center will facilitate uniform 
declassification decisions. Obviously, authorities and resources will 
need to be addressed. 

In closing, the Department has solid policies in place that are 
relevant and upon which we can continue to build. We have accom- 
plished much to bring education and emphasis to important classi- 
fication management issues to reduce over-classification. We will 
reemphasize current markings and review of CUI-FOUO. The De- 
partment takes its responsibility to protect information very seri- 
ously and strives to achieve the right balance between proper safe- 
guarding and the need for openness in our democracy. 

Again, I thank you for the opportunity to brief you on the De- 
partment’s policies and look forward to the discussion on this im- 
portant topic. 

Mr. Shays. Thank you, sir. 

[The prepared statement of Mr. Rogalski follows:] 
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WMTTEN STATEMENT 
For 

HOUSE OF REPRESENTATIVES 
COMMITTEE ON GOVERNMENT REFORM 
SUBCOMMITTEE ON NATIONAL SECURITY, EMERGING THREATS, 
AND INTERNATIONAL RELATIONS 
“DROWNING IN A SEA OF FAUX SECRETS: POLICIES ON 
HANDLING OF CLASSIFIED AND SENSITIVE INFORMATION” 
(March 14, 2006) 


Gk>od afternoon. Chairman Shays, Congressman Kucinich, and 
distinguished members of the subcommittee. 

I appreciate the opportunity to discuss the Department of Defense’s 
(DoD) policies and practices with regard to the identiftcation and 
safeguarding of classified national security information and controlled 
unclassified information (CUI). 

Within DoD, my office is responsible for developing policies that 
address both classified and controlled unclassified information. This 
responsibility is executed on behalf of the Secretary of Defense and the Under 
Secretary of Defense for Intelligence who is the Department’s designated 
Senior Agency Official (SAO) in accordance with Executive Order (EO) 
12958, as amended, “Classified National Security Information.” 
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My discussion today will focus on the Department’s policies on CUI, 
the draft Government Accountability Office (GAO) report No. 06-369 
entitled, “MANAGING SENSITIVE INFORMATION: Departments of 
Energy and Defense Policies and Oversight Could Be Improved,” classified 
information (to include reclassification) and, finaUy, the relevance and 
efficacy of current regulations, guidance, training and procedures that govern 
classification, reclassification, and the application of CUI designations, 
including the use of the FOUO (For Official Use Only) marking. 

CUI POLICY 

“Our democratic principles require that the American people be 
informed of the activities of their Government. Also, our Nation’s progress 
depends on the free flow of information. Nevertheless, throughout our 
history, the national defense has required that certain information be 
maintain ed in confidence in order to protect our citizens, our democratic 
institutions, our homeland security, and our interactions with foreign 
nations.” This is a direct quote out of the preamble to Executive Order 
12958, as amended, “Classified National Security Information.” This same 
concept, to a lesser degree, also applies to controlled unclassified information. 
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The Department of Defense uses the generic term “controlled 
unclassifled information” (CUI) to refer to aU unclassified information that 
has been determined to require, for various reasons, some type of protection 
or control. This information is often called “sensitive but unclassified” (SBU) 
information by others. Because of the large volume of information that may 
be CUI, the initial identification and designation as CUI is done by the 
individual who generates a document. 

FOUO is the largest category of CUI within the DoD. Documents are 
marked FOUO when the information is deemed by the originator to be 
potentially eligible for withholding from public release if requested under the 
Freedom of Information Act (FOIA) (Section 552 of Title 5, U.S.C., as 
amended) exemptions 2 through 9. 

At this point it is important to note that marking CUI serves to inform 
DoD personnel that the information may qualify for withholding from public 
release and it requires some degree of safeguarding. It does not mean it is 
automatically withheld without review. AU DoD information, whether 
marked as CUI or not, is specifically reviewed for release when public 
disclosure is desired by the Department such as a security review or 
requested by others under the provisions of the FOIA. Any erroneous 
designation as FOUO is identified and corrected in this review process and 
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the information released as appropriate. Thus, information is not withheld 
from public release based solely on the initial markings applied by the 
originator. The Department has an extensive appeal process to ensure that 
release is done based on appropriate criteria. 

CUI also has specific safeguarding requirements which are less 
stringent than what is required for classified, for example, store in a locked 
desk drawer versus a Gleneral Services Administration (GSA) certified 
security container and, when in a network environment. Information 
Technology controls are correspondingly less restrictive. 

However, we do believe improvements can be made in how we handle 
CUI as mentioned in the GAO Report. 

DRAFT GAO REPORT 


In our ofiicial February 7, 2006 response to GAO, we agreed with their 
recommendation to clarify policy regarding the use of the FOUO designation, 
which is one of our primary subcategories of CUI, and including it in our 
oversight activities. We also agreed with the need for more robust training. 
However, we disagreed with placing the applicable FOIA withholding 
exemption on the document when it is first created. Besides the fact that 
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FOIA exemptions are not determined until the document is requested under 
the FOIA, this could create problems if the wrong exemption was cited. It is 
then possible that other documents that are derivatively created from this 
document would also carry the incorrect FOIA exemption or that the 
incorrect designation could cause problems if a denial is litigated. Also, due 
to the possibUity of FOIA exemptions not being applicable over the passage of 
time, not designating FOIA exemptions on documents would ensure the 
greatest possible release to the public. 

CLASSIFIED NATIONAL SECURITY INFORMATION POLICY 

Classification is a challenge because of the balance that must take place 
between the need for proper safeguarding and the need for openness that is 
fundamental to our democracy. While we understand the need for openness 
we also have a responsibility to the American public to protect information 
that ensures our continued freedom. We in the Department also have the 
added chaUenge of ensuring good classification principles are applied in a 
high tempo operational environment. We may sometimes take a more 
conservative approach to classification so as not to endanger personnel and 
operations. That is why the Department is committed to ensuring that our 
classifiers take their responsibility seriously, are well trained, and are 
accountable for their actions. 
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The identification and designation of classified information is 
accomplished according to the classification criteria in EO 12958, as 
amended, by trained original classification authorities (OCA) having 
ftinctional responsibility over the information. The decision making process 
is a best judgment based on all of the variables at the time an original 
decision is made. Key to the decision is whether release of the information 
would cause damage to national security. That is why we have implemented 
rigorous training requirements for the original classifiers so that they fully 
understand the classification process and their responsibilities, to include the 
prohibitions. The Department has a large number of classification guides 
codifying original classification authority decisions. 

Declassification of classified information occurs when the appropriate 
OCA determines that the information can no longer cause damage to national 
security. Declassification reviews are prompted by a number of things, to 
include: requests for mandatory declassification review; records eligible for 
automatic declassification; Freedom of Information Act (FOIA) requests; 
and, in the event of actual or possible compromise of information. Another 
key declassification activity is the completion of our review of records eligible 
for automatic declassification by December 31, 2006. In addition to the 
automatic declassification provisions of Executive Order 12958, as amended. 
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the Secretary of Defense has directed we make every effort to declassify 
information as soon as it no longer meets the criteria for classiflcation. 

As set forth in Executive Order 12958, as amended, agency heads, are 
permitted to reclassify information in certain circumstances. However, DoD 
rarely exercises this option. For example, since the establishment of the 
Under Secretary of Defense for Intelligence in 2003, he has only reclassified 
information once. 

Essential to effective implementation of the classification management 
program is training and oversight All personnel who are cleared and handle 
or generate classified information are trained on their responsibilities. The 
purpose of the Defense Security Service Academy is to train our security 
professionals who in turn train personnel throughout DoD. I invite you and 
your staff to visit the Academy at Linthicum, Maryland. Additionally, 
oversight is directed to occur at every level of the Department to ensure 
classified information is correctly identified and marked, appropriately 
safeguarded, and declassified at the earliest possible date. 

RELEVANCE AND EFFICACY OF CURRENT CLASSIFICATION AND 
CUI POLICY 
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AU of our security policies have come under close scrutiny to ensure 
they are clear, consistent, relevant, efficient, and do not impede the necessary 
sharing of information. The Department is also involved in national efforts to 
do the same. We are participating in the Information Security Oversight 
Office revisions to EO 12958, as amended, to address the Weapons of Mass 
Destruction Commission recommendation regarding information sharing and 
the Department of Homeland Security’s efforts to standardize CUI 
procedures for terrorism, homeland security and law enforcement in 
response to the requirements of Section 1016(D) of the Intelligence Reform 
and Terrorism Prevention Act (IRTPA). 

There are a number of things the Department has done to clarify and 
emphasize classification management already: 

• The Secretary conveyed a message to all DoD Components of his 
personal commitment to a strong information security program, 
reminding classification authorities of their responsibility to 
properly classify information. He also prohibited the use of drafts 
and working papers as sources for derivative classification. 


The Under Secretary of Defense for Intelligence, DoD’s senior 
agency official, subsequently issued training requirements for 
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original and derivative classifiers. The Department’s goal is to 
ensure there is a uniform thought process applied to each 
classification decision. 

• The Under Secretary of Defense for Intelligence requested a review 
of positions requiring original classification authority. While we 
have reduced some, we will continue the campaign to reduce them 
even further. 

• The DoD Director of Security chairs a meeting of the DoD Security 
Directors Group quarterly consisting of senior security personnel 
from the Military Departments, Defense Agencies and Combatant 
Commands and emphasizes, among other things, their 
responsibility to have a strong classification management program. 

• The DoD Director of Security conducted a video broadcast 
emphasizing classification management that was made available to 
all DoD Components through the Defense Security Service 
Academy news network. 

• The Department conducted oversight visits of Combatant 
Commands with ISOO to determine if information had been 
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appropriately classified, and made classification management a 
point of emphasis during outbriefs with the senior leadership. 

• We continue to work with Defense Security Service Academy on 
updating and reinforcing the training requirements which are key 
to a successful program. The Defense Security Service Academy 
has been working on new training courses to further enhance 
classification and declassification, to include computer-based 
training that wiU be more accessible to a larger audience. 

• DoD is establishing a certification program for its security 
professionals which will include training in classification 
management 

• We chair a DoD Declassification Management Panel of DoD 
Components to share best practices, learn about problems, and plan 
the future of DoD ’s declassification efforts. 

We just conducted a DoD-wide security managers’ conference last 
week where we were able to convey to an audience of approximately 800 
security professionals updates and reminders on classification management 
and CUI policies. 

10 



269 


Also, the Department is conducting a study to help develop security 
policy for the 21®* century. As part of that study, we wiU look at what 
professionals from various sectors outside the Department, such as academia 
and industry, are doing to safeguard information. 

In closing, the Department has solid foundational policies in place that 
are still relevant and on which we can continue to build. We have also 
accomplished much to bring education and emphasis to important 
classification management issues to reduce overclassification. Furthermore, 
the Department will pursue increased training on CUI. The Department 
takes its responsibility seriously and continues to strive to reach the right 
balance between properly safeguarding and the need for openness that is 
fundamental to our democracy. 

Again, I thank you for the opportunity to brief you on the 
Department’s policies and look forward to the discussions on this important 
topic. 
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Mr. Shays. Mr. Podonsky. 

STATEMENT OF GLENN S. PODONSKY 

Mr. Podonsky. Thank you, Mr. Chairman and members of the 
subcommittee, for inviting me to testify regarding the Department 
of Energy’s policies and practices for the protection of sensitive un- 
classified information as they relate to the information contained 
in the GAO report, “Managing Sensitive Information: Departments 
of Energy and Defense Policies and Oversight Could Be Improved.” 

Classified and other sensitive information are among the na- 
tional security-related assets in our custody that we protect in ac- 
cordance with the requirements of law, regulations, and national 
policies. After reviewing the GAO report, the Department agrees 
with all of the findings contained. They were accurate and we con- 
cur that the report’s recommendations should be implemented. 

Before I discuss issues of specific interest to this subcommittee, 
I would briefly like to describe my office’s responsibilities in this 
area. Our Eederal and contractor-line managers at all levels of the 
Department are responsible for ensuring that our information is 
properly protected. My office has a broad range of responsibilities 
associated with protecting information within the Department. 
These include developing Department-wide information protection 
policies addressing the identification, marking, and protection of 
classified information and the various categories of sensitive un- 
classified information; conducting formal document control train- 
ing; providing technical assistance to sites to improve their infor- 
mation protection programs; and providing independent oversight 
to assess the effectiveness of the information protection programs 
throughout the Department. 

In 2003, as a direct result of the recommendation by the Com- 
mission on Science and Security, known as the Hamre Report, the 
Department established its first agency-wide process for identifying 
and protecting sensitive information that we call “Official Use 
Only,” [OUO]. This information is defined as classified information 
that has the potential to damage governmental, commercial, or pri- 
vate interests and which may be exempt from public release under 
the EOIA. 

The purpose of our OUO program is to provide a means to con- 
trol sensitive unclassified information and protect it from inappro- 
priate disclosure; limit information protected from disclosure to 
that which is legally exempt under EOIA; provide guidance for con- 
sistent and accurate identification of OUO information; standardize 
the identification, marking, and protection of OUO information; 
and facilitate the appropriate sharing of unclassified information. 

Access to OUO information is not overly restrictive. OUO infor- 
mation may be provided to individuals inside or outside the De- 
partment that need the information to perform their job or other 
DOE-authorized activity. Since OUO information is not classified, 
a security clearance is not required. The only requirement is a need 
to know. Overall, our OUO program is intended to provide a for- 
mal, workable process to identify, control, and protect certain sen- 
sitive unclassified information while making that information read- 
ily available for legitimate use. 
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We believe our program will be even more effective with the im- 
plementation of the GAO recommendations contained in their re- 
port. As previously stated, we found that the report was a fair eval- 
uation of the Department of Energy’s program and the findings to 
be accurate as well as useful. 

In response to the GAO report, we are revising our order and 
manual to define inappropriate uses of OUO designation. We are 
revising our program directives to require specific initial and re- 
fresher training, clearly identify the scope and content of that 
training, and assign responsibilities for ensuring that the training 
is developed and conducted. We are developing a process to evalu- 
ate the identification, marking, and protection of OUO information 
and incorporate that process into our independent oversight pro- 
gram. We are also modifying our policy directives to require the in- 
corporation of similar evaluations into line management, field over- 
sight, and local self-assessment activities. 

Turning just for a moment to our congressionally mandated ef- 
fort to review documents released to the National Archives by other 
agencies under the Atomic Energy Act. The Department of Energy 
controls the dissemination and declassification of restricted data, 
which can be defined as nuclear weapon design, nuclear material 
production, and naval reactor information, loosely. We have dual 
responsibility with the Department of Defense for formerly re- 
stricted data, which is information concerning the military utiliza- 
tion of nuclear weapons. 

During our review of records at NARA, we have never reclassi- 
fied information that was declassified. The restricted data and for- 
merly restricted data information that we found was classified at 
the time of the Executive Order 12958, classified national security 
information when it was issued, and remains classified. We have 
ensured that these documents are properly marked and protected 
as restricted data or formerly restricted data. 

In conclusion, Mr. Chairman, we want to assure you and the 
members of the subcommittee, the Department strives to protect 
all sensitive information in our possession as required and per- 
mitted by applicable laws, regulations, and Executive orders. Our 
OUO program is designed to provide a reasonable level of protec- 
tion to sensitive unclassified information while still accommodating 
our own and others’ needs to use that information to conduct busi- 
ness and to address the le^timate and recognized needs of the pub- 
lic to have access to that information. We believe our responses to 
the GAO recommendations will strengthen our program’s ability to 
achieve those goals. Thank you. 

Mr. Shays. Thank you, gentlemen. 

[The prepared statement of Mr. Podonsky follows:] 
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Testimony of Glenn S. Podonsky 
Director, Office of Security and Safety Performance Assurance 
U.S. Department of Energy 
Before the 

Subcommittee on National Security, Emerging Threats, and International Relations 
Committee on Government Reform 
U.S. House of Representatives 
March 14, 2006 


Mr. Chairman and members of the Subcommittee, thank you for inviting me to testify regarding 
the Department of Energy’s policies and practices for the protection of sensitive unclassified 
information, particularly as they relate to the information contained in the Government 
Accountability Office (GAO) Draft Report number GAO-06-369, “Managing Sensitive 
Information: Departments of Energy and Defense Policies and Oversight Could Be Improved.” 
Classified and other sensitive information are among the national security-related and other 
government assets in our custody that we rigorously protect in accordance with the requirements 
of law, regulations, and national policies. We take our responsibilities in this area seriously, as 
we do our responsibilities to protect other national assets and interests. After reviewing the GAO 
draft report, the Department agreed that the findings contained in the draft report were accurate 
and fully concurred with all the report’s recommendations. Before I discuss the issues of 
specific interest to the Subcommittee, I would like to briefly describe my office’s responsibilities 
in this area. 

The Office of Security and Safety Performance Assurance has a broad range of responsibilities 
associated with protecting information within the Department. These include: developing 
Department-wide information protection policies addressing the identification, marking, and 
protection of classified information and the various categories of sensitive unclassified 
information; conducting formal document control and protection training at our National 
Training Center; providing technical assistance to individual sites to improve their information 
protection programs; and providing independent oversight to determine the effectiveness of 
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information protection programs and practices throughout the Department. While Federal and 
contractor line managers at all levels in the Department are responsible for ensuring that our 
information is properly protected, my office provides policies and training to assist them, and 
provides oversight to ensure effective implementation, 

doe’s Management of Sensitive Unclassified Information 

The Subcommittee has asked me specifically to address our policies and practices for managing 
Official Use Only information, including the effectiveness of our training programs in assuring 
the identification and protection of sensitive records in accordance with established criteria. 
Congress, through the Freedom of Information Act (FOIA), has provided for public access to 
agency records upon request. Acknowledging that for a variety of reasons some categories of 
information need to be protected from public disclosure, Congress, in that same Act, established 
the authority and basis for exempting some information from public disclosure. 

As a direct result of a recommendation made by the Commission on Science and Security (the 
Hamre Commission), in 2003 the Department established its first uniform agency-wide process 
for identifying and protecting sensitive information that we call Official Use Only information. 
This information is defined as unclassified information that has the potential to damage 
governmental, commercial, or private interests, and which may be exempt from public release 
under the FOIA. Prior to 2003, various Departmental elements had established internal 
processes and procedures for handling sensitive unclassified information referred to by various 
designations, including Official Use Only, but they did not apply agency-wide and were not 
standardized. In 2003 the Department issued a series of policy and implementation guidance 
documents - including an Order, a Manual, and a Guide - that formally established a uniform 
Department-wide program for identifying and protecting Official Use Only information. The 
purpose of our Official Use Only program is to: provide a means to control sensitive unclassified 
information and protect it from inappropriate disclosure; limit information protected from 
disclosure to that which is legally exempt under the FOIA; provide guidance for consistent and 
accurate identification of Official Use Only information; standardize the identification, marking 
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and protection of Official Use Only mformation; and facilitate the appropriate sharing of 
unclassified information. 

The first thing I’d like to explain about the Official Use Only program is how an Official Use 
Only determination is made. There are two primary criteria for making an Official Use Only 
determination. The first criterion is whether or not the information has the potential to damage 
governmental, commercial, or private interests if released to persons who do not require it to do 
their jobs or other DOE-authorized activities. The second criterion is whether or not the 
information may fall under a FOIA exemption. I want to emphasize that an Official Use Only 
designation merely alerts individuals in possession of the information that it is sensitive, that it 
must be adequately controlled and protected, and that it must be reviewed prior to release - it 
does not mean that the information is automatically exempt from disclosure if requested under 
the FOIA. If the information is requested, the determination as to whether it can be released is 
made by an FOIA Authorizing or Denying Official based on a formal review. 

Employees can determine that an unclassified document contains Official Use Only information 
if the employee’s office has cognizance over the document - that is, if the document originated 
in their office, was produced for their office, or is under the control of their office. An Official 
Use Only determination is either based on formal guidance promulgated by a program office or 
made by an employee using the criteria of potential damage and the requirements of the FOIA. 

Formal guidance can be issued in a variety of formats. Classification guides, in some instances, 
contain specific guidance for making Official Use Only determinations. For example, certain 
operational information, such as routine protective force deployment plans for facilities that do 
not possess Category I quantities of Special Nuclear Material is protected as Official Use Only. 
In the absence of guidance, an employee may make a determination based on the two criteria. 
While no formal certification is required to make Official Use Only determinations, the 
mformation necessary to guide decision-making for such determinations is available in 
Departmental-wide policy and guidance, program office policy and guidance, and various forms 
of local mformation security training. 
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If information is determined to be Official Use Only, the document or other medium in or on 
which it is contained must be appropriately marked. In addition to the obvious Official Use Only 
page markings, the first page must contain a marking identifying the FOIA exemption category 
that may be applicable, the requirement for review prior to public release, the name of the person 
making the determination, the date of determination, and any applicable guidance upon which 
the determination was based. In short, our system requires personnel to be accountable for their 
Official Use Only decisions. 

Access to Official Use Only information is not overly restrictive. Official Use Only information 
may be provided to individuals - inside or outside of the Department - that need the information 
to perform their job or other DOE-authorized activity. Since Official Use Only information is 
not classified, a security clearance is not required; the only requirement is a need to know. 

We require reasonable precautions for the protection of Official Use Only information. For 
example, it must be stored in secure buildings or in locked containers such as filing cabinets, 
desk drawers, or briefcases. We also require reasonable but simple precautions when 
reproducing, mailing, destroying, and electronically transmitting Official Use Only information, 
all aimed at ensuring the information is available only to authorized persons. 

An Official Use Only determination is not necessarily permanent or irreversible. There are 
several ways in which Official Use Only information can be decontrolled. For example, the 
employee who made the original determination, or that employee’s supervisor, may reevaluate 
the information and determine that it is not, or is no longer. Official Use Only. A program office 
may determine that certain program-related information is no longer Official Use Only and 
revise its guidance accordingly. Finally, upon a review resulting from a FOIA request for the 
information, a FOIA Authorizing Official may determine that the information may be released to 
the public. 


Overall, our Official Use Only program is intended to provide a formal, workable process to 
identify, control, and protect certain sensitive unclassified information while making that 
information readily available for legitimate use. While we believe our program is effective in 
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helping us meet these goals, the GAO identified several areas that can be improved. As 
previously stated, we found the report to be a fair evaluation of our program and the findings to 
be accurate, and we fully concur with all recommendations. 

The first recommendation is to clarify our guidance regarding the point in time at which a 
document should be marked as Official Use Only and to define inappropriate uses of the Official 
Use Only designation. Out response is to revise our Order and Manual to address these two 
points. 

The second recommendation is to assure that all employees authorized to make Official Use 
Only determinations receive appropriate training before they make such determinations. 
Providing appropriate Official Use Only program training has been and remains the 
responsibility of line managers at the local level, with support and guidance fi-om cognizant 
Headquarters organizations. Admittedly the form and content of that training has varied widely 
from location to location within the Department. As a result we are going to revise our program 
directives to require specific initial and refresher training, clearly identify the scope and content 
of that training, and assign responsibilities for ensuring that the training is developed and 
conducted. 

The final recommendation is to conduct periodic oversight of Official Use Only program 
implementation. Our response is to develop a process to evaluate the identification, marking, 
and protection of Official Use Only information and incorporate that process into our 
Independent Oversight Program. We will also modify our policy directives to require the 
incoiporation of similar evaluations into line management field oversight and local self- 
assessment activities. These actions will provide formal program oversight at several levels, and 
we believe will achieve the results the GAO is seeking. 
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Historical Records Review at National Archives and Records Administration 


The Subcommittee has asked that I also address the Department’s ongoing Congressionally- 
mandated effort to review documents released to the National Archives and Records 
Administration (NARA) by other agencies. 

Under the Atomic Energy Act, the Department of Energy (DOE) controls the dissemination and 
declassification of Restricted Data, which can be loosely defined as nuclear weapon design, 
nuclear material production, and naval reactor information. We have dual responsibility, with 
the Department of Defense, for Formerly Restricted Data, which is information concerning the 
military utilization of nuclear weapons. 

In 1995, when President Clinton signed Executive Order (EO) 1295S, Classified National 
Security Information, it contained a key provision for the automatic declassification of National 
Security Information records of permanent historical value that were 25 years old or older, 
except for those documents that fell within certain specific exempt categories. Under EO 12958, 
the DOE and other agencies reviewed and released records which were then processed by NARA 
and placed on the open shelves where they were available to the public. 

In 1996, Congress, concerned that DOE documents subject to the automatic declassification 
provisions of EO 12958 might contain Restricted Data, passed Public Law (PL) 104-106, which 
required the page-by-page review of DOE documents prior to release. Subsequently, Congress 
passed Section 3161 of the National Defense Authorization Act for Fiscal Year 1999 (PL 105- 
261), known as the Kyi Amendment, which required the DOE to develop a plan to prevent the 
inadvertent release of Restricted Data and Formerly Restricted Data through other agency 
records. The resulting plan, the Special Historical Records Review Plan, coordinated with 
NARA and the Information Security Oversight Office (ISOO), requires all departments and 
agencies to review their records page by page with reviewers trained by the DOE to recognize 
Restricted Data and Formerly Restricted Data, unless the records are highly unlikely to contain 
Restricted Data and Formerly Restricted Data. Since 1999, the DOE has trained over 2,000 
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Federal and contractor employees of other Government agencies to recognize Restricted Data 
and Formerly Restricted Data. 

These programs ensured documents were reviewed by trained personnel prior to their release, but 
did not address documents already declassified and available to the public. The subsequent Lott 
Amendment (PL 106-65, Section 3149) applied the requirements of the Kyi Amendment to 
records already processed by NARA and the other agencies, including records that had already 
been made available to the public. The resulting Supplement to the Special Historical Records 
Review Plan, again coordinated with NARA and ISOO, required the DOE to survey records on 
the open shelves in order to identify those that were likely to contain Restricted Data or Formerly 
Restricted Data. Based on this mandate, we surveyed 213 million pages and withdrew thirty- 
seven million pages for audit examination. To date, we have returned approximately 35 million 
pages to the open shelves after NARA removed the documents that DOE identified as containing 
Restricted Data and Formerly Restricted Data. The approximately 2 million pages remaining 
are scheduled to be complete by the end of 2006. 

Because the reclassification of documents is of particular concern to the Subcommittee, I would 
like to take a moment to address the issue. During our review of records at NARA, we have 
never reclassified information that was declassified. The Restricted Data and Formerly 
Restricted Data information that we found was classified at the time the Executive Order was 
issued and remains classified. We have, therefore, simply ensured that these documents are 
properly marked and protected as Restricted Data or Formerly Restricted Data. Our program 
was developed in close coordination with NARA. 

Since 2000, we have submitted 20 reports to Congress (Committees on Armed Services) and the 
National Security Council (Assistant to the President for National Security Affairs) regarding the 
inadvertent release of Restricted Data and Formerly Restricted Data under EO 12958, which 
detail the ongoing findings of our reviews. Examples of classified information that we have 
identified during these reviews include information related to nuclear weapon design, special 
nuclear material production, radiological warfare, military utilization of nuclear weapons, and 
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Naval Nuclear Propulsion Information. We redact these reports to remove classified information 
and make the unclassified copies available to the public. 

Concluding Remarks 

I want to assure the members of the Subcommittee that the Department earnestly strives to 
protect all sensitive information in our possession as required and permitted by applicable laws, 
regulations, and Executive Orders. In determining how to protect information, as in determining 
how to protect our other national security assets, we apply a graded approach. That is, more 
valuable (or harmful to national security interests should it fall into the wrong hands) information 
is afforded a greater and more restrictive level of protection than is information of lesser value. 
Our Official Use Only program is designed to provide a prudent and reasonable level of 
protection to sensitive unclassified information while still accommodating our own and other’s 
needs to use that information to conduct business, and to address as well the legitimate and 
recognized needs of the public to have access to that information. We believe our responses to 
the GAO recommendations will strengthen our program’s ability to achieve those goals. 


Thank you. 



280 


Mr. Shays. I am going to call on Mr. Waxman first, with the con- 
currence of Mr. Kucinich, hut I just want to say for the record, I 
think we have a huge problem and I will be looking to you all to 
help us figure out how we get headed in what I would call the right 
direction. So I would like to come out of this knowing what we 
could be doing about it. 

At this time, the chair would call on Mr. Waxman. Mr. Waxman, 
you will have the floor for 10 minutes. 

Mr. Waxman. Thank you very much, Mr. Chairman. 

I want to focus my questions on the allegations of researchers 
who claim that the administration has been secretly removing doc- 
uments from the National Archives that have already been declas- 
sified. Mr. Weinstein and Mr. Leonard, can you help us understand 
what is going on here? What agency is in charge of this program 
today? 

Mr. Weinstein. That is a difficult question to answer. Let me ex- 
plain why, Mr. Waxman. There has been speculation about the Na- 
tional Archives having secret agreements with various, multiple 
Federal agencies authorizing the re-review of declassified docu- 
ments. I would like to clarify for the record that to the best of the 
knowledge of the Archivist, NARA has one classified Memorandum 
of Agreement pertaining to the issue of re-review, one. 

The Memorandum of Agreement [MOA], is with a component of 
the Department of Defense and remains classified. The MOA is 
procedural in nature and deals with such things as proper archival 
procedures for handling accessioned records, recording any deci- 
sions made by the agency, and ensuring that the records are man- 
aged according to NARA requirements, and I cannot say anything 
more about the MOA, which gets to the heart of your question, I 
am afraid, in an open session because it contains classified infor- 
mation. 

Mr. Waxman. So what 

Mr. Shays. Are you sure it is actually sensitive information? 

Mr. Weinstein. I was told classified, Mr. Chairman. 

Mr. Waxman. Therefore, would one assume it is the Department 
of Defense that is taking the action, since that is the only group 
you have a Memorandum of Understanding? 

Mr. Weinstein. As I recall your question, it went to the heart 
of who was in charge of this process. 

Mr. Waxman. Who are the agencies in charge of the program, the 
whole process of reclassifying these documents? 

Mr. Weinstein. That is what this audit is determined to find 
out, and if you can bear with us until the audit is completed, I 
think we will have an answer that will 

Mr. Waxman. So we don’t know who it is, but can you tell us 
what authority they are operating under to pull these documents 
from the shelves? These documents were already declassified. What 
authority do they have to do this? 

Mr. Leonard. Just to buildupon what Professor Weinstein indi- 
cated, in addition to the Department of Defense activity, Mr. 
Podonsky indicated that the Department of Energy has been con- 
ducting re-review of material at the National Archives since the 
late 1990’s, as well as on occasion the Central Intelligence Agency 
has done it, as well, too. 
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If there is a common thread, this does not address every 

Mr. Waxman. Let me ask the question 

Mr. Leonard. Sure. 

Mr. Waxman [continuing]. And then we will see if you have a di- 
rect answer to the question, and if you don’t, why. We don’t know 
exactly who is doing this and you have not been able to respond 
to us under what authority they are doing it. 

Mr. Leonard. I was just about to get to that, Mr. Waxman. 

Mr. Waxman. OK. 

Mr. Leonard. The authority that they are doing it under is 
under the framework of the Executive order. Only agencies that 
have originated the information have the authority to declassify it. 
So one of the most common situations that has arisen is where, for 
example, if an agency declassifies its own records but it contains 
information that belongs to another agency and they did not afford 
that other agency the opportunity to review those records prior to 
the declassification action, pursuant to the order, that is not classi- 
fication under proper authority, and so 

Mr. Waxman. So this isn’t pursuant to a Memorandum of Under- 
standing with the National Archives. It is pursuant to an Executive 
order? 

Mr. Leonard. Yes, sir. 

Mr. Waxman. OK. Now, it is hard to still, even with that expla- 
nation, understand how these examples we have of records from 50 
years ago would be changed 

Mr. Leonard. The simple answer is they don’t. The exemplars 
that were provided to my office early this year as well as that has 
received coverage in the press, those exemplars clearly do not ad- 
here to the classification standards of the order and are 
inappropriate 

Mr. Waxman. Well, let me 

Mr. Leonard [continuing]. And — I am sorry 

Mr. Waxman [continuing]. Turn to the questions I have about 
the audit itself that you are going to be doing. 

Mr. Weinstein. Congressman, could I respond just a half-a-sec- 
ond to that? 

Mr. Waxman. Yes. 

Mr. Weinstein. In response to Mr. Leonard’s advice that he has 
just given to you, to me, and in response to the situation, I took 
the actions which I took, which were based obviously on the fact 
that I could see no sensible use in classifying things that are 50 
years old that have already been declassified. 

Mr. Waxman. Well, you called a halt to any further removal of 
documents while you conduct your audit, is that right? 

Mr. Weinstein. Yes, that is correct. 

Mr. Waxman. What was it that led you to decide to take this 
measure? Why did you conclude that these agencies should stop 
what they are doing until you examined their actions? 

Mr. Weinstein. Well, to begin with. Congressman, I wasn’t 
aware of their actions and it was important for me to become 
aware of those actions. I learned about their actions from the New 
York Times, the way the American public did. Having been Archi- 
vist for a year, that struck me as being a rather impossible and ah- 
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surd way to learn to know what is happening at your own agency 
and I acted immediately. 

Mr. Waxman. So you acted immediately and you stopped any re- 
moval of documents, and I am certainly pleased you are investigat- 
ing the matter. Researchers are saying that there is an interagency 
memorandum and the only one that you are aware of is the one 
that the National Archives has with the Department of Defense? 

Mr. Weinstein. Component of the Department of Defense, yes, 
sir. 

Mr. Waxman. And what does that Memorandum of Understand- 
ing say? 

Mr. Weinstein. Well, as I indicated. Congressman, I would be 
happy to discuss this in a closed session, but unfortunately, for this 
discussion, it contains classified information which I am not pre- 
pared to discuss in open session. 

Mr. Waxman. And why is it classified? 

Mr. Weinstein. Pardon? 

Mr. Waxman. Why is it classified? 

Mr. Weinstein. Why is it classified? 

Mr. Waxman. Yes. 

Mr. Weinstein. I don’t know. 

Mr. Waxman. Is there something in the Memorandum of Under- 
standing itself that will harm national security if it gets out? 

Mr. Weinstein. I think I probably have to stand by my previous 
answer. Congressman. 

Mr. Waxman. That you can’t say that in open session. 

Mr. Weinstein. I would be happy to discuss it in a closed ses- 
sion. 

Mr. Waxman. Has there been any discussion within the adminis- 
tration about declassifying this Memorandum of Understanding, if 
you know? 

Mr. Weinstein. That I know of? Yes, I would say there has been. 

Mr. Waxman. And who wanted the MOU released and who didn’t 
want it released? 

Mr. Weinstein. Let me say that if it was released, I would have 
no trouble in conveying it, and that is as far as I would go on that 
square. 

Mr. Waxman. Does the MOU include any mechanisms to check 
against officials making these absurd classification decisions? 

Mr. Weinstein. That is tough for me to answer. Congressman, 
as you might appreciate given what I said previously. 

Mr. Waxman. Mr. Chairman, given these responses and since so 
many of the details about this program remain classified, we are 
left with some significant questions. I would like to make two re- 
quests. First, Mr. Chairman, would the subcommittee send a re- 
quest for the classified MOU that governs this program? And sec- 
ond, could the subcommittee also request a classified briefing on 
this program with all the relevant agencies to obtain answers to 
these pressing questions? 

Mr. Shays. That will happen. We will do that. It makes sense. 
I am almost tempted to just tell my counsel, respond in a way, as 
well, because I am finding this — I don’t know, Mr. Weinstein, if 
part of your answers are almost the exact kind of problem that we 
are trying to make in this hearing. Is the reason why some infer- 
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mation isn’t being responded to Mr. Waxman because they would 
embarrass people or is there a legitimate reason to classify or to 
suggest that this can’t be said publicly? 

Mr. Waxman. He’s caught in a catch-22 because 

Mr. Shays. I know he is, but in a way, the bottom line is, there 
is almost an absurdity of going into having a classified hearing 
about something that is sensitive but unclassified. 

Mr. Waxman. But the MOU is presumably classified. 

Mr. Weinstein. Yes, sir. 

Mr. Waxman. So we want to get, one, a copy of the MOU 

Mr. Shays. Right. 

Mr. Waxman [continuing]. And I hope you support that 
request 

Mr. Shays. Yes. 

Mr. Waxman [continuing]. And second, we ought to get a classi- 
fied briefing on this program, this whole program, because it is not 
just based on the MOU, but it seems to be based on some Execu- 
tive order and all other agencies are involved 

Mr. Shays. Let me 

Mr. Waxman [continuing]. And we ought to see what is so press- 
ing that 

Mr. Shays. I am going to start first to ask that it be declassified, 
that we can have it in a public setting. If it can’t be declassified, 
then we will have a classified setting hearing. But you can be as- 
sured that there is going to have to be some real justification as 
to why it needs to be classified. Are you comfortable with that? 

Mr. Waxman. With your request that it be declassified and given 
to us, and if that is refused, you will request that it be given to 
us even though it is classified and hold a classified hearing on it. 

Mr. Shays. Right — no — yes — [laughter] — let me explain what I 
am asking. I am asking my staff to do this as counsel or someone 
with legal expertise because I find some of this almost silly and ab- 
surd. I find some of this destructive to our country, and I think 
what Mr. Waxman wants is very, very important, but I don’t want 
to start doing the very thing that I am finding others doing. I don’t 
want to start to suggest that some things need to be behind closed 
doors when, in fact, maybe they shouldn’t be, and so that is what 
I am wrestling with. 

Mr. Halloran. Thank you, Mr. Chairman. For the record, to the 
Archivist, will the Archives provide the subcommittee under classi- 
fied cover a copy of the Memorandum of Understanding, of Agree- 
ment? 

Mr. Weinstein. It is my understanding that is entirely appro- 
priate, but I would like to turn to my counsel, if I may, just to be 
sure that I am not misstating anything here. 

[Pause.] 

Mr. Weinstein. One of the things about not being a lawyer, 
counselor, is one has to consult. The classifying authority, I have 
been told, is with the classifying agency, which would have to au- 
thorize the — without further action by the subcommittee, the re- 
lease of the classified Memorandum of Agreement. 

Mr. Halloran. But you can’t tell us to whom such a request 
would be directed? 
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Mr. Weinstein. I suppose what we would do would be to convey 
your request to the classifying agency and try to get an immediate 
response so that we can accommodate the subcommittee. 

Mr. Leonard. Again, it is a Department of Defense component, 
so it makes it very easy. 

Mr. Waxman. So the classified agency is a Department of De- 
fense component, is that 

Mr. Weinstein. That is what I said in my statement. 

Mr. Rogalski. Mr. Chairman, the MOU does belong to the De- 
partment of Defense in conjunction with NARA. We have received 
a FOIA request for that MOU. We are looking at that now to see 
if it can be sanitized. But let me assure you that the rationale for 
classifying that was done in accordance with what the Executive 
order determined by the original classification authority. 

So we certainly have no objection to providing you a classified 
briefing on that MOA. We do not have a problem and we are going 
through the process of seeing can it be sanitized now and being 
presented to you in an open forum. So that is happening as we 
speak. But again, I want to assure you that the basis for the classi- 
fication, again, in my opinion, after reviewing that, was sound and 
between NARA and us. We can provide that to you. 

Mr. Shays. So the bottom line you are stating is that it was your 
recommendation that it be classified, or, excuse me, that you con- 
curred with the recommendation of others that it be classified? 

Mr. Rogalski. My office concurred with the classification deci- 
sion done by the original classification authority responsible for 
that document, that is correct. 

Mr. Shays. And you think it would be unlikely that if we asked 
that it be reviewed to be declassified, it would be unlikely it would 
be declassified? 

Mr. Rogalski. We can certainly review that and determine but 
I don’t want to give you a document with all black lines on it, re- 
dacted. 

Mr. Shays. No 

Mr. Rogalski. I want to give you something that is 
beneficial 

Mr. Shays. And we don’t want a sanitized version. We want the 
real thing and we will do it 

Mr. Waxman. Mr. Chairman, let us get both, because it may take 
them too long to figure out how to 

Mr. Shays. OK. 

Mr. Rogalski. And we have no problem briefing you on the ra- 
tionale, the MOU and the rationale for the classification decision. 

Mr. Shays. I think Mr. Waxman’s suggestion is important. Let 
us get the sanitized version that can be made public and then we 
would like to see the real McCoy. It will be a good opportunity for 
us to decide as a subcommittee whether we think there was jus- 
tification for it being classified. I think that we will ask all the sub- 
committee members to see this document so that we — in the sub- 
committee to get their views, and we will issue a statement on 
what we think about that document and the justification we heard. 

Mr. Leonard. If I could just add, it will be withheld, I presume, 
Mr. Chairman 

Mr. Shays. Well, it may be sensitive but unclassified. 
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Mr. Leonard. And if I could just add something here to further 
shed some light on the issue, again, the audit that is currently un- 
derway, and I don’t want to presuppose any final results, but I can 
tell you one of the things that we ascertained very early on, the 
exemplars that were provided to our office and were released to the 
media and whatever, those exemplars were not pulled pursuant to 
that MOA. They were done — action taken quite a few years ago. 

Mr. Shays. At this time, the chair would recognize 

Mr. Waxman. Mr. Chairman, there is then the question of who 
did those and why 

Mr. Leonard. They were pulled by the CIA and they were pulled 
in response to a serious breakdown in quality control back in about 
the year 2000, where information that clearly was inappropriate for 
release ended up being released, and in an attempt to clean that 
up, it went too far the other way. 

Mr. Shays. With all due respect, about the year 2000, there is 
a big difference between the year 2000 and the year 2001. Was it 
in 2000? 

Mr. Leonard. I believe it was the year 2000, yes, sir. 

Mr. Shays. So it was the previous administration in that case? 

Mr. Leonard. Yes, sir. 

Mr. Waxman. The same CIA Director. [Laughter.] 

Mr. Weinstein. Mr. Chairman, if I could just add, what Bill 
Leonard has just mentioned gets to the heart of the complexity 
that I was discussing with Congressman Waxman of who did what, 
when, and related to your initial question. We hope to have as 
many answers to that question as we can put them into the audit 
and we will look forward to getting you a copy of that audit. 

Mr. Leonard. And actually, if I could just add, I mean, the whole 
confusion, the awkwardness and whatever cries out for trans- 
parency in this process. That is the one thing that we are commit- 
ted to providing, not only transparency going back to 1995 for all 
such activity but continuing transparency for a number of good rea- 
sons. No. 1, to ensure that any action taken along these lines is ab- 
solutely, positively necessary because people know that people will 
be watching, but even more so, to prevent perceptions being cre- 
ated that, quite frankly, harm the Nation, harm the process, and 
are understandable but yet are unfortunate. 

Mr. Shays. Let me just say, I happen to have taken off my jack- 
et. I was feeling a little warm. I would want any of our witnesses 
to feel that they could do the same thing. I don’t want a double 
standard. I am being serious. If you would like to take off your 
jackets or coats, feel free. 

Mr. Van Hollen. 

Mr. Van Hollen. Thank you, Mr. Chairman. As you said, this 
whole process seems to have sort of an Alice in Wonderland quality 
to it. 

Let me just make sure I understand the memo. The memo is be- 
tween the Archives and an agency of DOD, is that right? 

Mr. Leonard. Yes. 

Mr. Van Hollen. What was the classification level of that 
memo? Is it secret? Is it top secret? 

Mr. Leonard. I believe it is secret. 
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Mr. Van Hollen. Secret, OK. Now, as I understand it, there 
were many documents that were reclassified outside of that par- 
ticular agreement. 

Mr. Leonard. That is correct. 

Mr. Van Hollen. In other words, there were other government 
agencies that came in and reclassified documents, is that right? 

Mr. Leonard. Yes, sir. 

Mr. Van Hollen. OK, and those include the CIA and DOE? 

Mr. Leonard. That is correct. 

Mr. Van Hollen. Were there any others? 

Mr. Leonard. Not that I have identified yet, but again, that is 
the whole purpose of the audit, is to fully flesh that out. 

Mr. Van Hollen. All right. Now let me just focus on that cat- 
egory for a moment 

Mr. Leonard. Sure. 

Mr. Van Hollen. I understand this memorandum apparently 
regulates how the Archives deals with an agency of DOD, but let 
us take DOE, for example, since we have a representative from 
DOE here at the table and we don’t have a CIA representative. 

Mr. Leonard. Sure. 

Mr. Van Hollen. If DOE wants to go back, they can reclassify 
documents under the Executive order, as I understand it, which 
they were the original classifier of, is that right? 

Mr. Leonard. Actually, the situation with DOE is even more 
unique since, as Mr. Podonsky explained, their information which 
pertains to nuclear weapons is actually outside the scope of the Ex- 
ecutive order and is classified pursuant to statute, the Atomic En- 
ergy Act. 

Mr. Van Hollen. OK, so let me just make sure I understand. 
So you are saying the Executive order doesn’t apply to DOE at all? 

Mr. Leonard. It doesn’t apply to DOE, at least with respect to 
restricted data and formerly restricted data which deals primarily 
with nuclear weapons, yes, sir. 

Mr. Van Hollen. OK. So if DOE has documents that they origi- 
nate at DOE, they are at the Archives now, right? 

Mr. Leonard. Yes, sir. 

Mr. Van Hollen. Now, they want to come in and reclassify docu- 
ments. First of all, let me figure out how they got declassified to 
begin with. As I understand it, technically, DOE as the classifying 
agency, even under this other authority, are they still the ones that 
have the authority to declassify it and are they only ones that have 
the declassification authority? 

Mr. Leonard. They have the authority, and what happens in 
that case is what happens in other cases, as well, too, this kind of 
information will appear in another agency’s record, for example, 
the Department of State, and when they go to declassify it, the per- 
son who does it does not necessarily recognize that, hey, wait a 
minute, there is information here that belongs to another agency. 
I can’t take unilateral action on it. 

Mr. Van Hollen. I understand. I understand that. So when 
DOE is going in to reclassify, the first question I have is, are they 
going in to reclassify DOE information that has been declassified 
by the State Department or other agencies, or have they also gone 
in to reclassify DOE information that they originally declassified? 
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Mr. Leonard. That is right on, because what has — again, our 
audit is in process, but one of the key issues that has come out very 
early on is that when agencies are re-reviewing for a specific pur- 
pose, if they come across additional information that they believe 
was inappropriately declassified, that likewise is being put aside. 

Mr. Weinstein. Let me add a little complexity even beyond that. 
Congressman Van Hollen, if I can. It is fair to say that we are 
learning more with each day of doing this audit, and it is fair to 
say that in my position as Archivist, I am learning even more be- 
cause until the news media provided me with that information, 
that was my first knowledge of this program and all of its complex- 
ities and I am not sure I have the complete handle on the story 
now. As a result of this audit, I hope to have it, and when I have 
it, obviously, the subcommittee will have it, as well. 

Mr. Van Hollen. Thank you and I appreciate that. I under- 
stand. With the audit so far or with your research into this so far, 
you have discovered instances where the DOE has reclassified in- 
formation that they themselves declassified? Just yes or no, if that 
is 

Mr. Leonard. That they themselves have declassified? 

Mr. Van Hollen. That they had originally declassified, and they 
have gone back to reclassify that. 

Mr. Leonard. It is unclear. I am not too sure if I have that depth 
of understanding. 

Mr. PODONSKY. Let me, since it is a hypothetical, let me just — 
I recognize it is a hypothetical, but again, as I said in my testi- 
mony, the Department of Energy has not gone back into the Na- 
tional Archives and reclassified anything that was declassified. 
However, what we were asked to do in 1996 by the Congress is to 
go back in and take a look at all the records from other agencies 
that may have had RD or FRD, and then the Kyi amendment went 
in and said also go in and train other agencies to know how to look 
for RD or FRD, and then the Lott amendment said go in and also 
take a look at all documents that were already previously taken off 
the shelf at NARA. So hypothetically, we could be the agency that 
was doing it, but we are not. 

Mr. Leonard. Congressman, let me answer the question, try to 
be as direct as I can to your question. The Executive order has a 
very high threshold that if an agency declassifies information and 
for whatever reason changes their mind, they have a very high 
threshold to meet. Agencies to date have represented to me that 
they have never done that. Based upon what I know to date, I don’t 
think that is necessarily the case. I think they have, in fact, done 
that for a variety of reasons, may not have understood it to be that, 
but I do believe that there have been instances where agencies 
have gone back and reclassified information that they themselves 
have previously declassified without meeting the threshold that is 
spelled out in the Executive order. 

Mr. Van Hollen. OK. Let me just also briefly try and under- 
stand the process by which this happens. Let us say that the CIA 
or DOE, say they want to come back and take a look at whether 
other agencies have declassified information that they were the 
original classifiers of. What do they do, come over to the Archives, 
they knock on the door and say, where are our files, and they go 
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in? Does the Archives have any ability to make an independent de- 
termination about whether what these agencies are doing is appro- 
priate or not appropriate? 

Mr. Leonard. The delineation of responsibilities is when records 
enter to the National Archives and when they are accessioned into 
the Archives, they are under the control and the custody of the Na- 
tional Archives. They belong to the Archives. So no agency can just 
simply come in and rifle through records on their own. 

Mr. Van Hollen. That is why you can have a moratorium? 

Mr. Leonard. The information that is contained in those records, 
when it is classified information, the classification authority over 
that information remains with the agency, and so when agencies 
exercise declassification authority or reclassification authority or 
say that this was declassified improperly, that is an authority that 
they have that the Archives does not have. The Archives cannot 
classify information on their own, and so the Archives is hard 
pressed from that perspective to challenge an agency with respect 
to exercising their classification authority. 

Mr. Van Hollen. Thank you, Mr. Chairman. I have a lot more 
questions, but I don’t want to take up any more time, but thank 
you. 

Mr. Shays. Thank you for your questions. 

At this time, the chair would recognize Mrs. Maloney. 

Mrs. Maloney. I want to thank you, and I would like to ask the 
representative from the Department of Defense this question, Mr. 
Rogalski. I want to give an example of one audit and how there 
was no appeal process and then really ask all Members, where is 
the appeal process when there is a redaction. 

I cite the publicized case of the Iraqi oil money, the audit for the 
United Nations, where DOD had an audit through the DCAA, the 
contracting audit agency, about the overcharges, and in that audit 
they concluded that there was an overcharge to our government of 
over $200 million. During the audit and during the time that it 
was handed over to the United Nations and to the public, abso- 
lutely everything that mentioned the overcharge was redacted. It 
was reported in the paper that the audit was handed over to Halli- 
burton and Halliburton made all the redactions, handed it back to 
DOD, and no one questioned this. It finally came out in the press. 
I would like to put this article into the record of this hearing. 

But my question is, I think that obviously this was an inappro- 
priate redaction of information. Overcharging is illegal. It is wrong. 
It is our taxpayer money. In this case, it was the Iraqi oil money. 
It is a report to the United Nations. But when waste and abuse ap- 
pears in our government, we don’t want to have it redacted so that 
we can move forward watching taxpayers’ money more appro- 
priately. 

And my question really to the panel, and I will start with DOD, 
since that happened to have been a DOD contracting audit under 
DCAA, where is the appeal process? Where is the appeal process? 
Say I am a reporter, or even a staff member on this subcommittee, 
or a Member of Congress, and I see that everything in the report 
is redacted. Who do I appeal to that is an independent government 
professional who can decide whether it is in government’s interest, 
the public interest, the taxpayer interest, the honesty interest to 
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have that information revealed to government and to the appro- 
priate overseers to correct it so that money is not wasted in the fu- 
ture? 

Mr. Rogalski. I am not familiar with the cases you describe, 
ma’am, but I can certainly take the question for the record and get 
that back to you if you would like more information on it. 

Mrs. Maloney. I will send it to you in writing. It was reported 
in the press widely. 

Mr. Rogalski. OK. There is an appeal process. We have FOIA 
offices throughout the Department of Defense. People are trained. 
They are familiar with the exemptions and people are allowed to 
go and appeal that determination once that document is released 
and 

Mrs. Maloney. And how do they appeal it? Do you need a lawyer 
to appeal? 

Mr. Rogalski. No, ma’am. They can come in as a citizen or 
whatever 

Mrs. Maloney. Take this example, that everything is redacted. 
I mean, to me, I think it is scandalous that it was given back to 
Halliburton and they are the ones who redacted it and that DOD 
then accepted it. But say I get a paper on a contract and every- 
thing is redacted. I mean, how do I appeal? I don’t know what was 
in it. I can just say the entire page is redacted. The purpose of the 
audit was overcharges. Why in the world are you redacting over- 
charges, or what are the bases on which you can appeal? It has to 
have certain standards, right? 

Mr. Rogalski. Well, the standards are what is required under 
the FOIA, those exemption categories, and have we provided the 
rationale for that when you come in with that appeal. There are 
certain examples of where you see it, as you described earlier, 
blacked out, and I think those are wrong. Mistakes have been 
made. But I think part of us and what we are doing is having an 
education process, so before it is released for FOIA, people are 
doing the right thing. And we agree. We need more rigor in the 
process. I will not deny that. So 

Mrs. Maloney. What I don’t like about this, I just came from a 
meeting earlier this morning with whistleblowers and there is no 
protection for whistleblowers, particularly in defense and national 
security. They were saying that if they don’t toe the party line, 
then they lose their job, they lose their clearance, and they are 
made the evil ones. 

So here you are appealing to another person within the same de- 
partment that shows a mismanagement in that department. That 
employee may know that their higher-ups may strip them of their 
jobs, their standing, their clearance, which has happened to 75 
members of the government that are part of this organization that 
I met with earlier this morning. See, you are appealing to a group 
of people who are not covered under the Whistleblower Protection 
Act. In other words, if you don’t toe the party line, you know, obvi- 
ously someone wanted to cover up that these overcharges were 
there. Otherwise, they would have just put it out in the public to 
begin with. In other words, it is not working, and to say we should 
be more rigorous is not answering the problem. So I would like 
some comments from others. 
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I think one of the biggest responsibilities all of us have is to 
maintain the faith and trust of the American people in our govern- 
ment, and when they read stories like this, it is upsetting to them. 
It sounds like their government wants to cover things up. And I 
would say that I think one of the strongest parts of our government 
is our ability to look at our problems, discuss them publicly, and 
make corrections. We certainly have made a lot of them in New 
York with the September 11th, with our security, to notice what we 
are doing wrong, to discuss it publicly, and then go forward. 

But things like this, these massive redactions for which no one 
really can appeal — people tell me when they appeal, they are ap- 
pealing to the same agency. They just say, our redactions are ap- 
propriate. Get lost. There is really no independent place to go. I am 
not trying to point fingers at anybody, at any administration or any 
party or any department. I am just saying that I think this is a 
problem and if this continues, there is a lack of faith in the system. 
And when there is a lack of faith in the system, you have cynicism, 
you have people that don’t support their government, and you have 
problems. 

You know, I am really seriously very disturbed about it and I 
would like to hear from anybody on the panel or any of my col- 
leagues if they have an answer to this problem. 

Mr. Weinstein. Can I address that? 

Mrs. Maloney. Certainly. 

Mr. Weinstein. Congressman Maloney, what you are describing 
is obviously not a satisfactory situation, but let me give you a little 
personal response to what I take is a very personal reaction on 
your part. I am here today because I felt the head of the National 
Archives and Records Administration should be here, not simply 
the able, skilled professional, my colleague Bill Leonard, who is re- 
flective of the other able, skilled professionals at this table. 

I am here because what the researchers and historians uncov- 
ered about a month ago is not a tolerable situation, not a situation 
that should be tolerated, and I have done what I can within the 
agency to bear witness to the need for change and the need for im- 
mediate change and the need for a genuine effort to persuade the 
public and to persuade our colleagues in this town of both parties, 
of both Houses of Congress, in the media, whomever, that we are 
on the case, that we are going to find out what happened and that 
information will become public, and that with the support, I am 
pleased to say, at the moment, of not just the researchers who 
brought forth this material, but with the support of the agencies 
that have been involved, as well, and I would like to keep that 
there because I think this is a moment when good changes can be 
made that please this country. 

But what recourse can we have? Often we don’t have legal re- 
course, but we have a bully pulpit. We have the ability to speak 
out within government and to use that ability, and that is what I 
am trying to do here and that is what I suspect that my colleagues 
elsewhere in the government are also trying to do. 

So I respect your question. I don’t have an answer to it because 
I don’t have the technical answer to where 

Mrs. Maloney. I appreciate all your work, and I have done a lot 
of work with Archives. You have done a great job and we appre- 
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ciate it. But I would like to ask Ms. D’Agostino with the Govern- 
ment Accountability Office, a nonpartisan factual organization — 
you do a great job for the American people — I see this as a prob- 
lem. Do you have any solution to it of how do you appeal in any 
case? You could put it in the EPA, where someone goes in and 
closes down a business and they say it is, “an illegal business,” and 
then they redact the entire report on how they came to that deci- 
sion. How does that small business person appeal? Members of the 
press tell me that if they ever question a redacted report that they 
receive from anybody, that it is like you are talking to a blank wall. 

Then another thing that I see in government that I find ex- 
tremely disturbing is when they say it is under investigation. 
Therefore, we can’t give you any information. That happens all the 
time. Many investigations on contracts or abuses on whatever, they 
will say, oh, we have referred it to our IG. It is under investigation. 
And for the next 5 years, you can’t get any information. That is ab- 
solutely wrong and it happens all the time. 

I had a case today, an EPA case where they are investigating 
something, so my constituent cannot get any information and they 
may not be able to get information for 10 years because it is under 
investigation and the investigation may never end. May she an- 
swer? 

Mr. Shays. Yes, and then we need to move on. 

Mrs. Maloney. OK. 

Ms. D’Agostino. We actually run into ongoing investigation 
issues in our work for the Congress, as well, so there is not very 
much that we can do about it. We usually have to stand down and 
wait for an investigation to be completed before we can then do our 
work, so this happens to us, as well, even with our very broad au- 
thority. 

But basically, in terms of appeals, the first step would be to 
make a EOIA request and request that a document be reviewed 
under 

Mrs. Maloney. But I am talking about EOIA requests, when the 
EOIA requests come back completely redacted. 

Ms. D’Agostino. Right, and these appeals can be done through 
the judicial system. So you can take the issue to court. 

Mrs. Maloney. To court? 

Ms. D’Agostino. That is an option. 

Mrs. Maloney. But most people can’t afford to go to court. 

Mr. Podonsky. Mrs. Maloney. 

Mr. Shays. Why don’t you respond and then I am going to ask 
my questions. 

Mr. Podonsky. In the Department of Energy, Mrs. Maloney, if 
something was requested under the EOIA and the recipient is not 
satisfied, we have a separate office called the Office of Hearings 
and Appeals that reports directly to the Secretary and that would 
give your constituents the opportunity to go separate from the of- 
fice that was responsible for redacting the document to begin with. 

Mrs. Maloney. And do all agencies have it, or is this unique to 
the Department of Energy? 

Mr. Podonsky. I don’t know what the other agencies have. 

Mrs. Maloney. Thank you. 
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Mr. Shays. I am going to yield myself time now to say that my 
focus — I think the whole issue of reclassification is interesting, but 
not really the issue that concerns me. I tend to think some is un- 
derstandable. In one sense, I can explain it. 

I think there was a dispute between the President and Congress, 
I think in one or two instances, and the reason it was pretty fo- 
cused on the Department of Energy was there was sensitive infor- 
mation given out that related to things that could be very destruc- 
tive involving nuclear information. I understand that. But I think 
it is somewhat stupid, because I think once it is out, it is out. So 
that is not what really bothers me. 

What bothers me is what we had in previous hearings, where 
even from the Department of Defense, our witness there said up to 
50 percent was over-classified and the outside organizations were 
in the 50 to 90 percent range. What that says to me is that people 
who need this information won’t get it. 

What bothers me, though, is the whole concept of “For Official 
Use Only,” but really the more broad category of “Sensitive But 
Unclassified,” SBUs. That is what I want to spend my time talking 
about. 

Ms. D’Agostino, even your agency is a major offender here. No, 
seriously. I mean, we are almost asking you to investigate yourself 
because almost everything you provide us is “For Official Use 
Only.” I am exaggerating slightly, but it is true. Tell me why. 

Ms. D’Agostino. Well, the GAO does not have classification au- 
thority, and as a result 

Mr. Shays. So let me translate. You do not have the capability 
to classify anything. 

Ms. D’Agostino. Correct. We give the documentation that we re- 
ceive from other agencies the same protection that they do. In 
other words, we can’t question their classification, say, of an FOUO 
document. I mean, we can question it, but basically if they say, 
look, this is FOUO and we have done a security review on your 
draft report and it is FOUO, then GAO must stand by 

Mr. Shays. Why is that? Maybe I need a little bit of an education 
on the whole concept of “Sensitive But Unclassified.” It is in the 
statute. There is a process. What is the process that justifies any- 
one talking about “Sensitive But Unclassified?” 

Ms. D’Agostino. I mean, I am prepared to talk about the FOUO 
category, but basically, that is based in large part in statute in the 
FOIA, the Freedom of Information Act, and the folks who have the 
authority to designate information as FOUO are the folks in the 
executive branch who provide us the information. 

Mr. Shays. Is it anybody? Could I write a document and say this 
is “Sensitive But Unclassified?” 

Ms. D’Agostino. In the Department of Defense, what our under- 
standing is is the personnel of the Department are empowered to 
designate information 

Mr. Shays. Who empowers them? 

Ms. D’Agostino. They are empowered under the regulation that 
DOD follows for FOUO, the security regulation. 

Mr. Shays. I am sorry, I am not clear. Are you clear about this? 
You are looking at me like 
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Ms. D’Agostino. No, no, no, no, no. I am just saying that GAO 
doesn’t classify information. 

Mr. Shays. Let’s get you out of the picture. Tell me about 

Ms. D’Agostino. Well, you were concerned that we were a big 
offender 

Mr. Shays. Well, I am concerned, but I don’t want it to block you 
being comfortable telling me information. I am wrestling with the 
fact that it is almost like we have invented, like the executive 
branch has invented this process to which they then can run any- 
where they want with it if they have it. Are you saying that when 
Congress passed the Freedom of Information law, we empowered 
this concept of “Sensitive But Unclassified?” 

Ms. D’Agostino. I didn’t do a review of all “Sensitive But Un- 
classified.” I mean, we focused our work on the OUO and 

Mr. Shays. OK. Let us do OUO. Talk to me about them. 

Ms. D’Agostino. Again, DOE and DOD have their regulations 
and their programs that govern this, and information generated by 
personnel within those Departments that they believe fits 
within 

Mr. Shays. Mr. Rogalski, maybe you can walk me through it, 
and then Mr. Podonsky. 

Mr. Rogalski. They Department of Defense has a regulation 
called Information Security Regulation. We do not have, like we do 
original classification authorities, anyone in the Department of De- 
fense is authorized to make that FOUO determination based on the 
guidance that is contained in the information 

Mr. Shays. Could you say that again? Everyone in the Depart- 
ment of Defense? How many employees do you have? 

Mr. Rogalski. Two-and-a-half million cleared people, something 
like that, but let me finish my sentence. 

Mr. Shays. Sure. I am sorry. I shouldn’t interrupt you. 

Mr. Rogalski. Subject to a review by their supervisor. So there 
is an inherent responsibility for supervisors in the Department of 
Defense to ensure that their employees are following the guidance 
contained in any regulation, directive, instruction we have in the 
Department. So we have an Information Security Regulation that 
specifies what are the criteria for applying the FOUO marking. It 
talks about the FOIA, the nine exemption categories. The first one 
that automatically exempts is if it is classified. And one of the 
things the GAO report recommended and we strongly endorse is we 
need better training among our employees within the Department 
of Defense. 

So I think the way to achieve, I think, the balance you are look- 
ing for and the right thing to do is to put more rigor, have more 
standardized training, have uniformity across the Department, and 
so we recognize that and we have agreed to that in the GAO report 
and we are combining — we are including updated guidance in the 
rewrite of that 520 1(R) regulation, the information for deregulation 
that is going to be published this year. 

So to answer your question, employees have the authority, sub- 
ject to, like anything in the Department, review by their super- 
visor. 

Mr. Shays. Bottom line, every employee can designate it, but a 
supervisor has to sign off? 
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Mr. Rogalski. It is not a sign-off per se, but it is a review. If 
a member of my staff generates a document, whether it is FOUO 
or classified, it 

Mr. Shays. There is a difference. There is a difference. The im- 
plication I had from listening to, and that is why I wanted to say 
it and I appreciate you clarifying it, was we may have 2 million- 
plus employees, but their supervisor has to, I thought, basically ap- 
prove it. It is possible the supervisor never even sees it, correct? 

Mr. Rogalski. There is that possibility, but again, if that is an 
issue or problem, I believe that can be overcome through proper 
training, the supervisors understanding what their responsibilities 
are. But you are correct. 

Mr. Shays. OK. Mr. Podonsky. 

Mr. Podonsky. Relative to your question. Congressman Shays, 
prior to 2003, the Department had over 20 different markings for 
sensitive information. The Office of Classification went forward 
with, in implementing the recommendation of the Hamre Commis- 
sion report that I mentioned in my testimony, to bring that down 
to one, OUO, and as the GAO report recognized and I also say it 
in my testimony, we fully agree with we need to do a much better 
job of defining who has the authority to do the OUO, the training 
to make sure that it is done properly, and most important of all, 
to have an independent oversight of what is being done with those 
documents. So every part of the recommendations in the GAO re- 
port hit the heart of the issues at the Department of Energy. 

I would say that we have a very able, professional, nonpolitical 
staff responsible for classification of documents, the OUO situation 
in the Department was not dissimilar to the Department of De- 
fense other than the magnitude is much smaller because we only 
have 15,000 employees, of which 5,000 are classifiers, and our ex- 
perience is mostly it is the 5,000 classifiers that are doing the OUO 
markings. 

Mr. Shays. I have questions for each of you. Ms. D’Agostino, I 
would like to know what is your response to DOD’s objections to 
a GAO recommendation that DOD mark FOUO documents with 
the appropriate Freedom of Information Act, FOIA, exemption? 

Ms. D’Agostino. Well, I guess we separate the two processes 
that 

Mr. Shays. Put the mic a little closer to you. 

Ms. D’Agostino. I am sorry. 

Mr. Shays. No, I can hear you, but move it a little closer. 

Ms. D’Agostino. OK. If you think about a document as having 
a life cycle from the time it is created and marked by the person 
who created it, you have one separate process that deals with 
marking it to the time when, say, a FOIA request is made and this 
document comes through a totally separate process to be reviewed 
by a totally different group of people to determine whether or not 
it can be released to the public. 

So the marking is a handling advisory, cautionary, almost, mode 
for this document that tells people, you need to be careful with this 
information and handle it according to the rules. Then there is a 
completely separate process to decide, that is triggered by a FOIA 
request, whether or not this information, regardless of how it is 
marked, is releasable to the public, and the front-end process has 
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no impact on the process to decide to release the information. So 
if there is a mistake made in the marking, or let us say it should 
have heen marked and wasn’t marked, it has no hearing on the de- 
cisionmaking that is done to release to the public under the FOIA 
request. 

This is why we do not believe that the Department of Defense 
argument that it provided in its comments on this particular rec- 
ommendation is very strong. 

Mr. Shays. OK. Mr. Rogalski, maybe just a response. 

Mr. Rogalski. Sure. When we looked at the GAO recommenda- 
tion, we looked at the investment that they were suggesting we do 
by having people make that FOIA exemption up front when that 
FOUO determination is made. Some considerations to that we 
looked at were, one, if that document was created in 1998 and then 
someone comes in with a FOIA request in 2005, that FOIA exemp- 
tion applied in 1998 may be different. Therefore, we question what 
is the utility of having a FOIA exemption placed on the document 

Second, our Office of General Counsel and the FOIA Office felt 
that if there was some type of litigation, an improper FOIA exemp- 
tion was made on that, that could jeopardize anything that came 
up in a litigation. So that was our rationale on why we believe that 
we did not see the investment worth the return for putting that 
FOIA exemption on at the date of creation of that document. 

Mr. Shays. Let me ask counsel to respond. 

Mr. Halloran. Thank you. So the two rationale you pointed out, 
if the document is not going to be given out, why mark it at all 
at that point? If you are not going to specify why it may be non- 
disclosable, don’t you invite abuse? 

Mr. Rogalski. Obviously, there is information in the Department 
of Defense that does not meet any threshold for being classified, 
but there is information that, based on the Information Security 
Regulations deserves some type of protection less of classification. 
What that does, it provides a degree of protection for that informa- 
tion. It advises that DOD employee, I just can’t take this document, 
if it is unclassified or not marked FOUO, now I can just put it on 
the street, give it to a reporter, or whatever. So that FOUO pro- 
vides a gate, if you will, before that information can be released. 
If it were not marked, then it presupposes you can release it, even 
though in the Department we have a security review for documents 
before they are released. 

Mr. Halloran. It is a gate without any reference to why there 
might be a gate, and the Department of Energy apparently hasn’t 
had the legal problems DOD fears, have you? 

Mr. PODONSKY. No. 

Mr. Halloran. Because, as Ms. D’Agostino said, the FOI review 
process as to what exemption it might apply for is an absolutely 
separate and independent determination of what someone might 
estimate when the marking is made. I just don’t see the legal peril 
it puts you in. 

Mr. Rogalski. Well, fortunately or unfortunately, I am not a 
lawyer, so I think I need to take that as a question for record, have 
our FOIA office and our Office of General Counsel take that ques- 
tion and get back to you with a response, if that is suitable for you. 
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Mr. Shays. That would be fine. I would just like, before I go to 
Mr. Kucinich and then the next panel, I would like some observa- 
tions from Mr. Weinstein and Mr. Leonard on what we have just 
been talking about. 

Mr. Weinstein. Which specific aspect, Mr. Chairman? 

Mr. Shays. Just the questions that I have been asking. If you 
have no reaction, then you don’t have to respond. 

Mr. Weinstein. I will pass to Mr. Leonard on that. 

Mr. Leonard. The whole issue of “Sensitive But Unclassified,” 
basically, from our perspective, there are two broad categories. 
There are specific information that the Congress has told executive 
branch agencies they must protect. As a Federal employee, I am 
liable from sanctions or even criminally for disclosure of certain 
kinds of Privacy Act information, protected critical infrastructure 
information, things along those lines. The list goes on and on 
where there are statutorily based restrictions and a lot of that in- 
formation ends up with an FOUO designation on it, and in a way, 
it is a notification to a Federal employee that, hey, this is the stuff 
that you can be held subject to sanctions for if you improperly dis- 
close. 

On top of that, there is another broad category of purely discre- 
tionary information that agencies can withhold under the FOIA if 
they choose, but they could also disclose. You know, there is such 
a wide disparity of information covered under this broad umbrella. 
Quite frankly, from someone who has almost 35 years’ experience 
in the government, I have yet to be able to comprehend it to the 
point where I am comfortable and I think that is the biggest prob- 
lem that the average Federal worker has in terms of there is just 
such a wide array of information that can be covered under this 
from different perspectives that the impulse is, well, what can I get 
into least trouble for? 

Mr. Shays. One of the things that I thought when I was elected 
to Congress when I had a briefing, that I would actually learn 
something I hadn’t read in the New York Times, and I will never 
forget a Member of Congress, after being briefed and we were told 
solemnly that this was classified and so on, so the Member of Con- 
gress stood up and said, now this is classified, this is classified, this 
is classified, and he had about 10 items, and then he took a New 
York Times article and just read it point by point and each one of 
those articles was covered. 

I have read some things that are designated “Sensitive But Un- 
classified” that I think could be very awkward, not embarrassing 
but awkward and uncomfortable and not appropriate for someone 
to see, so I don’t even want to imply that once in a while, I haven’t 
read things that say “Sensitive But Unclassified” and think, gosh, 
this should be classified. 

My general view is that we have an absurd system and I think. 
Professor, you realize that we have some huge problems. What we 
would like to do is we would like to augment what others have 
done in terms of appraising this and come up with some very con- 
crete suggestions on how to reform this system. 

Mr. Rogalski, I think to allow the employee to be able to say 
something is classified and then say a supervisor, I mean, the defi- 
nition of a supervisor is kind of interesting and I want to just un- 
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derstand that process more because it doesn’t seem logical to me 
that the system would be working this way. So I think there has 
to be more to the story. 

At any rate, Mr. Weinstein? 

Mr. Weinstein. Just a few final thoughts, Mr. Chairman. I am 
really looking forward to the completion of the audit and getting 
that audit to you because the beginnings of any, I think, serious 
assessment that the Congress can do might be — it might be useful 
for your and your colleagues 

Mr. Shays. We will wait to do our report until after, but we are 
going to combine the whole issue of classification with civil liberties 
and a few other issues. The bottom line is, any administration that 
wants more authority has to have more oversight, and part of the 
oversight has to be that you have access to information and that 
everything isn’t just hidden from the public and even Congress. 

At this time, the chair would recognize Mr. Kucinich. 

Mr. Kucinich. Thank you very much, Mr. Chairman I think the 
chair is well spoken when he points out the inevitable political 
character of the classification system, and his comments are well 
taken when you consider that you can be told in closed session cer- 
tain things are classified and then read about them the next day. 

One of the reasons why I, as a Member of Congress, stopped tak- 
ing the so-called Secrecy Oath right after you take your oath of of- 
fice that enables you to go to the, “classified” briefings is that so 
many of the sessions I would go to, I would end up reading the 
next day. But as a Member of Congress, because I went to that ses- 
sion, I couldn’t talk about it because of the oath that I took with 
respect to the secrecy. 

So there is an overtly political character to the control of infor- 
mation, and I mentioned several examples in my opening state- 
ment where both classification and declassification of documents 
were done in an overtly political manner and I think this was par- 
ticularly evident with the memo written by former 
Counterterrorism Chief Richard Clarke to Condoleezza Rice warn- 
ing about the al Qaeda threat that was made public right before 
she testified to Congress on the administration’s pre-September 
11th intelligence knowledge. 

I would like to ask a few questions here. Mr. Podonsky, how long 
have you worked for the Department of Energy? 

Mr. Podonsky. Twenty-two years. 

Mr. Kucinich. You are aware that the Department of Energy 
was one of the first Eederal agencies to re-review documents that 
had already been released, particularly over allegations of Chinese 
spying in the 1990’s? Are you aware of that? 

Mr. Podonsky. No, I am not aware of that. 

Mr. Kucinich. OK. In your work at the Department of Energy, 
did you ever have anything to do with the Wen Ho Lee case? 

Mr. Podonsky. The answer is yes. We had an independent over- 
sight group go out for former Secretary Richardson to take a look 
at what the circumstances were. 

Mr. Kucinich. Was there any time at which classified documents 
relating to that case were withheld from public disclosure, said doc- 
uments which may have been exculpatory of Mr. Wen Ho Lee? 
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Mr. PODONSKY. I believe I have third-party information that 
says, yes, that is true, because there was an ongoing FBI investiga- 
tion. 

Mr. Kucinich. See, that is what I mean about the inherent polit- 
ical nature of classification. I would like to ask Mr. Leonard, I also 
mentioned the case of Luis Posada Carriles and the administra- 
tion’s justification of the NSA eavesdropping program and the Har- 
mony Program. What other examples do you know of where the 
regular classification and declassification processes have been ig- 
nored or misused for political reasons? Any others you want to cite? 

Mr. Leonard. There is a basic premise in the Executive order 
that recognizes that information, even if it is disclosure, could rea- 
sonably be cause to, or expected to cause damage to national secu- 
rity, that information as a matter of discretion for an agency head 
can, in fact, be declassified if there is a compelling public interest 
to do so. The issue, then, I guess, obviously becomes who deter- 
mines what is the public interest, and I think that is a responsibil- 
ity that we all have as government officials, but ultimately, I tend 
to think that the public, then, will be the ultimate arbiter in terms 
of what is in their interest or not. 

Mr. Kucinich. There is another dimension there. It is not just 
classification or declassification, it is redaction, as well. You know, 
we haven’t gotten into that too much, but with a pen, you can 
change the character of something that is released as being unclas- 
sified when actually the essential nature of the communication is 
kept from the public or remains classified. I mean, would you ex- 
plain to me your concerns about the policies regarding redaction? 

Mr. Leonard. That is a very real concern. As a matter of fact, 
there are some people who use that as an excuse not to redact and 
instead withhold the document in its entirety for that very reason. 
Redactions, without a doubt, if not properly applied, can, in fact, 
change the gist of a document, can change the gist of the informa- 
tion as conveyed, and can leave the reader, at the very least, with 
an incomplete understanding of what is being discussed in the 
record, and quite possibly maybe even an incorrect understanding 
of what is in the record. So redaction is a very important tool. 
Again, the alternative is to withhold documents in their entirety, 
which I don’t believe would likewise serve the public well, and so 
it is a tool that, when used properly, can be beneficial to all. 

Mr. Kucinich. Let me ask you something. What possible reason 
can you think of that documents from the 1940’s and the 1950’s 
still remain classified? 

Mr. Leonard. Well, let me give you two examples. The 
exemplars that were provided to me several months ago by the 
group of historians, absolutely nothing was contained in those. On 
the other hand, there is information even decades old — for example, 
one of the things that is repeatedly recognized 

Mr. Kucinich. Well, 40 or 50 years ago, or 60 years ago. 

Mr. Leonard [continuing]. Repeatedly recognized as a short- 
coming in our intelligence capability is the ability to recruit human 
sources. To recruit human sources, we need to be able to, as a gov- 
ernment, as a Nation, to be able to assure those individuals total 
and complete confidentiality, not just today, not just tomorrow, but 
quite possibly for decades, and that 
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Mr. Kucinich. But forever kind of begins when you are dead, 
right? 

Mr. Leonard. Well, when you are asking someone to betray their 
Nation, when you are asking someone to betray their loyalty, when 
you are asking someone to put themselves not only in physical 
jeopardy but quite possibly their family and maybe even in some 
parts of the world their descendants, it is asking a lot and the con- 
cern is, and I believe justifiable, is it makes it increasingly difficult 
to recruit the human sources of today that we so desperately need 
as a Nation unless we can, in fact, assure them total and complete 
confidentiality for a period that is reasonable. 

Mr. Kucinich. I just would like to make a comment on this. I 
know you have to get to the other panel. It seems to me what 
drives this overall debate about classification and declassification is 
not simply a question of where the pendulum is swinging with re- 
spect to democracy or something less than democracy. There is also 
a dimension of fear here. 

You know, when Francis Scott Key wrote the “Star Spangled 
Banner,” he drew an equation. He asked if the star spangled ban- 
ner yet waves over the land of the free and the home of the brave. 
He drew a connection between freedom and bravery, between de- 
mocracy and courage. We have to remember who we are as a Na- 
tion. We are forgetting the really fearless nature of the American 
character which enables us to go about our business without worry- 
ing about whether secrets are going to be unearthed. We are kind 
of forgetting who we are as a country. 

Mr. Weinstein. Could I make a comment? Thirty-one years ago, 
I won what was probably one of the earliest Freedom of Informa- 
tion Act lawsuits against the FBI for files of historical interest, and 
my record on access issues is fairly clear-cut all of my professional 
life as a historian. But I have come to believe very strongly, as I 
think you and the chairman and others do, that the real question 
is striking the appropriate balance, that there are such things as 
legitimate things that for periods of time should be kept secret, 
whether it is scientific inventions or whatever, the identify of 
American agents or whatever this would be, and that the real issue 
becomes one of striking the balance. 

One of your late colleagues who was a friend of mine and a 
friend of yours, I am sure. Senator Moynihan, did a little book on 
secrecy and pointed out some of the complexities of that issue, and 
it is to this subcommittee’s enormous credit that it is trying to 
wrestle with these very complex issues and come up with some 
good solutions. 

But I think we would all agree, would we not, that there is a bal- 
ance that has to be drawn, that there are some things that are not 
political, but that perhaps deserve for a period of time the protec- 
tion of legitimate national security constraints. I say that with all 
respect. It is what we are trying to do at the Archives, first of all, 
by getting the facts out, and I can assure this subcommittee that 
it will have every fact that we have at our command as soon as this 
report is available. 

Mr. Kucinich. I thank the gentleman. I would just like to re- 
spond by thanking him for his service, but also pointing out that 
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it is becoming increasingly aware that secrecy is the enemy of de- 
mocracy. 

Mr. Shays. Let me thank each of the witnesses and ask, is there 
anything that you want to put on the record before we go, a ques- 
tion that we should have gotten into that you wanted to put on the 
record? 

Mr. Leonard. The only thing I would like to add, Mr. Chairman, 
is you mentioned oversight and the need for effective oversight, and 
I couldn’t agree with you more, especially from an organization 
with the word in my name, title. But in any event, I am pleased 
to remind folks that we now have a Public Interest Declassification 
Board. It is up and running. It is operational. It has five members 
appointed by the President. It has four members appointed by the 
Hill leadership. The Board had its first meeting several weeks ago. 
They are going to meet again the first of April. From all indica- 
tions, this is a group that is intending to be very aggressive in all 
regards in terms of exercising oversight. 

One of the things that I would be remiss in not mentioning is 
we are still two short of a full complement of membership. Specifi- 
cally, we have the five appointees from the President and two out 
of the four from the Hill leadership. To the extent we could get a 
full complement 

Mr. Shays. What are the two leaders that 

Mr. Leonard. One is from the Speaker and the other is from the 
Senate Minority Leader. 

Mr. Shays. We will contact both offices. 

Mr. Leonard. I appreciate that very much, sir. 

Mr. Shays. By tomorrow, we will contact both offices and let 
them know we think that we need to move along. 

I know each of you in your own ways are concerned about this 
issue. First, to have the Archivist be willing to appear not as a sep- 
arate panel, to me demonstrates a very fine quality which I want 
to thank you for being willing to participate. To the others, given 
that you are in that capacity, I want to thank our two government 
agencies because I know that both you know we have problems and 
want this system to work well and ultimately have the best inter- 
ests of our country at heart. I appreciate that, and obviously, I al- 
ways appreciate the good work of the Government Accountability 
Office, and Mr. Leonard, thank you so much for your contribution. 

The bottom line is, if you could help us make some constructive 
suggestions, it would be to your best interest because our sugges- 
tions might be followed and therefore it would be nice that they be 
things that would make sense. 

But the bottom line for me is we have to have more openness. 
The majority of the American people are truthful. They will have 
you do the right thing. When we hide so much from the American 
people, we hurt them and I get mixed signals from my own con- 
stituents because they don’t have the facts that they need to have. 
I think that is true for other Members, as well. 

So thank you all very much. I appreciate your participation 
today. Thank you. 

We are going to close with our second panel. It is Mr. Thomas 
Blanton, executive director. National Security Archive, George 
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Washington University; Dr. Anna Nelson, distinguished historian 
in residence, American University; and Mr. Matthew Aid. 

Mr. Rogalski, I just need to put on the record, you had mentioned 
something about 30 percent reduction. You are going to get the an- 
swer to that? 

Why don’t you stay standing so I can swear you in. Thank you. 
Raise your right hands. 

[Witnesses sworn.] 

Mr. Shays. I would note for the record all three of our witnesses 
responded in the affirmative. 

We will start with you, Mr. Blanton. Obviously, your full state- 
ment is in the record. My general practice is, if you are the second 
panel, you get to have longer opening statements if you choose. You 
had the length of the others. But if you also deal with what you 
maybe heard in the first panel, that would be helpful. Mr. Blanton. 

STATEMENTS OF THOMAS S. BLANTON, DIRECTOR, NATIONAL 

SECURITY ARCHIVE, GEORGE WASHINGTON UNIVERSITY, 

WASHINGTON, DC; ANNA K. NELSON, DISTINGUISHED HISTO- 
RIAN IN RESIDENCE, AMERICAN UNIVERSITY, WASHINGTON, 

DC; AND MATT H EW M. AID, WASHINGTON, DC 

STATEMENT OF THOMAS S. BLANTON 

Mr. Blanton. Mr. Chairman, thank you very much for having us 
here. We are dealing with two of those “Houston, we have a prob- 
lem” problems, and there is a very interesting connection between 
the two and my organization, the National Security Archives, is 
right in the middle of it. We are the people who filed that Freedom 
of Information request for that classified memorandum that you 
just asked for and we hope to have a sanitized version, the law said 
20 working days, but we have learned our lessons on waiting for 
that. But when we get one, we will be glad to give one to you and 
see if the Freedom of Information Act works faster than congres- 
sional agency relations. Sometimes, it does. 

But I wanted to point out one key point that no doubt you saw 
when Congressman Waxman was asking questions of the Archivist 
of the United States, that the Archivist of the United States wasn’t 
in charge of the reclassification process, hadn’t even known about 
it. That is an interesting signal because it bears precisely on the 
problem that you focused on on sensitive unclassified information. 
The agencies are in charge. 

The agencies rolled the National Archives at least four times that 
I am aware of since 1996. The Department of Energy went first, 
when they found some mistakes in the release of information. Ac- 
cording to Steve Garfinckel, Bill Leonard’s predecessor, most of 
those mistakes related not to nuclear weapon design information, 
but rather to the obsolete cold war locations of nuclear weapons 
overseas. But we as taxpayers have spent tens of millions of dollars 
reviewing tens of millions of pages — kind of a full-employment pro- 
gram for reviewers, to pull out a few handfuls of items that might 
be useful to a Khadafi, and that program, I think, needs more over- 
sight, but it is a paradigm of transparency compared to what the 
intelligence agencies have pulled off at the National Archives. 
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They watched, I think, the Department of Energy do this with 
the help of some amendments from Members of Congress and de- 
cided, oh, we would like that prerogative, too. We would like to go 
back and look at our own intelligence files, because mistakes were 
made. You heard that immortal Washington phrase, I think, earlier 
in the hearing today. “Mistakes were made.” Well, those mistakes, 
we now know because of what Matthew Aid did in his research, 
those mistakes were of the variety, gosh, we didn’t get to look at 
that before it came out. That is our document. We have an equity 
in that document, and that is a huge problem, the same problem 
that we found on the “Sensitive But Unclassified.” 

I just want to say here that our modus operandi is to file Free- 
dom of Information Act requests and try to hold the government 
accountable, and so in answer to the questions that you posed over 
a year ago at your first hearing entitled, “Pseudo-Classifications,” 
and we actually as a kind of “imitation, the sincerest form of flat- 
tery,” named our report on the “Sensitive But Unclassified” pro- 
gram “Pseudo-Secrets.” That is a tribute to you and this sub- 
committee. We filed Freedom of Information requests over the last 
year with 40-some-odd different major Federal agencies that to- 
gether include more than 90 percent of the — 95, 97 percent of the 
Freedom of Information Act requests that get processed and we got 
responses from most of them, but not all, and then we went and 
supplemented that with a lot of Web research. 

We now have data on 37 agencies and what their policies actu- 
ally are. You said earlier today that you had real trouble getting 
numbers. In fact, we have some numbers on this reclassification 
program. Fifty-five-thousand pages have been pulled out. That is 
the good news. We at least know the dimension of the problem. No- 
body knows on “Sensitive But Unclassified.” When you asked the 
agencies to tell you, they said, oh, we can never figure that out. 
That would cost too much, take too long. Nobody knows. 

We thought at least through Freedom of Information requests we 
could at least find out how many separate policies were there and 
what was in those policies and how were employees being trained 
and guided and instructed on labeling records, and our conclusions 
are on page 6 of my prepared testimony and I think they are a lit- 
tle dismaying and should be dismaying to this subcommittee, and 
they are right on point to your questions, Mr. Chairman. 

In 37 Federal agencies, we found 28 different, distinct policies 
governing “Sensitive But Unclassified” information with little, if 
any, coordination between agencies. Even though a lot of agencies 
shared the same words on their markings, like “Official Use Only” 
shows up a lot, “For Official Use Only,” “Official Use Only,” what- 
ever, but not the guidelines, not the substance, not the internals 
of the procedures. None of the agency policies showed any monitor- 
ing, any oversight on the use or the impact of these policies. Only 
eight of the agencies actually had authorization from statute for 
their policy on “Sensitive But Unclassified,” sensitive unclassified 
information. 

Mr. Shays. And DOD would be one of them? 

Mr. Blanton. That is correct. DOE, as well, actually, which I 
think the GAO report very usefully points out. But, in fact, if you 
look back in the appendix of our report, you will see that DOD ac- 
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tually has three markings for sensitive unclassified information. 
Two of them are authorized by statute, but the other one is purely 
internal and that is the one that any employee can use. DOE has 
two markings for sensitive unclassified information. One of them is 
statutory. The other one is purely internal and any employee can 
use it. You get some really staggering notion of the dimension of 
the problem if you have 2.5 million employees in the Department 
of Defense, 180,000 in the Department of Homeland Security. 

None of the policies featured a challenge or appeal mechanism 
for dealing with the markings, challenging the markings on any of 
these documents. Only one of the policies even contained a sunset, 
that a marking could only last for a maximum of 10 years. It was 
really striking to me, because you asked Mr. Leonard, what is the 
maximum sunset in the Presidential Executive order on classifica- 
tion, “Top Secret” is for 10 years or a date certain. This is fascinat- 
ing. You are raising any employee can stamp document marking 
restriction to the level of “Top Secret” in terms of its duration. It 
is extraordinary. 

Eight agencies effectively allow any employee to do this. DOD 
and DHS are the two biggest. 

Only 7 of these policies, 7 out of 28 policies, have the kind of 
qualifier that is written into the Executive order that says, you 
can’t mark documents this way, you can’t hide them in this way 
if you are covering up embarrassment, malfeasance, mismanage- 
ment, illegality, etc., only 7 out of 28. 

Finally, 11 agencies report no policy at all on their internal — we 
believe some of those agencies have such markings, use such mark- 
ings, but they have no policy at all. 

The bottom line is of all this, I think you can conclude by the di- 
versity of policies and the lack of coordination and the lack of any 
kind of commonality, the decentralized nature of the administra- 
tion, I think neither Congress nor the public can tell for sure 
whether these kind of markings and safeguards are actually pro- 
tecting our security or being abused for administrative convenience 
or cover-up. That is the bottom line. 

How would you fix it? You started last year. You started asking 
agencies, how many are there? I mean, even to just get a handle 
around the problem, poor GAO couldn’t take on the whole govern- 
ment. They had to just take on two departments and they still 
don’t know how many “Official Use Only” and “For Official Use 
Only” documents there are. There could be millions. There could be 
billions. We don’t know. 

Congress is going to have to order the agencies to report it. That 
is the only way you get this data. We didn’t get cost data on classi- 
fication until an amendment from the House of Representatives 
went into the appropriations bills in 1994 and 1995 and said, agen- 
cies, report how much you are spending to keep your documents 
classified, on safes, on clearances, physical security, computer secu- 
rity, everything. That is how we know today we are spending $7 
billion on classification. That is the kind of question that has to be 
asked. I think you are going to have to legislate it. I think that is 
what you have already found over the last year. 

Second, you are going to have to set some limits. Good parents 
set limits. Good congressional subcommittees set limits. You are 
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going to have to set some limits, and that includes on the number 
of people who can put these kind of markings on documents, and 
you have to set some limits like sunsets, duration limits, and you 
are going to have to have some kind of appeal mechanism, chal- 
lenge mechanism for insiders and outsiders for these kinds of 
markings. Otherwise, it is totally out of control. 

I think, third, you are going to have to move to rules across agen- 
cies, common rules, common standards, common criteria. You have 
to have that prohibition on using these markings to cover up em- 
barrassment, malfeasance, criminality, because without that, even 
the internal reformers, and I count a number of the people on that 
previous panel as internal reformers, just don’t have a lever 
against the overuse, against the abuse, as your counsel asked. 

I think those are the bottom lines on the “Sensitive But Unclassi- 
fied” information. I just want to finish with a comment about the 
reclassification program, because I think the commonalities here 
are pretty interesting. 

Congressman Waxman mentioned a document on balloon drops 
this morning from 1948, widely published. In my prepared testi- 
mony, I had planned to just read out a sentence from that docu- 
ment about how, don’t do them in winter, you know, unfavorable 
launch conditions, landing conditions, off-target and people can’t 
find the leaflets on the ground when there is snow. But if I read 
that out, it would put everybody in the room at legal jeopardy ac- 
cording to the No. 2 person in the Department of Justice, Paul 
McNulty, who is bringing a prosecution over in Virginia right now 
for unauthorized possession of classified information. 

This is the danger when the agencies get a hold of the process 
and drive it. I think the same impetus that led to this reclassifica- 
tion program is leading to that kind of prosecution, that kind of 
vast overreach, invitation for selective prosecution, invitation for 
abuse. It is just wrong in a system that you have established mini- 
mum 50 percent is over-classified. 

So how do you stop a bureaucratic takeover? Well, the good news 
is, out at the National Archives, we have a couple of good examples 
of things that worked, things that changed the rules, things that 
moved stuff out in the public record. Congresswoman Maloney 
sponsored one of them on the Nazi War Crimes Act. Dr. Nelson, to 
my left, was on the Kennedy Assassination Records Review Board. 
Those processes worked to force documents out of the government 
because. A, they had a law behind them; B, they had an independ- 
ent audit board to hold the agencies’ feet to the fire; and C, they 
set a different standard of review, particularly for intelligence in- 
formation, like those Nazi war criminals who were hired. 

Mr. Shays. Thank you 

Mr. Blanton. My last point is just simply if we don’t establish 
those mechanisms, then I will see you next year with some new 
embarrassments from the front page. 

Mr. Shays. Thank you very, very much. 

[The prepared statement of Mr. Blanton follows:] 
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To the Subcommittee on National Security, Emerging 
Threats, and International Relations, 
Committee on Government Reform 
U.S. House of Representatives 
2154 Rayburn House Office Building, Washington D.C. 


Mr. Chairman and distinguished members, thank you for having this 
hearing today, during the week that Americans are celebrating as 
Sunshine Week. I'm reminded of that fundamental point made by a 
Princeton professor named Woodrow Wilson in his landmark study 
titled Constitutional Government, published in 1885. Wilson 
remarked that " The informing function of Congress should be 
preferred to its legislative function. The argument is not only that 
discussed and interrogated administration is the only sure and 
efficient administration, but more than that, that the only really self- 
governing people is that people which discusses and interrogates its 
administration." 

Of course, Mr. Wilson changed his mind once he got to the White 
House. But that's another story. 

We are here today to discuss and interrogate our government about 
two of what I'd call "Houston, we got a problem" problems. One of 
them is the fact that securocrats have been scouring the open 
shelves of the National Archives for 50-year-old documents they can 
stamp secret again. We know some of the dimensions of the 
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problem: 40 million plus pages reviewed, and 55,000 pages of 
previously open records shoved back into the vault. 

At least we have numbers here. For the other "Houston, we got a 
problem," we don't even know how big and bad it is. Government 
agencies are slapping new unclassified markings on records, like 
"Sensitive But Unclassified" or "Sensitive Security Information" or 
"Limited Official Use" and no one really knows how many records are 
covered, or for how long, and there are practically none of the limits 
that we do have in the security classification world. 

I don't want to say we have figured out how to run a classification 
system. Despite the best efforts of public servants like William 
Leonard, the evidence you have produced in these hearings, Mr. 
Chairman, shows that we are far from any kind of rational, efficient, 
cost-effective, credible security classification system. You pressed 
one of Secretary Rumsfeld's deputies over and over on the question 
of how much over-classification there is, and she finally conceded 
that it was a "50-50" problem. Other folks who know have even 
higher estimates, like Governor Tom Kean, who read the latest Bin 
Ladin and counterterrorism information while he was head of the 
9/11 commission, and said afterwards that 75% of what he saw that 
was classified should not have been. 

And this is in a system that has checks and balances. There are 
government-wide standards for classifying, in statutes like the Atomic 
Energy Act and in the key Executive Order (12958 amended by 
13292). There is an audit agency, the Information Security Oversight 
Office, reporting annually to the President and the public. There is 
the Interagency Security Classification Appeals Panel, ISCAP, which 
has brought far more rigor to the agencies' judgments over what 
should be classified and what should not. There are cost data, 
gathered by the Office of Management and Budget as ordered by 
Congress, totaling more than seven billion dollars last year. There 
are court cases, which rarely overrule government claims, but always 
provide a venue that forces additional review, and usually, additional 
documents to be released. 
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In the sensitive unclassified information field, there are no such 
checks and balances. After last year's hearing, Mr. Chairman, you 
asked one of the witnesses. Admiral McMahon of the Department of 
Transportation, how many times DOT had labeled records "for official 
use only" or similar designations. The Admiral wrote back, "During 
the period in question, we did not keep records of restricted 
information designations other than national security classifications." 
He reported only two uses of the "sensitive security information" 
label since DOT had begun keeping records on that in January 2005. 
(Maybe keeping records had a downward effect on how often the 
stamp was applied.) But on "for official use only," "we have no 
record of how many times." 

I want to applaud this Subcommittee, Mr. Chairman, for 
commissioning the Government Accountability Office to study this 
problem. The GAO study of the Transportation Security 
Administration and its new "Sensitive Security Information" policy, 
completed in June 2005, found that "accountability and consistency" 
were lacking and that "clear policies and oversight" were needed. 

The new GAO study released at today's hearing shows that the 
Energy Department and the Defense Department had policies on 
"official use only" but lacked clarity in those policies, lacked training 
requirements, and lacked oversight to make sure the markings were 
appropriate and consistent. 

The GAO'S findings, and the testimony of knowledgeable officials like 
William Leonard of ISOO, move us towards some better, if not yet 
best, practices on handling sensitive unclassified information. 

My own organization, the National Security Archive at George 
Washington University, has developed our own particular way to 
study government behavior. We file Freedom of Information Act 
requests, then compare what comes back - a Freedom of 
Information Audit. Sometimes we wait years - our latest audit of 
federal backlogs on Freedom of Information requests shows that 
some agencies have stalled so long that the requests would be old 
enough for drivers' licenses in most states. 
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We decided to look at the sensitive unclassified Information issue 
back in 2002 when we came up with surprising results from an Audit. 
We had asked agencies how they responded to the infamous memo 
from Attorney General Ashcroft in October 2001 declaring the end of 
the discretionary release. Mr. Ashcroft told agencies, if you can find 
any exemption to claim, well back you up. We found very diverse 
responses across the government, ranging from a few agencies who 
saw the memo as a "radical change" for FOIA, all the way to a few 
agencies who asked us, "What Ashcroft memo? Could you send us a 
copy?" But many agencies mentioned another memo altogether as 
the key order they were following to scale back public information. 

This was the so-called Card Memo, authored by White House Chief of 
Staff Andrew Card in March 2002, right after a front page story in the 
New York 77/77es reported the government was still making publicly 
available "formerly secret documents that tell how to turn dangerous 
germs into deadly weapons." The Card Memo, together with an 
attached joint memo from ISOO and the Justice Department, directed 
agencies to take a hard look at how they were identifying and 
protecting information relating to weapons of mass destruction, 
including chemical, biological, radiological and nuclear weapons. 

We sent Freedom of Information Act requests to each of 35 major 
federal agencies in January 2003 for copies of their responses to the 
Card Memo. Only the CIA and AID have failed to answer, three years 
later. Overall, the Card Memo had precisely the advertised effect: 

10 agencies reported removing material from their Web sites, and 16 
provided documents showing increased emphasis on using 
exemptions to the Freedom of Information Act. But 9 agencies told 
us they had no responsive documents - is it possible that they failed 
to report back as required to Mr. Card or to the Department of 
Homeland Security? 

I do want to point out that a number of the agency changes in 
response to the Card Memo were entirely reasonable. Some 
agencies established task forces that developed clear criteria for what 
should be posted on the Web and what should not. Some agencies 
used the review to enhance their cyber-security and firewall 
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protections. Two agencies - the Environmental Protection Agency 
and the Department of Defense - even took the opportunity to 
remind employees to recognize both the risks and benefits of the free 
exchange of information. 

But the Card Memo audit flagged for us the remarkably wide range of 
agency initiatives focused on protecting sensitive unclassified 
information - what William Leonard has called a "patchwork quilt" of 
guidelines and procedures and practices. Our next step was to file 
Freedom of Information requests about those agency policies. No 
one could tell how many documents were being marked with 
sensitive unclassified markings, but surely we could count the 
number of agency policies, find out on what authority they were 
based, and get some real comparative data on what they had in 
common and what was different. 

So in February 2005, the month before this Subcommittee held its 
hearing on "Pseudo-Classification," as the Chairman has memorably 
named the phenomenon, we filed Freedom of Information requests 
with 43 agencies for their directives, training materials, guides, 
memoranda, rules and regulations on sensitive unclassified 
information. We now have results, through answers to our requests 
and from on-line research in agency Web sites, for 37 agencies 
across the federal government. 

Those are the results we are releasing today, here at this hearing, 
and on our web site at www.nsarchive.ora . Our title borrows from 
your own, Mr. Chairman: "Pseudo-Secrets: A Freedom of 
Information Audit of the U.S. Government's Poiicies on Sensitive 
Unclassified Information." I appreciate the Subcommittee's including 
the full report in today's hearing record. And I must give credit 
where credit is due: This report is the work of extraordinary 
persistence in filing Freedom of Information requests and following 
them up, carried forward on the Card Memo by Barbara Elias, the 
tenacious director of our Freedom of Information Project, and on 
agency policies by Kristin Adair, our able Freedom of Information 
Associate, who also prepared the several drafts of this report. 

Archive general counsel Meredith Fuchs directed the entire effort 
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over the past three years and served as executive editor of the 
report. 

In those 37 major federal agencies, our Audit found: 

• 28 different, distinct policies on sensitive unclassified 
information with little, if any, coordination between agencies. 

• No agency monitors or reports on the use or impact of these 
sensitive unclassified information policies. 

• Only 8 agencies' policies are authorized by statute and 
implemented by regulation. 

• No challenge or appeals mechanism for questioning the 
markings exists in any of the policies. 

• Oniy one policy contains a "sunset" provision for the sensitive 
unclassified markings - at the Agricuiture Department - but the 
maximum duration of 10 years is the same as for Top Secret 
information in the ciassification system. 

• 8 agencies effectively allow any employee to slap protective 
markings on records, including the largest single department 
other than Defense, Homeland Security (more than 180,000 
employees). 

• Only 7 policies include cautions or qualifiers against using the 
markings to conceal embarrassing, illegal or inefficient agency 
actions (in the classified system, this is an explicit prohibition). 

• 11 agencies report no policy on sensitive unclassified 
information (these agencies may use "official use only" and 
similar markings, but not - apparently - to protect information 
that is sensitive because of its security implications, which was 
the core of our Audit). 

You can draw your own conclusions, but we believe that the diversity 
of policies, the ambiguous and incomplete guidelines, the lack of 
monitoring, and the decentralized administration of information 
controls on sensitive unclassified information - all of which is evident 
in our Audit results - means that neither the Congress nor the public 
can really tell whether these sensitive unclassified information policies 
are actually working to safeguard our security, or are being abused 
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for administrative convenience or coverup. So what do we 
recommend? 

First, let's get some hard numbers. How many officials can apply 
these markings? How many records are they marking? How often 
do these markings affect releases (or withholdings) under the 
Freedom of Information Act? We have this kind of data for the 
formal security classification system, thanks to ISOO's tracking and 
sampling and data collection; and the first step towards reform of the 
pseudo-secrecy system is to get a handle on the numbers. 

Second, let's set some limits, not just on the number of officials who 
can apply the stamps, although that would be a good start. Every 
agency needs a mechanism for both insiders and outsiders to 
challenge the pseudo-secret markings and appeal agency use of such 
restrictions. Every marking needs a sunset, a limited duration. 

Third, let's make some rules across all the agencies. For one, the 
rules need to prohibit using pseudo-secret markings to cover 
evidence of maladministration, malfeasance, or embarrassment. For 
another, the rules need to detail the criteria that agencies should use 
before they can apply such markings, along with uniform handling 
and protection standards. 

There is much more in our report on Pseudo-Secrets, including 
detailed Appendices with agency-by-agency breakdowns. I look 
forward to working with this Subcommittee, with you, Mr. Chairman, 
and with our colleagues at GAO and ISOO, as all of us struggle with 
this enormous problem. 

In the meantime, we have another problem we're working with ISOO 
to clean up. You asked me to say a few words about this front-page 
story, how government reviewers out at the National Archives have 
been pulling previously open records off the shelves and reclassifying 
them. I know the agencies claim this is not reclassifying, just their 
correction of previous inadvertent and mistaken releases, but call it 
what you want, I call it counterproductive, destructive to the 
credibility of the information security system overall, and all too 
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telling about the current spate of secrecy mania we're seeing in the 
federal government. 

My own staff had come across this phenomenon of reclassification 
probably a dozen times in the last few years. Archival boxes at the 
National Archives in Coliege Park that we had looked at a few years 
back, now filled with withdrawal sheets instead of the documents. 

But so many disparate coiiections were involved - Mexico, Soviet 
Union, nuciear proliferation, Cuba, and more - that we blamed the 
other various re-review programs that have been going on since 

1998. 

The Department of Energy was the first to take on the task of putting 
toothpaste back in the tube. Partly because of the controversy over 
alleged Chinese spying in the 1990s, up to and including the Wen Ho 
Lee case. Energy started re-reviewing documents that had already 
been released. Energy found - in the immortal Washington phrase - 
"mistakes were made." Congress responded with the Kyl-Lott 
amendment in 1998 setting up a formal re-review process with actual 
budgets and regular reporting. Over the years, this effort has pulled 
more than 5,000 pages of documents containing what Energy 
describes as Restricted Data and Formeriy Restricted Data reiated to 
nuciear weapons. Skeptics including William Leonard's predecessor 
at ISOO, Steve Garfinkei, have described the process as a waste of 
taxpayers' money, since the vast majority of pages pulled from the 
files have no information that would actually aid a terrorist or a 
would-be proliferators, but rather contain location information for 
U.S. nuclear deployments abroad during the Cold War. 

Skeptics to the contrary notwithstanding, the rest of the bureaucracy 
looked on with awe at Energy's success. Money from Congress to 
take over control of government-wide declassification? Now we 
know that is what the intelligence agencies pioneered starting in 

1999, based on their finding "mistakes" in the release of State 
Department intelligence bureau documents. Of course, most of the 
mistakes were of the "nobody asked me" variety; the CIA and other 
intelligence agencies wanted their say, and the current agency- 
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centric rules require referrals to the point of an almost-endless daisy 
chain of review and re-review. 

The intelligence re-review seems to have escalated in its reach after 
2001. Possibly a major encouragement came from President Bush's 
executive order in November 2001 giving former Presidents and (for 
the first time) former Vice-Presidents the power to stall indefinitely 
on release of their White House records - even though the law 
actually gave that authority to the Archivist of the United States. 
Seeing the National Archives get rolled bureaucratically by the White 
House certainly did not signal the spy agencies to restrain themselves 
and focus their attention on fighting terrorism rather than re-fighting 
the Cold War and reclassifying the old files. 

We might never have connected the dots without Matthew Aid, that 
enterprising historian of intelligence. His testimony will explain how 
he did it, but as soon as he came to us, the light bulb went on. His 
examples of idiotic secrecy were what journalists call TGTC - too 
good to check - but Matthew had checked them all out. 

Let me read you one. This is one of the documents that is now 
missing from the boxes on the shelves, all that's left in the box is a 
sheet that says "withdrawn" - sorry, it's a secret. 

The document reports that if you're dropping propaganda by balloons 
over enemy territory, don't do it in winter because of "increased risk 
in launching due to unfavorable ground conditions; less favorable 
wind conditions which may result in depositing the load over neutral 
territory, and considerably less effect in the target areas due to 
difficulty of finding the leaflets on snow-covered ground." 

I have to warn you, Mr. Chairman, according to the number 2 fellow 
at the Justice Department today, Paul McNulty, you are in legal 
jeopardy right now. Everyone in this room is now in unauthorized 
possession of classified information. Mr. NcNulty has said such 
unauthorized possession is a criminal violation of the Espionage Act. 
Doesn't matter that it's 50 years old. Doesn't matter that they can't 
prove any damage to U.S. national security. Doesn't matter that 
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you're a Congressman or you're a journalist or you're a citizen. Mr. 
McNulty said - and a federal judge named T.S. Ellis III astonishingly 
agreed - "anyone" who comes into unauthorized possession of 
classified information is liable for criminal prosecution. 

That's the government's excuse for prosecuting two lobbyists from 
the American Israel Public Affairs Committee for receiving (through 
their ears) classified information about Iran. Anybody who read the 
Washington A?sf yesterday (13 March 2006) is now in possession of 
more highly classified information about Iran than anything those 
AIPAC lobbyists were told. And right now, here in Washington and 
around this country, FBI agents who should be chasing Osama bin 
Ladin's buddies are chasing journalists and career public servants 
who just blew some whistles. This approach is an invitation to 
selective prosecution and abuse of power. 

I strongly suspect that the bureaucratic takeover by CIA out at the 
National Archives, assisted by the other intelligence agencies, comes 
from the same obscure insiders who are pushing the official secrets 
act and the AIPAC prosecution and, like CIA director Porter Goss, 
would like to see journalists hauled into court about their reporting of 
national security matters that CIA would prefer to keep in the dark. 

The CIA has the money to take over the declassification process like 
this, and hardly ever experiences a debate about how much it is 
spending, because the CIA budget is secret, and doesn't go through 
the bargaining process that the National Archives has to suffer with. 
The CIA also has the National Security Act of 1947 with a mandated 
shroud over sources and methods, with no cost-benefit requirement 
or prohibition on using that claim to cover up criminality, 
embarrassment, or inaccuracy. Compare that inadequate language 
to the restrictions President Bush has maintained in his Executive 
Order on classification. So sources like Manuel Noriega have used 
their cover and apparent protection to aggrandize power, smuggle 
drugs and murder opponents. Sources like the Guatemalan colonel 
Alpirez have used their cover and protection to cover up the murder 
of an American citizen. Sources like the now-infamous Curveball 
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pitched lies about Iraq weapons of mass destruction and the secrecy 
kept challengers and fact-checkers at bay. 

The credibility of the classification system is at issue here. When the 
security system itself loses that credibility, we lose our ability to 
protect our real secrets. When even the mundane is classified, we're 
applying the two-edged sword of secrecy to our own law 
enforcement and national defense efforts, and keeping ourselves 
from connecting the dots. When we keep our citizens in the dark, 
then we as citizens can neither protect ourselves nor pitch in to 
protect others - the way those passengers on Flight 93 stormed the 
cockpit and saved lives right here on Capitol Hill. 

To fix the problem we're facing at the National Archives, not just 
over-classification but over-re-classification, we will need to do more 
than just applaud the national declassification initiative that Archivist 
Alan Weinstein and ISOO director William Leonard are 
recommending. They are exactly right that continuing the current 
agency-centric approach to declassifying historic records is a recipe 
for more inefficiency and more inappropriate classification. 

We do have some best practices we can call on for lessons about 
how to do it right. Look at the tremendous successes we have seen 
with the Nazi War Crimes Interagency Working Group, and the 
Kennedy Assassination Records Review Board. Those efforts 
succeeded in lifting the cold, dead bureaucratic hand from historic 
records for three reasons: 

1. They had a law behind them that clearly stated the goal, release of 
these historic records. 

2. They had an audit board, independent and nonpartisan, that held 
the agencies' feet to the fire. 

3. They had a different standard of review for intelligence 
documents, one in which the undefined phrase "sources and 
methods" which comes from the 1947 National Security Act did not 
trump all the other governmental and public interests in these 
records. 
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We can replicate these successes in the new Declassification 
Initiative, as long as that effort has the resources to bring all the 
agencies to the table. Congress needs to authorize, for all classified 
documents more than 25 years old (the time period given in 
President Bush's Executive Order after which the threat of automatic 
declassification looms), new standards of review like those that 
worked for the Kennedy assassination records and for the Nazi War 
Crimes documents. The latter included the only CIA names files that 
have ever been declassified, I should note, with absolutely no 
damage to U.S. national security. And those files dated back to the 
1940s and 1950s, just like the documents that we now know have 
been shoved back into the vaults. 

I thank you for your attention, Mr. Chairman and members of the 
Subcommittee, and I welcome your questions. 
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A FOIA REQUEST CELEBRATES ITS 17*^ BIRTHDAY 

A Report on Federal Agency FOIA Backlog: 

Oldest Unanswered Freedom of Information Act Requests 
Were Filed in 1989 


Executive Summary 

In an effort to identify the oldest unanswered Freedom of Information Act (FOIA) requests in the federal 
government, the National Security Archive used the FOIA itself to ask more than 60 federal agencies for 
copies of their ten oldest pending FOIA requests. The results are astonishing — requests as old as 17 years 
remain unanswered, some agencies are unable even to identify their oldest requests, and agency backlogs 
are significantly more chronic and extensive than the agencies’ annual reports to Congress indicate. 

The oldest FOIA request unearthed by the Archive’s Audit was submitted in March 1 989 to the 
Department of Defense by a graduate student at the University of Southern California, asking for records 
on the U. S. "freedom of navigation" program. So much time has elapsed since the initial submission of 
that request that the requester, William Aceves, is now a tenured professor at California Western School 
of Law. Other agencies that have requests more than 15 years old include the Central Intelligence 
Agency, the U.S. Air Force, the National Archives and Records Administration, and the Department of 
Energy. The CIA claims four of the oldest ten pending FOIA requests in the government — from 
November 1989, May 1987 (Received at the CIA 1990), January 1991, and February 1991. 

These results are even more shocking because many of the same ancient requests had turned up in the 
Archive’s 2003 Freedom of Information Act Audit. [LINK TO 2003 Audit] The 2005 Audit reveals that 
60 requests identified by agencies as their oldest pending requests in 2003 still have not been answered. 
Although the 2003 Audit called attention to certain agencies’ shameful processing failures, many of these 
FOIA offices continue to let their oldest requests linger. 

The oldest request uncovered in the Archive’s 2003 Audit, a 1987 letter from San Francisco Chronicle 
reporter Seth Rosenfeld on FBI activities in Berkeley, California, was not provided by the FBI in their 
latest list of oldest pending requests, indicating that the FBI now considers this request closed. According 
to Mr. Rosenfeld, the November 1987 request, which clarified an earlier 1981 request, has not yet 
completely been fulfilled. The FBI has provided Mr. Rosenfeld more than 200,000 pages over the past 25 
years, and provided responsive documents as recently January 3 1 , 2006, but has not completed 
processing. 

Another request designated in 2003 as one of the oldest in the federal government was an October 1989 
request to the CIA, submitted by Lancaster Pennsylvania’s InteJUgencer Journal for documents related to 
James Howard Guerin and his business ventures. According to James Bamford’s bestselling book Body of 
Secrets, Guerin ran a company in the 1970s and ‘80s that served as a cover between the National Security 
Agency (NSA) and South African intelligence services that allowed the NSA to monitor Soviet naval 
activity off the Cape of Good Hope, while overriding official U.S. sanctions on South Africa’s apartheid 
government; Bobby Ray Inman, head of NSA from 1977-1981 and Deputy Director of the CIA from 
1981-1982, serv'ed on the board of Guerin’s company in 1982. In August 2004, almost ayear after the 
Archive published its 2003 Audit and almost fifteen years after the Intelligencer JoumaJ’s imAtX request 
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to the CIA, the newspaper received a final response from the CIA saying the agency had not found any 
documents and was closing the request. 

In some situations, agencies can reasonably justify a processing delay by citing interagency coordination 
and security review backlogs. In the case of the IntelUgencer Journal’s request for information pertaining 
to James Howard Guerin, however, no explanation was offered to justify the need for fifteen years to 
conduct an unsuccessful initial search for such a clear FOIA request. Additionally, it seems likely that the 
CIA would have documents on Guerin, a man convicted of smuggling $50 million in arms into South 
Africa and a total $1.4 billion in international fraud. Guerin was directly tied to U.S. intelligence agencies 
and maintained a longstanding relationship with the former head of the NSA. 

Overall, four of the ten oldest pending FOIA requests in the federal government identified in the 2003 
Audit were identified as still currently pending. This figure does not include several 1987-89 requests that 
were provided by agencies in both 2003 and 2005 as among their oldest requests, but were either requests 
received on referral from other agencies or requests suspended for several years in litigation. Such 
requests, despite their age, are counted in the Archive’s audits from the date the requests were received by 
the agency that provided the requests to the Archive, not the date of the initial request letter. The inter- 
agency referral system is a significant source of delay, but the Archive chose not to attribute such de%s 
to the agency ultimately responsible for processing the request. As for legal battles, the length and reason 
for the del^s is fact-specific and not necessarily a sign of agency non-responsiveness. It is also important 
to keep in mind, though, that these 1987-1989 requests asked the government for documents before the 
collapse of the Soviet Union, and the requesters are still waiting for a response. 

The data generally shows that the FOIA backlog problem has not improved over the past three years. 

Most agencies have a similar backlog today as they did in 2003. By analyzing the age and date range of 
the ten oldest requests provided, the Archive ranked agencies that have reduced their backlog, maintained 
the same backlog, or increased their backlog. The data shows that some agencies successfully processed 
all of their oldest requests since the Archive’s initial Audit and maintain a less significant backlog. Most 
agencies, however, maintain a backlog similar to or older than in 2003, and several continue to fail at 
processing their oldest requests, some of which date back ten or fifteen years. 

Other highlights of the Archive’s 2005 FOIA Audit include: 

• Six agencies or components have the same single oldest request today that they had in 2003 : Air 
Force Education and Training (Oldest request from June 1994), Air Force Materiel Command (May 
1999), Central Intelligence Agency (May 1987), Department of Defense (January 1987), DOT/Federal 
Aviation Authority (February 1997), and the National Archives and Records Administration (March 
1990). 

• Agencies have not established adequate FOIA request tracking systems. In their latest responses, 
some agencies identified requests that should have been included in their 2003 ten oldest requests 
response, but for unknown reasons such requests were not identified as pending even though their 
dates indicate they were open and pending in 2003. For example, the Defense Intelligence Agency’s 
current ten oldest included requests dated October 19, 1995, March 18, 1996, June 4, 7, 8 and June 12 
1996. These requests were pending in 2003 and should have been considered as some of the oldest 
requests at the agency in 2003, but were not provided to the Archive in 2003 as part of the DlA’s 10 
oldest requests. The PIA provided other younger requests in 2003, including an August I, 1996 letter. 
Similarly, the Department of Energy reported its oldest request in 2005 was a July 16, 1990 request, 
but in 2003 it reported its oldest was dated May 14, 1991. A similar situation is reflected in the 
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National Archives, FBI and Securities and Exchange Commission responses, which in 2005 included 
requests that should have been, but were not, part of their 2003 responses. All of these requests 
referenced in this paragraph were sent directly to the agency and were not held up in an interagency 
referral s>’stem. These disparities between the 2003 and latest response may reflect improved agency 
FOIA recordkeeping or may indicate that agencies are generally failing to adequately and consistently 
track their FOIA requests. 

• Agencies are failing to effectively administer their FOIA programs and communicate with requesters. 
Agency records regarding pending FOIA requests are not consistent with requesters’ expectations. 
Some agencies’ ten oldest requests fail to reflect requests that FOIA requesters believe are open and 
being processed. For example, the Archive never received a response from the DOT/Federal Railroad 
Administration (FRA) in response to its request for the oldest pending requests at FRA in 2003. A 
new request was filed with FRA in 2005 for copies of their oldest requests as of 2005, but FRA’s 
response did not include the Archive’s pending 2003 request, which would have been its oldest 
request. Additionally, Army Intelligence and Security Command, one of the agencies that showed the 
greatest backlog reduction between 2003 and 2005, according to their responses to the Archive’s 
Audit requests (from October 1989 - October 1999 in 2003 to December 1996 - April 2005 in 2005), 
did not include several requests the National Security Archive believes are still open and pending. 
National Security Archive records indicate that over 30 requests are pending with Army Intelligence 
and Security Command that pre-date April 2005 and thus should be part of the response. 

Discrepancies between agency data and requester data supports the conclusions that the tracking and 
monitoring of FOIA administration is not being adequately conducted at certain agencies and that 
there is not enough communication between requesters and agencies over aging FOIA requests. 

• Withholding information under the FOIA is a subjective process and the Audit revealed a rise in 
secrecy from 2003 to 2005. In several cases the same requests were released in 2003 and again in 
2005 with different excisions. Where the same records were released during both surveys, they often 
contained more information in their 2003 form. The 2005 responses brought not just different 
excisions, but also more extensive withholding claims. This is the case with records released by the 
National Archives, Air Force Materiel Command, the Securities and Exchange Commission, and the 
FBI. These differences highlight both the inherent subjectivity in the review and redaction process, 
and suggest a greater tendency to withholding information from the public in 2005 than in 2003. 

• Agencies lose FOIA requests. Eleven out of 64, or 17.2 percent of initial requests sent by the National 
Security Archive for the 2005 Audit were reported by agencies as never received. The Archive sent 
these requests via fax or e-mail and always used the FOIA contact information provided by the agency 
on their website. In spite of confirming that the Archive had the correct contact information and had 
followed agency instructions regarding submitting a FOIA request, a remarkably high percentage of 
agencies - 17.2 showed no record of ever receiving the initial request. 

• Despite the passage of eleven months, several agencies failed to respond to the Archive's request for 
copies of flieir ten oldest pending FOIA requests. Furthermore, several of these agencies are the same 
agencies that failed to process the same Archive FOIA request in 2003. These include the Department 
of State, the U.S. Coast Guard, and the Department of Labor. Agencies that were able to respond in 
2003, but failed to fulfill the Archive’s 2005 request in spite of the passage of a comparable 
timeframe, include the Agency for International Development, U.S. Central Command, Health and 
Human Services, and the Office of Personnel Management. The Archive has not been able to 
determine whether these agencies are incapable of identifying their ten oldest requests or if these 
agencies are so under-resourced that they caimot even come close to meeting the FOIA’s time limits. 
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In the two years since the Archive’s 2003 report, there have been several hearings in Congress about 
FOIA and various proposals for FOIA reform. Most recently, on December 14, 2005 President George W. 
Bush issued Executive Order 13392, “Improving Agracy Disclosure of Information.” In the Executive 
Order, the President ordered agencies to implement citizen-centered FOIA operations and sought to 
ensure senior official oversight of FOIA processing by ordering theappointment of aChief FOIA Officer 
at the Assistant Secretary or equivalent level. The Executive Order has been greeted with a mixed reaction 
by the public, in part because the Administration’s only other broad guidance on FOIA was Attorney 
General Ashcroft’s October 2001 Memorandum encouraging greater use of FOIA exemptions and 
reduction in discretionary releases. Because the Executive Order strongly suggests that agencies will not 
be given additional resources to solve the problems they have been unable to solve over the FOIAs 40- 
year history, it is hard to imagine that dramatic changes will result. Moreover, because the Executive 
Order keeps the entire process of identifying problems and setting milestones for improvement within the 
agencies, it is hard to imagine the resulting goals will be very ambitious. As Senator John Comyn (R-TX) 
stated, the Executive Order should not be seen as anything more than a ‘Tirst step.” 

The Archive’s Audit reveals problems far more systemic and extensive than the customer service 
concerns that E.O. 13392 addresses. Although it certainly is important to have the President reaffirm the 
government’s commitment to transparency and responsiveness to Freedom of Information Act requests, a 
more fundamental change to FOIA administration may be needed than what is provided in the Executive 
Order. Based on these FOIA Audits the National Security Archive makes five general recommendations 
regarding FOIA processing. 


FOIA Backlog Audit Findings and Recommendations 

The Archive’s Audit supports the need for additional steps forward to ensure that agencies comply with 
their obligations to the American public. Without real consequences, agencies have been allowed to let 
requests languish for over a decade, maintain faulty FOIA tracking systems, and at times simply be 
unresponsive and unhelpful to legitimate requests for information. The Archive’s primary 
recommendations include; 


Recommendation 1: Government agencies should consider FOIA processing 
as central to their mission and as a duty to the American democracy. FOIA 
program fhnctioning should be considered a factor in personnel performance 
reviews in order to cotrgrel government agencies to recognize the FOIA's 
irr^rtance to the functioning of the agency and the U.S. goveitunent 


Background: There is a Need for High-Level Endorsement of the FOIA and Recognition of FOIA 
Programs in Personnel Performance Reviews - Currently, too many agencies consider the FOIA a 
distraction from their missions and underfund or even marginalize the work of their FOIA persormel. 
The Executive Order begins to address this issue by making top agency officials responsible for FOIA 
performance. However, those senior agency officials need to recognize the importance of the Freedom 
of Information Act and endorse comprehensive and efficient FOIA processing by their agencies. 
Adopting Senators Comyn and Leahy’s amendment to the FOIA proposed in the drafted February 
2005 Open the Government Act, which “requires the Office of Personnel Management to examine 
how FOIA can be better implemented at the agency level, including an assessment of whether FOIA 
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performance should be considered as a factor in personnel performance reviews, whether a job 
classification series specific to FOIA and the Privacy Act should be considered, and whether FOI A 
awareness training should be provided to federal employees,” would emphasize the importance of the 
FOIA within agencies. 


Recommendation 2: The new Agency Chief FOIA Officer should 
implement a con^ehensive FOIA tracking system and insist diat agency 
FOIA personnel te vigilant about tracking and systematically processing 
all FOIA requests. 


Background: The Quality of Handling. Tracking and Monitoring FOIA Requests Varies Immensely - 
Over 17% of agencies included in this Audit reported they never received the original April 2005 
FOIA request, although the Archive had confirmed that the request w'as sent to the right e-mail 
address or fax number, and contained the correct information necessary for processing. This indicates 
that as many as one in six FOIA requests is never properly received and processed by agencies. 
Additionally, some requests were processed in two days, while others remain pending over 200 days 
later. This discrepancy in response times illustrates how disparate the quality of FOIA service can be 
for requesters. 


Recommendation 3: Congress should require agencies to report average 
processing times and provide a date range from the oldest pending request 
to youngest, in addition to median processing statistics in order to provide 
a more representative picture of agency backlogs for Congress and the 
public. 


Background: The Annual FOIA Renorts Mask the Seriousness of the FOIA Backlogs - Because the 
aimual reports only require agencies to provide the median age of their pending requests, their oldest 
requests are masked by numerous newly-received requests. The Archive found that the ten oldest 
FOIA requests were often far older than would be imagined from the reported agency statistic for 
"Median Days To Process." Furthermore, FOIA officers are trained to process as many requests as 
possible as fast as possible. Complex requests, which may contain valuable information, can be 
pushed aside for years. 

Recommendation 4: The current FOIA monitoring systems set up by 
Congress and most agencies errqrhasize riuantity over quality. FOIA offices 
are not rewarded or recognized for processing tune-intensive requests. 

Agencies should be recognized for processing complex requests, not 
rewarded for putting difficult requests aside indefinitely. Congress should 
assign penalties for extraordinary processing delays. 


Background: Agencies Are Rewarded for Quantity. Not Quality -FOIA officers are trained to process as 
many requests as possible, as quickly as possible. Although the Archive supports multi-track processing 
in which simple requests can be processed ahead of complex ones, agencies have been allowed to exploit 
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the system and can indefinitely delay processing certain complex requests for five, ten or more than 
fifteen years. 


Recommendations: Spending on Freedom oflnfonnation Act programs at 
federal agencies should be directly tied to budgets for public a£&irs offices and 
spending on public relations cainpaigns. Agencies spend significantly more 
money mafirating their own messages dtan they invest in processing public 
requests for information regarding the activities of the agency. Congress needs 
to mandate that a sizable percentage of the public affeirs bu^et (30-40%) be 
spent on FOIA progranB. It is clear from this Audit that current public demand 
for information is exceeding processing capacity. 


Background: Most Agency FOIA Programs Lack the Resources to Response in a Timely Maimer to 
Requests - It is clear that many agency FOIA programs are not adequately funded. The data collected 
in this Audit illustrates how these agencies are unable to process their oldest pending requests, in 
some cases even after nearly two decades has passed. The public need for information from these 
agencies exceeds their processing capabilities. On the other hand, government Public Affairs Offices 
and public relations campaigns are well-funded and fully supported by the agency to publicly 
disseminate official agency information. 

Exact government expaiditures on public affairs activities are unavailable because agencies do not 
traditionally calculate the total costs of these programs in annual budgets. * In 2005, the Congressional 
Research Service roughly estimated the government’s annual spending on advertising, “a subset of 
public relations and communications,” at over $1 billion. A recent study conducted by the United 
States Government Accountability Office (GAO) found that seven federal agencies^ collectively spent 
more than $1.6 billion on contracts with public relations firms, advertising agencies and other media 
entities over two and a half years between 2003 and 2005.^ This figure only estimates what a few 
agencies have spend on outside media contracts and does not include internal agency expenditures on 
public affairs and media activities. On the other hand, the attire federal government spends between 
$300-400 million annually processing Freedom of Information Act requests."* The toti government 
expenditure on the FOIA for the past two and a half years is less than what seven agencies spent on 
contracts to public relations firms distributing official government information and improving agency 
images. 


* Kevin P, Kosar, “Public Relations and Propaganda: Restrictions on Executive Agency Activities,” Congressional Research 
Service, RL32750 (Updated March 21 , 2005) 

^ GAO surveyed the Departments of Commerce, Defense, Health and Human Services, Homeland Security, Interior, Treasury, 
and Veteran’s Affairs. 

^ “Media Contracts - Activities and Financial Obligations for Seven Federal Departments,” United States Government 
Accountability Ohice, GAO-06-305 (Januaiy 2006) 

See “Summai)' of Annual FOIA Reports for Fiscal Year 2003.” U.S. Department of Justice Office of Information and Privacy 
(July 29, 2004). Available at httD://\wvw.usdoi-BOv/oiD/tbianosty2(X)4fQiaDost22 htm and “Summary of Annual FOIA Reports 
for Fiscal Year 2002,” U.S. Department of Justice Office oflnfonnation and Privacy (September 3, 2003). Available at 
httn:/A\wvv,usdoi.gov/oiit/t0ianost/2003foiai>o.st3I,htm 
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Mr. Shays. Dr. Nelson. 

STATEMENT OF ANNA K. NELSON 

Dr. Nelson. I think I represent those kind of independent histo- 
rians, academic historians who don’t have the resources of the Na- 
tional Security Archives and rather depend upon them to come up, 
because all we have is what we can find and what we do research 
about and we do not ever go to court because we don’t have those 
funds. We really are very dependent upon the system. 

I was very interested in reading the conclusion of the GAO re- 
port, the first sentence. It begins with a statement that the lack 
of clear policies, effective training and oversight can lead to either 
over- or under-protection of sensitive but not classified information. 
As I read it, I thought, this is a statement that could apply to prob- 
lems associated with classified information. Certainly, the recent 
removal, this reclassification that we have been talking about, is il- 
lustrative of this point. 

Because of these questions, I am afraid I have to return you, Mr. 
Chairman, to the issue of reclassification because I am a historian, 
a historian of American foreign relations. I would like to bring up 
just two or three, maybe four, points. 

The first point I would like to make is that those people who pro- 
tect national security documents invariably overreact to current 
events, even though the records they protect are 25, 30, maybe 50 
years old. That is the case of Wen Ho Lee, whom Mr. Kucinich 
mentioned and others have mentioned. When he was accused of 
passing information in 1998 and 1999, did an extensive investiga- 
tion that Mr. Blanton just mentioned occurred under the Lott Act. 
It took an enormous amount of time. It meant no other documents 
were being released. And you have to bear in mind that these docu- 
ments were once carefully examined by Energy officials before 
being sent to open shelves in the National Archives. 

I know that the impression was left that other agencies let these 
documents go, but for those of us who wait for information with eq- 
uities while they go to three or four different agencies, including 
the CIA and the Department of Energy, I am rather suspicious of 
that. I think that in every instance. Energy people did see these 
documents, but to them before the Wen Ho Lee case, they did not 
present a security leak. 

The same thing happened after the September 11th events. We 
started this reexamination that has been the topic here of all those 
thousands of pages of cold war era documents. They hold informa- 
tion about a Soviet Union no longer in existence, countries in the 
Soviet orbit that are now in NATO, policies long abandoned. But 
the media began to talk about a great many issues and the reexam- 
ination was, in fact, a result of current concerns. What this is 
doing, of course, is reading history backward. 

There is a vast difference between leaks, between the release of 
yesterday’s confidential discussions, and 25 or 30-year-old memo- 
randums, and this kind of confusion that persists persists to the 
detriment of the public and the Nation’s history. 

Second, I would like to point out that there is a lack of consist- 
ency. This goes with the fact that there aren’t clear policies. This 
lack of consistency comes because every single President can 
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amend the Executive order on security classification, and for the 
most part, they do. In this instance. President Bush only put in 
amendments to the Clinton administration, but several of those 
amendments did change the thrust of the Executive order. 

The agency guidelines also vary, and again, sometimes because 
current events intercede. One of the examples that has been point- 
ed out, I think by you, Mr. Chairman, was the issue of that famous 
document where the Chinese came into the Korean War but the 
President was told, indeed, the Chinese were not out there. Of 
course. General MacArthur told him that. But the CIA had pub- 
lished two documents in a volume in 1994, a volume called “The 
CIA Under Harry Truman,” which contains that very information, 
and many of us have been using it in the classroom ever since. 

Sometime between 1999 and 2006, the agency reclassified these 
documents and the reason for this, of course, is a mystery. Why? 
Is it necessary for purposes of national security to close a 1951 doc- 
ument because of current policy issues with North Korea? Is it nec- 
essary to close it because the CIA doesn’t want to admit old intel- 
ligence failures given the new ones that have cropped up? In fact, 
the document may have been reclassified simply because those ex- 
amining the documents did not know of the previous release, which 
is even worse. 

But the questions I have asked, those questions I have asked 
above, indicate a third problem with seemingly irrational declas- 
sification. They breed notions of cover-up and conspiracy. They fur- 
ther erode confidence in government information. 

Fourth, those of us who use national security records at the Na- 
tional Archives know that whereas the government distinguishes 
between confidential, “Secret,” and “Top Secret,” the declassifiers 
generally do not. They certainly treat all records that were origi- 
nally classified secret and top secret the same, and they often in- 
clude those marked “Confidential” among those withdrawn with 
“Secret” and “Top Secret.” We have all seen that. An unanswered 
question in the GAO report relates to this problem. Tom mentioned 
it. How long will the “Sensitive But Unclassified” records be sen- 
sitive and unclassified? The “Official Use Only” records, are they 
ultimately going to be placed on the same footing as classified 
records? 

Without a clear answer, the Federal Government will be estab- 
lishing a new category of records headed for 20 or 30 years’ stay 
in the security vaults at a great cost to the American taxpayer. The 
records under these categories should be clearly marked for open- 
ing within a short period of time. They should be given a very short 
residence within the security rolls. 

As Tom mentioned, from 1994 to 1998, I was one of five members 
of the Kennedy Assassination Records Review Board. We all had 
“Top Secret” clearances and examined classified records in their 
original form. Records we reviewed were over 30 years old. In the 
course of these 4 years, we released countless documents that had 
been closed by the CIA, much to their concern, including docu- 
ments that discussed intelligence methods. We protected some 
names, if people were dead, and we agreed to protect certain sym- 
bols and technical information. However, we sent thousands of 
pages of CIA, FBI, and even NSA records to the open shelves of 
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the National Archives. To my knowledge, no foreign government 
protested, no one was killed, and the intelligence agencies are still 
intact. Old records, with few clear exceptions, do not threaten our 
national security. 

Thank you, Mr. Chairman. 

Mr. Shays. Thank you very much. Dr. Nelson. 

[The prepared statement of Dr. Nelson follows:] 
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TESTIMONY or ANNA. K. HELSC»< 

MARCH 14, 2006 

SubcanmlttM on National SacsuTlty, Enlarging Throats and 
Intamatlonal Nalations 
CoinmittsM on Govarninant Rafocm 


The conclusion of the GAO report, Afanaging Sensitive 
Information, begins with the statement that the lack of 
clear policies, effective training, and oversight can lead 
to either over or under protection of sensitive but not 
classified information. This statement could also apply to 
problems associated with classified information. Certainly 
the recent removal, in effect re-classification, of 
documents that had long been open to the public indicates 
that those working with the documents had no effective 
training, just as the agencies who employed them did not 
have clear policies or useful oversight, given the fact 
that they had previously approved the publication of 
several of those re-classified records. Because of the 
questions surrounding this re-classification effort and 
because I am a historian of American foreign relations, I 


would like to turn our attention for a few minutes to the 
problem of classified national security records. 
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The first point I would like to make is that those 
protecting national security documents tend to over react 
to current events, even though the records they protect are 
25, 30 or even 50 years old. Thus the case of Wen Ho Lee, 
who in 1998 and 1999 was accused of passing information to 
the Chinese, brought an extensive investigation by the 
Department of Energy of all previously opened historical 
nuclear energy documents in the National Archives. It took 
an enormous amount of money and time to go through the 200 
million pages that already resided in the National 
Archives, especially since only 21,514 documents were 
withdrawn, a percentage almost too low to register. Bear in 
mind that all of these records had been carefully examined 
by Energy officials before being sent to open shelves in 
the National Archives. Before the Wen Ho Lee affair they 
did not present a security risk. 

Similarly, the increasing number of terrorist attacks 
in the late 1990s as well as the events of 9/11 have led to 
a re-examination of thousands of pages of documents from 
the Cold War era. These documents hold information about a 
Soviet Union no longer in existence, countries in the 
Soviet orbit that are now in NATO, and policies long 
abandoned. Before the events highlighted by the media 
outlets and political leaders, some of these docximents were 
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available in printed collections of government agencies. 

The re-examination was a clear result of current concerns, 
not those noted in the documents. There is a vast 
difference between leaks, release of yesterday's 
confidential discussions and twenty-five or thirty year old 
memoranda. Unfortunately, confusion persists to the 
detriment of our nation's history. 

Second, I would like to point out that in the case of 
classified records the lack of clear policies la largely 
the result of a lack of consistency. Not only do 
president's change or amend the rules through new Executive 
Orders, agency guidelines also vary when current events 
intercede. In 1994, the CIA did not worry about the release 
of an embarrassing document that clearly indicated an 
intelligence failure. At that time, the CIA published a 
series of documents in a volume entitled, The CIA under 
Harry Trvinan. One document dated October 13,1950 assured 
the president that the Chinese would not send troops to 
Korea, but as we know, the Chinese did just that six days 
later, sometime between 1999 and 2006, the agency 
reclassified two documents that had basically the same 
information. The reason for this change is a mystery. Is it 
now necessary, for purposes of national security, to close 
this 1951 document because of current policy issues with 
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North Korea, a potential member of the nuclear club? Or is 
It necessary to close it because the CIA doesn't want to 
admit old intelligence failures given the new ones that 
have cropped up? 

In fact, the document may have been reclassified 
simply because those re-examining the documents did not 
know of the previous release. But the guestiona I've asked 
above Indicate a third problem with seemingly irrational 
declassification decisions; they breed notions of cover-up 
and conspiracy. 

Fourth, those of us who use national security records 
In the National Archives know that whereas the government 
distinguishes between Confidential, Secret and Top Secret, 
the declassif iers generally do not. They certainly treat 
all records that were originally classified Secret and Top 
Secret the same, and often include those marked 
Confidential among those withdrawn. An unanswered question 
in the GAO report relates to this problem. Will the 
'Sensitive but Unclassified Records" and those For Official 
Use Only" be ultimately placed on the same footing as 
classified records. When is it no longer necessary to 
protect these records. Without a clear answer, the federal 
government will be establishing a new category of records 
headed for a twenty or thirty year stay in the security 
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vaults at great cost to the American taxpayer, the records 
under these categories should be clearly marked for opening 
within a short time period and given a short residence 
within the security vaults. 

From 1994-1998, I was a member of the Kennedy 
Assassination Records Review Board. We received top secret 
clearances and examined classified records in their 
original form. The records we reviewed were over thirty 
years old. In the course of those four years, we released 
countless documents that had been closed by the CIA, 
including those that discussed intelligence methods. We 
protected names and agreed to protect certain symbols and 
technical information. However, we sent thousands of pages 
of CIA, FBI and even NSA records to the open shelves of the 
National Archives. To my knowledge, no foreign government 
protested, no one was killed, and the intelligence agencies 
are still Intact. Old records, with a few clear 
exceptions, do not threaten our national security. 
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Mr. Shays. Mr. Aid. 

STATEMENT OF MATTHEW M. AID 

Mr. Aid. Thank you, Mr. Chairman. I will be brief. I realize we 
are getting on in the day 

Mr. Shays. Don’t say you will be brief No one who has ever said 
they will be brief has done so. [Laughter.] 

When people say they will be brief, it is that they want to be 
brief, but they won’t be. I attended Rosa Parks’ funeral, and I am 
sorry, I am very sensitive about this, it lasted 7 hours. There were 
50 speakers and every one of them said they would be brief 
[Laughter.] 

So do you want to amend your comments? 

Mr. Aid. Strike it from the record, please. [Laughter.] 

Mr. Shays. OK. It is not in the record. Welcome, and it is nice 
to have your testimony. You have the floor. 

Mr. Aid. Thank you, Mr. Chairman. We Americans are willing to 
make sacrifices, sometimes at the cost of our civil liberties, to help 
ensure that nothing like the tragic events of September 11th ever 
happens again. Even this middle-aged intelligence historian of du- 
bious repute was willing to make some sacrifices because that is 
what I have sometimes preached in my writings on intelligence 
issues. 

But then a few months ago, as you are now aware, I discovered 
that elements of the Department of Defense and the U.S. intel- 
ligence community were engaged in a secret historical document re- 
classification program at the National Archives that had its origins 
back in 1999, and now I find myself in the position where I can’t 
help but wonder what the U.S. Government officials designated to 
protect us have been doing since September 11th with the Amer- 
ican taxpayers’ money. 

The question foremost in my mind is, has the reclassification by 
the Pentagon and the CIA of these 55,000 pages of historical docu- 
ments, all of which are 25 years old or older, made America any 
safer in the post-September 11th era, and my answer is I tend to 
doubt it. Could the millions of dollars and tens of thousands of man 
hours expended to date on this classified program have been better 
spent elsewhere, especially at a time when many deserving pro- 
grams in the United States are being cut in order to fund the ongo- 
ing conflicts in Iraq and Afghanistan? Again, I firmly believe that 
the answer is yes. 

Were the fiscal and manpower resources that should have been 
dedicated to declassification, as mandated by Executive Order 
12958, hijacked and used instead to reclassify 50-year-old docu- 
ments that a small minority of U.S. Government security officials 
didn’t want in the public realm, or is this document reclassification 
program nothing more than a gravy train for out-of-work security 
personnel, as one Pentagon official has described it to me? 

Finally, if we agree that this document reclassification program 
was a waste of time and taxpayers’ money, how do we ensure that 
it never happens again? I fear that if this program and others like 
it are allowed to continue unchecked, we will end up revisiting this 
issue over and over again for the foreseeable future, for who is to 
say next month or next year which document some agency of the 
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U.S. Government may choose to take exception to and demand its 
withdrawal from the public shelves? 

I found that the wolves have even started feeding on themselves. 
I discovered this Friday afternoon that in 2004, the CIA security 
screeners began withdrawing a significant number of historical doc- 
uments from their agency’s own paper records that were originally 
declassified by the CIA in 1997 and deposited at the National Ar- 
chives, and it again appears that they were withdrawn because 
they contain criticism of how the agency was being run, written by 
senior CIA officials. Apparently, the CIA security officials who 
withdrew the documents in 2004 took grave exception to what their 
colleagues in 1997 had chosen to release to the public. 

If this is all true, my question is, where will it all end? Thank 
you, Mr. Chairman. 

Mr. Shays. I thank all three of you. 

[The prepared statement of Mr. Aid follows:] 
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PREPARED STATEMENT OF MATTHEW M. AID BEFORE THE HOUSE 
COMMITTEE ON GOVERNMENT REFORM, SUBCOMMITTEE ON NATIONAL 
SECURITY, EMERGING THREATS AND INTERNATIONAL RELATIONS 

Mr. Chaiman, I appreciate the opportunity to appear before you today to testily about the 
recently discovered U.S. government historical document reclassification effort, which has been 
taking place at the U.S, National Archives since at least 1999, as well as offer some observations 
based on personal experience concerning the disturbing trend towards greater secrecy within the 
U.S. government. 

THE HISTORICAL DOCUMENTS RECLASSIFICATION PROGRAM 

Beginning in June 1999, and continuing unabated for almost seven years, a number of 
U.S. government agencies, including the Central Intelligence Agency (CIA), the Defense 
Intelligence Agency (DIA), and the U.S. Air Force, which reportedly acts as the executive agent 
for the U.S. Department of Defense, have been secretly engaged in a wide-ranging historical 
document reclassification program at the National Archives and Records Administration 
(NARA) research facility at College Park, Maryland, as well as at the Presidential Libraries that 
are also operated by NARA.' 

Since the reclassification program began, more than 9,500 formerly declassified 
documents totaling more than 55,500 pages have been withdrawn fi'om the public shelves at 
College Park and reclassified because, according to the U.S, government agencies, they all had 
been improperly and/or inadvertently released to the public.^ Many of the reclassified documents 


' A more detailed examination of the background and history of the multi-agency 
historical document reclassification program, including examples of documents that have been 
reclassified, can be found in Matthew M. Aid, ed.. Declassification in Reverse: The U.S. 
Intelligence Community’s Secret Historical Document Reclassification Program , posted on 
February 21, 2006, located at http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB179/ 

^ It should be noted, however, that we do not yet have comparable figures for how 
many documents have been withdrawn from the public shelves at the Presidential Libraries run 
by NARA. 
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have either been published in full as part of the State Department’s Foreign Relations of the 
United States series or in the microfiche supplements to these publications, or are available on 
the CIA Records Search Tool (CREST) computer database of declassified documents at NARA. 
The government security persoimel have also reclassified documents that had been previously 
sanitized to remove sensitive classified information or had been declassified pursuant to Freedom 
of Information Act (FOIA) requests by researchers. 

Everything about the Pentagon and the CIA’s historical document reclassification effort is 
a secret. To the best of my knowledge, the reclassification program has never been authorized by 
Congress, nor has any funding ever been appropriated specifically for this program by any 
congressional committee. Contrast this was the Department of Energy’s parallel historical 
document security review program, which was duly authorized by Congress pursuant to the 1998 
Kyl-Lott Amendment (Section 3161 of the National Defense Authorization Act for Fiscal Year 
1999, entitled “Protection Against Inadvertent Release of Restricted Data and Formerly 
Restricted Data”), which was signed into law on October 17, 1998. 

I am led to believe that the cloak of secrecy surrounding this reclassification program 
stems from the essential fact that it does not enjoy Congressional approval, and that the agencies 
involved have tried to “catch a free ride” on the coattails of the congressionally-approved DOE 
document review program. This raises serious questions as to the legality of the multi-agency 
reclassification program, as well as the closely related question of where the agencies involved 
came up with the millions of dollars required to fund this classified multi-year program. 

The very purpose and intent of the multi-agency historical document reclassification 
program is also classified. There is a classified interagency Memorandum of Understanding 
(MOU) which: (a) lays out the underlying nature and purpose of the historical document 
reclassification program, and (b) governs the conduct of the reclassification effort at the National 
Archives. We understand that NARA is a party and signatory to this classified MOU. The 
National Security Archive has requested the declassification of this document pursuant to the 
Freedom of Information Act (FOIA). A copy of this document will be made available to this 
committee upon completion of the declassification review. 

During its lifetime, the multi-agency document reclassification program adopted all of the 
attributes of a clandestine intelligence community program. Significant efforts were made to 
keep the program a secret and disguise its activities. According to newspaper reports, over $1.0 
million was spent to build a secure office suite for the government security screeners on the 
fourth floor of the National Archives research facility at College Park, Maryland. How much 
additional funding was required for the hiring and training of the security screening persormel 
(most of whom were civilian contractors hired specifically for this program), the purchase of 
computer equipment and other indirect costs are not known. 

The reclassification program even had its own “cover” arrangements. All of the 
withdrawal sheets placed in the NARA records boxes by the multi-agency security screeners 
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identified the organization withdrawing the document in question as the Inprocessing and 
Declassification Branch of the National Archives, and thus relieving the agencies of having to 
identify who was really reclassifying the documents. Following the tragic events of September 
11, 2001 , the multi-agency document reclassification program was disguised as part of NARA’s 
“documents of concern” program, with all records boxes designated for security review 
containing on its exterior a bright yellow label stating: “Records Require Screening According to 
IG 1600-3.” This refers to a NARA directive entitled Interim Guidance 1600-3, “Access to 
Archival Materials in the Context of Concern About Terrorism,” which provided guidance to 
NARA staff concerning the protection of “Records of Concern” in the Archive’s document 
collections. The latest cover used by the multi-agency security team is that the review is being 
conducted pursuant to the terms of Executive Order 12958, whose intent, as the Committee is 
fully aware, was to mandate declassification of historical records rather than serving as legal 
justification for a government-wide reclassification effort. 

But the most serious aspect of the Pentagon and CIA’s efforts to disguise the nature and 
extent of their activities was their success in keeping key aspects about of the program a secret 
from the Inter-Agency Security Oversight Office (ISOO). Every single document that was pulled 
from the public shelves at College Park and reclassified was determined to be “inadvertently 
released,” that is to say, that the documents had never been properly declassified in the first place 
and had been released erroneously. This meant that the agencies conducting the reclassification 
effort did not have to follow the strict guidelines laid down by E.O. 12958, which requires a 
formal written reclassification notification to ISOO by the agency head making the decision. The 
Pentagon and CIA security screeners went around the strictures contained in E.O. 12958 by 
declaring every document they reclassified as having never been properly declassified in the first 
place, and therefore they never filed a single reclassification notification with ISOO during the 
6 + years of the program! This behavior raises further serious questions in my mind about the 
legality of the reclassification decisions made by the agencies since the first documents were 
pulled from the public shelves in 1999. 

The multi-agency reclassification teams have been using what can only be described as an 
“expanded and enhanced” interpretation of the exemptions contained in Executive Order 12958 
in order to justify the reclassification decisions that they have made. Virtually all of the historical 
documents that have been reclassified to date are at least 25 years old or older, and as such, meet 
the test for immediate declassification pursuant to Executive Order 12958, as amended. 
Furthermore, not one of the reclassified documents contains any information which could 
conceivably fall under any one of the exemptions to E.O. 12958. For example, in removing 
virtually all of the previously declassified documents from the State Department intelligence files 
at NARA relating to an abortive 1956 balloon reconnaissance program over the Soviet Union 
called Genetrix, the Defense Intelligence Agency (DIA) claimed that the removed documents 
(including many newspaper reports concerning the program) had been removed pursuant to 
exemption 25X6, i.e. that they might; “Reveal information, including foreign government 
information, that would seriously and demonstrably impair relations between the United States 
and a foreign government, or seriously and demonstrably undermine ongoing diplomatic 
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activities of the United States.” Needless to say, the public embarrassment to the administration 
of President Dwight D. Eisenhower caused by the very public failure of this reconnaissance 
program took place thirty years ago, and there is little if any conceivable possibility that the now 
reclassified State Department documents could cause the U.S. government any further grief 
beyond the damage already suffered. 

And finally, the government security screeners have sought to make it more difficult for 
researchers to get the reclassified documents opened up in the future through the Freedom of 
Information Act (FOIA). As little information about the removed document is contained on the 
withdrawal sheet, usually omitting such information as the originator of the document or the 
nature of the document. Moreover, all of the document withdrawal sheets placed in the records 
boxes since 2001 deliberately do not disclose the identity of the government agency reclassifying 
the document, or the legal rationale for the document’s removal. 

DROWNING IN A SEA OF SECRECY 

Is the above-described multi-agency document reclassification program just the tip of the 
iceberg? Sadly, I fear that the answer is almost certainly “Yes.” 

It now seems clear that the multi-agency historical document reclassification program is 
symptomatic of a larger and more pervasive ailment afflicting the U.S. government. The ailment, 
put simply, is that declassification has slowly but surely been dying in America since the late 
1990s, with the process having accelerated noticeably since 2001 . It is no secret that the leaders 
of the charge against greater openness in government, and the closely related issue of 
declassification of government records, have been the Department of Defense and the U.S. 
intelligence community. 

The open opposition within the CIA’s Clandestine Service to greater transparency and 
openness in government is reflected in an unclassified article published in 2001 in the CIA’s in- 
house journal Studies in Intelligence , wherein the author, N. Richard Kinsman, a veteran 
Clandestine Service officer, argued that declassified historical documents that had appeared in 
the State Department’s respected Foreign Relations of the United States (FRUS) series of 
publication was damaging the CIA’s ongoing clandestine operations overseas, and specifically 
criticized officials in the State Department, the National Security Council, and the Justice 
Department who in a number of instances had approved the declassification and release of 
intelligence documents over CIA objections.^ 

Moreover, one could make a very persuasive argument that one of the reasons the U.S. 
government’s declassification effort has ground to a halt is because available manpower and 


^ N. Richard Kinsman, “Openness and the Future of the Clandestine Service,” 
Studies in Intelligence . FallAVinter 2001, No. 10. This unclassified document can be accessed at 
httD://www.cia.gov/csi/kent csi/docs/v44i5a07p.htm. 
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budgetary resources appear to have been redirected to the historical document reclassification 
effort since 2001. The longtime Washington Post reporter and noted intelligence historian 
Michael Dobbs wrote just a few days ago that; “The routine declassification of government 
records has ground to a virtual standstill over the past few years because of the diversion of 
resources to reexamining previously released documents.”^ 


'* Michael Dobbs, “Still Secret After All These Y ears,” Washington Post . March 12, 
2006, p. B2. 
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The underlying evidence supporting this contention is compelling. The number of 
documents declassified by the U.S. government have declined from 126.8 million pages in 1999 
to only 28.4 million pages in 2004 (the last date for which official statistics are available), a 
decline of 88% in just five years. The amount of money spent by the U.S. government on 
declassification also declined precipitously, dropping fi-om $233.1 million in 1999 to a mere 
$43.3 million in 2004, a decline of 91.5% in just five years.^ 

The decline of declassification has been most marked at the Central Intelligence Agency 
(CIA). CIA spokesmen correctly point out that since 1997, the Agency has declassified and 
released to the public more than 28 million pages of formerly classified documents, with 
approximately 9.25 million pages of documents accessioned since 2000 to the CIA’s CREST 
database of declassified documents housed in the Library at the National Archives’ College Park 
facility. Unmentioned is the fact that the number of documents that have been added to the 
CREST database has declined from 2,082,776 pages in 2000 to 693,358 pages in 2005, a decline 
of 66.8% in relative terms.* Moreover, the documents that have been released to the CREST 
database by the CIA since 2001 contain many more redactions than had been the case prior to 
9/11, so much so that a large number of recently released documents in CREST are essentially 
worthless from a historical perspective. 

The CIA has also since at least 2004 been quietly removing whole sets of previously 
declassified documents from the CREST database for reasons the Agency refuses to disclose. In 
the past, CIA officials have publicly stated that: “If a CIA document was mistakenly declassified 
by the CIA, the Agency will stand by that decision.” This is, in fact, not exactly tme. Between 
1997 and 1999, the CIA released approximately 100 pages of formerly classified documents from 
three of its archival records groups (the CIA refers to its record groups as “Jobs”) and placed 
them along with other declassified CIA records on the CREST computer database. After the 
author and a number of other researchers printed out materials from these three specific record 
groups, in 2003 and/or 2004 the CIA hastily withdrew these three Jobs from the CREST 
database, leaving no mark that they had ever been there. Repeated attempts by the author to get 
the CIA Declassification Branch to “re-declassify” these three CIA records groups through the 


’ OpenTheGovemment.org, Secrecy Report Card: An Undate . April 5, 2005, 
located at www.openthegovemment.org/otg/OTG RC update.pdf 

* Data from National Archives and Records Administration. 
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Freedom of Information Act (FOIA) have to date been unsuccessful.’ 


The now missing three CIA records Jobs are: 78S03377A, 78S00977R, and 

78S00763R. 
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And finally, in recent years CIA security officials have removed documents from non- 
governmental historical repositories because they contained “inadvertently released” classified 
information. In February 2005, a team of five government security persoimel, including three 
CIA officials, removed at least a dozen documents from the papers of the late Senator Henry M. 
“Scoop” Jackson that were held at the University of Washington’s Allen Library. The documents 
had allegedly been “inadvertently released” when Senator Jackson papers were deposited at the 
library ten years earlier.® 

THE SENSITIVE BUT UNCLASSIFIED CONUNDRUM 

Finally, 1 would like to offer some comments concerning the U.S. government’s attempts 
to keep so-called “Sensitive but Unclassified” (SBU) information out of the hands of the public. 

First, from personal experience it would seem that much of the unclassified material that 
the U.S. government, especially the Pentagon, is currently trying to protect by cloaking them with 
the SBU marking is, for the most part, insignificant and harmless from a security standpoint. For 
example, the Pentagon has gone to great lengths to deny FOIA requests from members of the 
public for documents such as organization charts, staff directories, and telephone books. The 
Pentagon and the intelligence community argue that hostile foreign intelligence organizations 
mine these publications for information that could potentially damage U.S. national security. 

It should be noted that at the height of the Cold War with the Soviet Union, all of these 
documents remained freely available to the public (and Soviet intelligence) with no discernible 
harm to national security. And while the Pentagon now routinely denies FOIA requests for these 
types of information, the Defense Department and virtually every other department and agency of 
the U.S. government currently make this material available to a number of commercial 
publishers, who in turn make the information available to the public through a variety of 
unclassified publications, albeit at considerable cost.*’ 


* Lara Bain, “CIA Seizes Sen. Jackson Papers,” Everett Daily Herald . February 15, 

2005. 


® See for example the detailed organizational and personnel information for 
virtually every U.S. government agency that are contained in publications such as the Federal 
Executive Directory put out by the Carroll Publishing Co. in Washington, D.C., or the Federal 
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Second, the Defense Department and the military services have arbitrarily removed from 
public circulation unclassified information which could not cause any conceivable harm to U.S. 
national security. For example, in 2003 the U.S. Army’s Center for Army Lessons Learned 
(CALL) at Fort Leavenworth, Kansas withdrew from public access all of its unclassified Lessons 
Learned reports concerning the conduct of operations in Afghanistan and fraq after a series of 
critical newspaper reports were published using these materials.'” 

Third, the efforts of the Pentagon and the rest of the U.S. national security establishment 
to keep SBU information firom the public, no matter how diligent, are bucking up against the 
inexorable tide of information proliferation that is now publicly available on the internet and 
other electronic media. Today, one can easily find on the internet reams of sensitive information 
concerning subjects ranging from nuclear, chemical and biological weapons design information, 
layouts of sensitive U.S. government military and intelligence facilities, “cookbooks” on how to 
make plastique high explosives, etc. The committee will no doubt understand if I do not provide 
any further details concerning where these types of information may be found. 

Fourth, and finally, I believe that the imposition of a cloak of secrecy over such a broad 
range of formerly unclassified materials is ultimately wasteful, and can only serve to impede the 
conduct of day-to-day business inside the U.S. government. For example, the removal of 
unclassified documents and related indices from public access at the Nuclear Regulatory 
Commission (NRC) and the Federal Communications Commission in 2004 has only resulted in 
further slowing down the regulatory activities of these agencies by barring essential information 
from the companies and individuals who need the information in order to perform their business 
functions. 

Thank you. 


Yellow Book , published by Leadership Directories, Inc. 

Fred Kaplan, “The Army Buries Its Mistakes,” Slate . October 3 1 , 2003, 
http://www.slate.com/id/2090S85/ 
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Mr. Shays. You were actually very brief. 

Mr. Aid. Thank you. 

Mr. Shays. I won’t be able to say that no one who says that is 
ever brief, so I resent that deeply. [Laughter.] 

I am going to have counsel start off. 

Mr. Halloran. Thank you, Mr. Chairman. 

Mr. Aid, what made you go back and look? I mean, my under- 
standing was you were looking for documents, looking in places 
where documents you had previously accessed and found them not 
there. What made you go back for a second peek? 

Mr. Aid. You should understand, sir, that I am not a professional 
historian in the sense that, unlike Dr. Nelson and Mr. Blanton, I 
am a 20-year businessman who dabbles in history as a passion. I 
find that as I get older, I make more mistakes which requires that 
I go back and back and back to the same records to see things 
which, if I was 20 years younger, I would have spotted the first 
time around. 

One of the problems with being an intelligence historian is that 
there is no basis, there is no foundation upon which I, as a histo- 
rian, can revert back to, because I write about the National Secu- 
rity Agency. Outside of one or two books and a smattering of arti- 
cles, there is nothing for me to refer back to. So I find that what 
I am writing is a jigsaw puzzle. I have to go back to the records 
constantly, because the first time I went through them 10 years 
ago or 20 years ago, I guarantee you I didn’t understand the import 
of what I was looking at at the time. That is why I went back in 
the fall of this year to reexamine some of those same State Depart- 
ment records which I looked at back in 1996. 

Mr. Halloran. In the course of your research, and this goes for 
all of you, in the course of your research in the Archives, had you 
run across withdrawn items before, a reference to somebody had 
pulled this for some classification reason? 

Mr. Aid. If you live and work at the National Archives, you live 
with withdrawal slips, many of which date back to when the docu- 
ments were first released to the public. The first instance I ran into 
suggesting that something untoward was taking place in the post- 
September 11th era, meaning recent withdrawals, came in 2004, I 
believe it is, when I noticed that a number of records that I had 
already printed out from the CIA’s data base of declassified docu- 
ments had disappeared from the computer data base. 

Now, the problem with digital records is there is no place where 
you can put a withdrawal slip and say, oh, sorry, the CIA has de- 
cided that these records were inadvertently released and deserved 
to be classified. Being a native New Yorker, I went and complained 
loudly and longly and here I am 3 years later and I still haven’t 
gotten the records, much less the CIA willing to admit that the 
records once existed. 

Dr. Nelson. We all have run into withdrawal slips. We run into 
them all the time. The most records that have been reviewed have 
been the Nixon papers, Kissinger and Nixon, and I had one occa- 
sion when I had at least six or eight boxes on a cart from the Na- 
tional Archives and not a single document, nothing but withdrawal 
sheets. 
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There is also a change in the character of those sheets. They 
used to be much more explicit. “So-and-so” sent a memo on a cer- 
tain date. No. Now they don’t say that, for the most part. I under- 
stand the Archives is going to try to go back to that, because the 
view was we wouldn’t ask for FOIA if we didn’t know. But, in fact, 
we ask for more FOIA because we don’t know. I mean, it may be 
a date we don’t want, but we will ask for it because we don’t know. 

Mr. Halloran. While I have you, I can’t resist the opportunity 
to ask if you would help inform our consensus on the extent of 
over-classification. Having reviewed the Kennedy assassination 
documents, how much never should have been classified at all of 
what you saw? 

Dr. Nelson. Well, we had a board of five people and I was the 
only one who had ever used FOIA. They were eminent historians 
and an archivist and a very good lawyer, who is now a Federal 
judge. But here you had five civilians in a very unusual situation 
of being able to declassify and we all agreed each time. We never 
disagreed over what should be hidden because most of it did not 
make sense at all. It was just absurd. Occasionally, we would black 
out three little letters at the top of a piece of paper 

Mr. Halloran. But as to the initial decision to classify, initially, 
back when 

Dr. Nelson. They should never have been classified. 

Mr. Halloran. At all? 

Dr. Nelson. But 

Mr. Halloran. Eighty percent of what you saw? Fifty percent? 
I mean 

Dr. Nelson. Oh, I would say 80 percent of what we saw, and I 
think the important thing is that they are now open. I might add 
that I understand that the reclassifiers did go to that collection and 
ask to look at it and they were told that collection was there under 
congressional statute, which is what created the board, and they 
would not let them in. 

Mr. Halloran. Mr. Blanton, are you familiar with the argument 
that was made with regard to this reclassification operation that 
there were certain notifications or processes not followed because 
this wasn’t a reclassification, this was, in effect, an un-declassifica- 
tion? We have to follow that. Is that your understanding of what 
was happening there? 

Mr. Blanton. That, frankly, and I guess we should abolish the 
use of the word “frankly” in congressional hearings as well as the 
“I will be brief,” right? [Laughter.] 

Isn’t that the most overused single word probably in all testi- 
mony? 

Mr. Shays. But at least it is more accurate. 

Mr. Blanton. It is an excuse the agencies are giving to get 
around a requirement that is somewhat onerous, and deliberately 
so, in the Executive order, because to reclassify something, you ac- 
tually have to go get Bill Leonard’s and the information Security 
Oversight Office’s approval. It gets checked out. There are big 
countervailing forces, checks and balances. There is none if what 
you can say, oh, this was an inadvertent release and so it is not 
really declassified, even if, as in the case of the balloon document, 
it is published in a book in 1,000 libraries and on the World Wide 
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Web and you can search for it and find it and read it to your kids 
so they will be in unauthorized possession of classified information. 

It is an excuse. It is a semantic game. Unfortunately, they have 
some good lawyers and they like to play those semantic games and 
they are trying to get around ISOO’s oversight. I think that is real- 
ly the bottom line. 

Mr. Halloran. On the SBU side, Mr. Leonard in his testimony 
made an argument, as did some others, as did you, on the need to 
try to standardize these SBU formats and regulations. Give us a 
sense from your studies today how difficult that would be. How 
wide a range is there? I mean, some have no regulations. Some 
have very detailed ones. How difficult in terms of individual agency 
equities and even statutory lanes they travel in would it be to 
craft — or are there enough common elements that it would not be 
overwhelmingly difficult to standardize SBU processes and rules? 

Mr. Blanton. I suspect that there are some common elements 
that are just plain common sense. Why can’t the sensitive unclassi- 
fied area have the same prohibitions that the classified area has 
on covering up criminality, malfeasance, embarrassment? That is 
just common sense. I would bet that a statute that the Congress 
came up with would be hard to argue against that, although people 
would drag their feet. 

There are some common elements like that. The ideas of dura- 
tion — that was one of the big reforms in the 1990’s in the classifica- 
tion system, the idea that at the point of classification, you have 
to put a sunset on the thing or it is going to live forever. There will 
be new mountains of FOUO and OUO documents down the road. 

So I think there are a number of common elements. I think Bill 
Leonard has recommended some of them. We have put a few in our 
specific study where we think these are common sense matters that 
shouldn’t be objectionable because they already apply in the classi- 
fication world. 

Now, I have to caution you, they will not solve the problem. Com- 
mon sense is not going to solve the problem. We have massive over- 
classification in the classification world even with all these common 
sense checks and balances and a full-time audit agency and Fed- 
eral judges that look at it and 0MB that is reporting the cost fig- 
ures and so forth, and ISCAP [ph.], which is a very useful appeals 
panel, that kind of challenge structure, an interagency challenge 
structure that pushes back against some of these kind of classifica- 
tions. You need all those things, but you probably need something 
more. 

Mr. Halloran. Thank you. 

Mr. Shays. If you had been in my position, what would you have 
asked the witnesses that preceded you? Let me start with you, Mr. 
Aid. Who would you have asked, and what would you have asked? 

Mr. Aid. Where to begin. Actually, I thought, Mr. Chairman, you 
and the other members of the subcommittee did a very good job of 
probing the most important aspects of the reclassification program, 
which is why is this thing a secret? 

One of the questions I would have asked is you had the rep- 
resentatives of the Department of Energy and the Department of 
Defense sitting right where I am today. Why is it that the Depart- 
ment of Energy can issue an annual report giving full details about 
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its document reclassification efforts, the number of documents that 
it has removed, the types of information that it has found, and ba- 
sically give you, the Members of Congress who fund the Depart- 
ment of Energy, and us, the members of the public, some reassur- 
ance that what they are doing is reasonable and competent and 
that they actually are protecting U.S. national security? 

What disturbs me about this unnamed component of the Depart- 
ment of Defense Memorandum of Understanding and the separate 
CIA effort is that it is all done in secrecy. It is all done in the dead 
of night. There is no accountability. The fact is that 

Mr. Shays. So what would you have asked them? 

Mr. Aid. I would have asked them, why was it done in secrecy? 
Why, if the program is legitimate, as they claim, I mean, if they 
say that the Executive order allows agencies to withdraw material 
because they own the classification on the paper, then why do you 
have to keep it a secret? I mean, at its most basic level, there is 
something — I guess in the legal profession you would call it the 
smell test. Does the way the agencies, the way they behave, does 
it rise to the level of sounding fishy, or does it seem perfectly ra- 
tional, even in the post-September 11th world we live in? 

Mr. Shays. What would you have asked. Dr. Nelson? 

Dr. Nelson. Well, I think I would have turned my attention per- 
haps to the Archivist. I think that it is clear he was not there when 
this started. He has only been there about a year. But I think that 
one of the things I would have asked him is what the Archives can 
do about getting a little more authority and about standing up to 
certain agencies, and also perhaps reaching out to Congress to help 
them do that. 

Mr. Shays. That would have been a great question, I agree. Do 
you think that they need more authority, or do you believe they 
have inherent authority they are not exercising? 

Dr. Nelson. Well, I think that in the case of general Federal 
records, they may not be using all they have, but I think in secu- 
rity classified, I think “Sensitive But Unclassified” and “For Official 
Use” and that sort of thing, I think they probably need more au- 
thority because they don’t have very much power and they are not 
trusted, and yet they are the most trustworthy people in the 
world 

Mr. Shays. Not trusted by whom? 

Dr. Nelson. Not trusted by the agencies, and yet they are so 
trustworthy that when the agencies asked the archivists who work 
in the Archives not to talk about this reclassification business, they 
didn’t. Otherwise, we would have known about it much earlier. 

Mr. Aid. Right. I can confirm that. This is actually one of the few 
agencies I have run into in my experience that actually knows how 
to keep a secret. 

Dr. Nelson. They have to. 

Mr. Blanton. They have a lot of them. 

Dr. Nelson. They have a lot of secrets, you know. They have all 
kinds of Watergate secrets. They have all kinds of Clinton 

Mr. Shays. I see the smile on your face like — I was thinking, Mr. 
Aid, that I was going to ask you, is it kind of like mining for gold? 
When you go in there, you are looking for something that is — you 
said this is your avocation instead of your vocation and you said 
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you loved history. I am a history major in college, and your face 
lights up with the joy of it, and I am seeing you. Dr. Nelson, all 
of a sudden describe there is Watergate and there is this and it is 
almost like, my gosh, is this like the best-kept secret? I mean, 
should we all be going in to look at these documents? [Laughter.] 
Dr. Nelson. Well, we can’t look at any of those documents be- 
cause they are still in the vault, but yes, I think for those of us 
who do this kind of work and feel it is worthwhile and many of us 

take it into the classrooms 

Mr. Shays. Right. 

Dr. Nelson. And it sinks down to the public through textbooks 
ultimately. I think we do think that it is important, but we also 
obviously 

Mr. Shays. So when you look at a document that is particularly 
significant, maybe changes people’s view of what happened in the 
past, then that is an opportunity for you to publicize it and share 
it with others and 

Dr. Nelson. It is very rare that one document, of course, will do 
it, and that is why historians spend so much time at the National 
Archives and in Presidential libraries to do American history. But, 
in fact, I think you are right in that we do see documents that do 
change our views. I will give you an example. People write mem- 
oirs. Government officials write memoirs. It is very interesting to 
see the documents when they come out. The memoirs are wrong. 
We have perhaps been teaching out of those memoirs, or the Amer- 
ican people have believed certain things out of the memoirs. When 
you get right down to it, the memoirs might be a lie. There might 

be lies within them because the documents 

Mr. Shays. And you determine that by the information you have 
seen at the Archives? 

Dr. Nelson. In the documents. 

Mr. Shays. Yes. Mr. Blanton, what would you have asked? 

Mr. Blanton. I would just say one caveat. The documents lie, 
too. 

Dr. Nelson. Oh, yes. 

Mr. Blanton. They only have one real virtue, which is they are 

frozen in time 

Dr. Nelson. That is right. 

Mr. Blanton [continuing]. Unlike memory and memoirs and so 

forth, and therefore 

Mr. Shays. Give me an example of 

Mr. Blanton [continuing]. I think it is a cross-check. 

Dr. Nelson. Only the transcripts of telephone conversations real- 
ly don’t lie. 

Mr. Blanton. Well, I mean, you are missing that tone, but I 
would say the two questions — [laughter] — the two questions, Mr. 
Chairman, the two questions I would have asked, I think one is a 
question to Mr. Leonard and Mr. Weinstein, which is if the agen- 
cies don’t join in and don’t agree in their National Declassification 
Initiative, what are they going to do now? They might need you to 

come to their rescue. This is this idea 

Mr. Shays. Give me an example of what you mean. 

Mr. Blanton. What they are trying to do 
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Mr. Shays. When you say “agencies,” give me these agencies you 
would he describing. 

Mr. Blanton. They called a summit of the intelligence agencies. 
They named a couple of them and they didn’t name the other ones. 
They didn’t name the Department of Defense component that has 
the secret memoranda that we are all after. 

Mr. Shays. Right. 

Mr. Blanton. But they called a summit of these folks last week, 
and what was interesting, the release the National Archives put 
out after the summit had a wonderful clarion call for cleaning up 
this program in the top half of the document, including a call for 
a National Declassification Initiative, which would, like the Nazi 
War Crimes Interagency Working Group, like the Kennedy Assas- 
sination Records Board, like what was done for Congress on the 
Iran-Contra investigation, put the agencies all at the table, all at 
the National Archives with the Information Security Oversight Of- 
fice looking over their shoulder, holding their feet to the fire, mak- 
ing a real classification effort happen without this daisy chain of 
referrals and I get it next. 

Well, they brought the people to the summit. They issued this 
clarion call. But I noticed that the clarion call only really had Mr. 
Leonard and Mr. Weinstein’s name on it and that the agencies 
were below the fold, in newspaper parlance, you would say, after 
the call for a declassification initiative. Then you see, and the agen- 
cies all agreed there was a problem and agreed to work with us to 
help solve it. But they are not signing on. So what do you do next 
if they don’t agree? 

On SBU, the sensitive unclassified, I think the question I would 
have asked to Mr. Rogalski of the Department of Defense, you 
have, what did he say, 2.5 million people who can slap “For Official 
Use Only” onto records? What is stopping him from cutting that 
number? I mean, I think the Department of Defense only has 
2,000-and-something people who are authorized as original classi- 
fiers in the classification system. Would that help or would that 
not? 

Mr. Shays. I would have loved to have asked that question. I 
would love to know his answer. 

Mr. Blanton. I don’t know. I encourage you to send him a letter. 
[Laughter.] 

Mr. Shays. That would have been a great question. 

Mr. Blanton. It will take him about 6 months to answer my let- 
ter. He will do it quicker to you. 

Mr. Shays. What would you like to put on the record that is not 
on the record right now? 

Dr. Nelson. I would like to put on the record something about 
equities. 

Mr. Shays. Move the mic a little closer. Dr. Nelson. 

Dr. Nelson. I would like to put something on the record about 
equities. Equities are the devil behind the words that everyone else 
is talking about, because the reason these intelligence agencies, the 
Department of Defense and such, have gone in is because they are 
protecting what they call their equities. In fact, most of the records 
that were closed were State Department records and State was not 
there. Equity is the devil of all of us who look for information. 
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I have a request that has been there in the National Archives for 
at least a year and a half, maybe two, and I was just told that it 
had been sent out to three agencies and they hadn’t heard from it. 
Equities are the problem, and therefore, I agree with Tom Blanton. 
You have to have some kind of an initiative to bring these agencies 
together so that everything on the subject is declassified without 
going through this whole business. It is the worst part of the sys- 
tem. It allows them to come back and reclassify and it keeps the 
rest of us waiting years for old, old documents. 

Mr. Shays. Anyone else? Any other comment from either of you? 

I am grateful that you all are doing what you are doing. You are 
doing very important work. What I also like is you came to enjoy 
it and you have a sense of humor, which I also appreciate. I guess 
you have to have a sense of humor in this business, don’t we. 

Mr. Blanton. Amen. 

Mr. Shays. So thank you all very much, and with that, we will 
adjourn this hearing. 

[Whereupon, at 4:55 p.m., the subcommittee was adjourned.] 

[The prepared statement of Hon. Todd Russell Platts and addi- 
tional information submitted for the hearing record follows:] 
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Committee on Government Reform 



Oversight Hearing: 


Subcommittee on National Security, Emerging Threats, and International Relations 
Drowning in a Sea of Faux Secrets: Policies on Handling of Classified and Sensitive Information 

Tuesday, March 14, 2006, 2:00 PM 


Statement OF Representative Todd Russell Platts 


Thank you. Chairman Shays, for holding this important hearing today regarding the 
Federal government’s policies on the handling of classified and sensitive information. 
As Chairman of the Government Reform Subcommittee of Management, Finance, and 
Accountability, which has some jurisdiction on government information policy, I share 
your interest in this important topic. 

In 1995, then-President Bill Clinton signed an Executive Order directing the National 
Archives to declassify en masse all documents more than 25 years old, with exemptions 
for certain sensitive documents that might disclose national security or other currently 
relevant classified information. In response to the order, the National Archives has 
declassified nearly 1 .4 billion pages of previously classified documents. 

Recently, we have learned that beginning in 1999, the CIA along with other agencies 
have reclassified and removed from the shelves of the National Archives more than 
9,500 documents (55,000 pages) for national security reasons. Many of these 
documents have been photocopied by researchers, written about in scholarly 
publications, distributed to libraries around the country, and in some cases, even posted 
on federal agency web sites. These documents all went through a labor-intensive 
process and a strict review prior to being declassified. 

Earlier this month, the National Archives imposed a moratorium on reclassification of 
previously declassified documents and hosted a summit with agency officials to discuss 
this reclassification effort. I applaud the Archivist for this approach and the interested 
agencies for their participation. 

This is a vitally important issue. In a free society we must maintain a balance between 
the need to protect national security information, while at the same time ensuring public 
access to key historical documents. Thank you again Chairman Shays for holding this 
important hearing today. 
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INTELLIGENCE 


OFFICE OF THE UNDER SECRETARY OF DEFENSE 
5CXX) DEFENSE PENTAGON 
WASHINGTON, DC 20301-5000 


APR 1 0 2006 


The Honorable Christopher Shays 
Chairman 

Subcommittee on National Security, 

Emerging Threats, and International Relations 
Committee on Government Reform 
United States House of Representatives 
Washington, DC 20515-6143 

Dear Mr. Chairman: 


Thank you for the opportunity to testify before your subcommittee on National 
Security, Emerging Threats, and International Relations. I am enclosing my responses to 
questions asked during the hearing on March 14, 2006, entitled “Drowning in a Sea of 
Faux Secrets: Policies on Handling of Classified and Sensitive Information,” as well as 
additional information requested on the decrease in original classification activity by the 
Department of Defense. I would like to correct one statement in my oral testimony. In 
lines 893-895 of the hearing testimony where I said that the Department of Defense had 
reduced original classification decisions approximately 33 percent, it should read 29 
percent. 

I request that this correspondence be made a part of the record. If there are any 
further questions, please do not hesitate to contact me or have a member of your staff 
contact Ms. Chris Bromwell at (703) 697-1988. 


Sincerely, 



Robert 

Deputy J^noer Secretary of Defense 
(Counterintelligence and Security) 


Enclosures: 

As stated 

cc: The Honorable Dennis Kucinich 
Ranking Member 
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Questions for the Record 


House Committee on Government Reform 
Subcommittee on National Security, Emerging Threats, 
and International Relations 

Hearing on: Policies on Handling of Classified and Sensitive Information 

March 14, 2006 


Question: In a March 15, 2006, letter to Acting Deputy Under Secretary of Defense 
Rogalski, the Subcommittee requested a classifled and unclassified copy of the 
memorandum of agreement (MOA) between the National Archives and Records 
Administration (NARA) and a Department of Defense agency. In addition, the 
Subcommittee requested a classified brieHog regarding the purpose and content of 
the MOA. 

Answer: A copy of the classified MOA was provided to Chairman Shays on 
March 24, 2006, by the Office of the Assistant Secretary of Defense for Legislative 
Affairs. The briefing on the MOA is currently scheduled for April 1 1. A redacted 
version of the MOA will be provided to the Subcommittee no later than 
April 11,2006. 
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Question: In lines 1589-1592 of the hearing transcript, Acting Deputy Under 
Secretary of Defense Rogalski said he would take a question posed by 
Representative Maloney on a specific DCAA audit as a QFR. 

Answer: As of September 27, 2005, DCAA has provided the House Committee on 
Government Reform over 100 complete audit reports (with nothing sanitized) related to 
Iraq Reconstruction contracts. Included in these audit reports were audits issued on 
Halliburton - Kellogg, Brown and Root’s (KBR) LOGCAP contract and Restore Iraqi 
Oil contract. DCAA worked with the responsible contracting officials to obtain the 
necessary release determinations. All of these audit reports were provided to Mr. John 
Brosnan, Counsel for the Committee on Government Reform. The sanitized version 
referred to by Representative Maloney was jointly sanitized by Army Corps of Engineer 
and Halliburton lawyers before release to the United Nations (UN) to ensure that 
information related to the Trade Act and competition was not disclosed. Normally, when 
DoD denies or sanitizes documents, the DoD response indicates to whom the recipient 
may appeal the decision. That indication was inadvertently left out of the response to the 
UN. 

The FOIA appeal process is set forth in the Freedom of Information Act, and DoD policy 
for the processing of FOIA appeals is contained within DoD 5400.7-R, “DoD Freedom of 
Information Act Program.” Upon receiving an initial response, FOIA requesters have 60 
calendar days from the date of the initial denial letter to make a FOLA appeal. Requesters 
may appeal any determination that they consider to be adverse in nature, to include fee 
status designations, denials of expedited processing, as well as withholding of 
information using the established FOIA exemptions. Requesters may also appeal a 
functional denial of their request if the government agency has not responded within the 
statutory 20 working day time limit. Once an appeal is received, the government agency 
has another statutory 20 working days to review the denial and come to an appellate 
determination. FOIA appeal determinations are made by designated appellate authorities, 
who, within the DoD, are designated senior officials who were not part of the initial 
FOIA process to ensure that requesters receive an independent review of the their 
appeals. Letters to requesters tell them to whom to send the appeal. 
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Question: In lines 2002-2006 of the bearing transcript, Acting Deputy Under 
Secretary of Defense Rogalski said he would take a question posed by Chairman 
Shays and Lawrence Halloran (counsel to the Subcommittee) on the basis of DoD’s 
objections to a GAO recommendation as a QFR. 

Answer: The problems that DoD would face if FOIA exemptions were designated on an 
FOUO document are more functional and practical in nature than they are legal. 

Freedom of Information Act (FOIA) exemptions are not invoked to deny release until the 
information in question has been thoroughly reviewed in response to a specific request 
under the FOIA. Review for applicability of FOIA exemptions is initiated only when a 
FOIA request has been received. If the information in question has been determined to 
be responsive to a FOIA request, applicable FOIA exemptions may be used to withhold 
material. The applicability of FOIA exemptions may change over time, and because of 
this, it would be almost impossible to determine at the time a document is created 
whether an exemption would apply to protect the information in the future. To designate 
a FOIA exemption for FOUO information that has not been requested and reviewed 
under the provisions of the FOIA risks an inaccurate designation of a FOIA exemption, 
and would potentially limit releases to the public because DoD personnel may be hesitant 
to challenge the initial determination of applicable FOIA exemptions. From the practical 
standpoint, it would require a huge expenditure of resources to train thousands of 
personnel in the applicability of FOIA exemptions and FOIA law. Additionally, a front- 
line FOIA review to determine applicable exemptions, in addition to being less than 
effective for the reasons outlined above, would further delay the work products created 
by the DoD. We queried the Department of Justice (DOJ) on this issue and were told that 
they do not put FOIA exemptions on documents when they are created. DOJ has never 
recommended coupling together FOUO and FOIA exemptions. 
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Question: In lines 893-895, Acting Deputy Under Secretary of Defense RogalsM 
gave a percentage of reduced original classification decisions since fiscal year 

2004. In a March 23, 2006, letter, the Subconunittee requested an explanation 
and further details of the statement found on lines 893-895 and requested by 
number or percent the reduction of original classification decisions for FY 2004, 

2005, and 2006 (to date). 

Answer: Please see attached spreadsheet. 
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Comparison of DoD Original Classification Decisions 

FY 04 FY 05 


1 Original Classification Decisions | 

1 

FY04 

FY05 

A(#) 

A(%) 


7,000 

6,983 

-17 

-.24 

ISecret 

183,412 

129,630 

•53,782 

-29.32 

imuHi 

7,942 

3,342 

-4.600 

-57.92 

Total 

198,364 

139,955 

-58,399 

-29.44 











1 Derivative Classification Decisions ] 


FY04 

FY05 

A(#) 

A(%) 

Top Secret 

721.404 

454,683 

-266,721 

•36.97 

Secret 

2.368,361 

2,370,740 

+2,379 

+.10 

Confidential 

1.230,381 

596,370 

•634,011 

-51.53 

Total 

4,320,146 

3,421,793 

■ElIIllSBi 

-20.79 











Total Original 
& Derivative 
Decisions 

4,518,500 

3,561,748 

-956,752 

-21.17 


O 

























